IMamsaTka 11 00yyarOUXcs 00 MHPOPMALMOHHOI 0€30IIACHOCTH AeTel

Henp3s

1. Bcem nonpsia cooOmiaTh CBOKO YaCTHYIO HH(DOPMAIIUIO (HACTOSAIINE UM,
dbammmio, TenedoH, agpec, HoMep IIKOJIbI, a Takke GoTorpaduu cBOH,
CBOCH CEMbH U JIpy3€eil);

2. OTKpBIBATh BJIOKEHHBIE (halIbl SIEKTPOHHOM MOYTHI, KOTJIa HE 3HACIIIb
OTIPaBUTEJIS;

3. I'pyOuTh, mpuaNpaThCs, OKa3bIBaTh JABJICHNE - BECTHU C€0s HEBEKIIUBO U
arpecCUBHO;

4. He pacniopsixkaiics 1eHbraMu TBOEH ceMbU 0€3 pa3pellieHHs] CTapluxX -
BCET/Ia CIIPAllINBAN POJIUTEIIEH;

5. He Bctpeuaiics ¢ IHTepHET-3HAKOMBIMU B pEeaJIbHOM JKU3HH -
MOCOBETYMCS CO B3POCIBIM, KOTOPOMY JIOBEPSICIIIb.

OcCTOpOKHO

1. He Bce nuiyT npasay. Yuraemb o cebe Henpasay B UHTepHeTe - cool1iu
00 3TOM CBOMM POJUTEIISIM UJIU OTNIEKYHAM;

2. [lpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCA - POBEPH, HET JIK

MO/IBOXA;

HezakonHoe konupoBanue ¢aiisioB B MIHTepHETE - BOPOBCTBO;

4. Bcerpaa pacckasbiBaii B3pOCIIBIM O MPOOJIeMax B CETU - OHU BCera
MOMOTYT;

5. Mcnonw3yii HacTpoiiku 0€30MacCHOCTH U MMPUBATHOCTH, YTOOBI HE TIOTEPSATH
CBOU aKKAYHTHI B COLICETSIX U APYTUX MOpTAJIAX.

Mo:xHO

1. YBaxkall Ipyrux noyib30BaTeNeil;

2. Tlonp3yenibes HTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;

3. OTKpbIBail TOJBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. ObpamaTbcs 3a TOMOIIBIO B3POCIBIM - POJIUTEIH, OTIEKYHBI U
aMUHUCTpAITUSI CAUTOB BCETa TOMOTYT.

w

HNudopmanmonHas namsitka Juist 00y4aroIuxcs Ui pa3MEIICHUs Ha O(UIHMATbHBIX HHTEPHET-
pecypcax
C KaXIAbIM I'OA0OM MOJIOJACKH B HHTCPHETC CTAHOBUTLCA 60J'II>HIC, a

IIKOJILHUKHU OJHU U3 CaMbIX aKTUBHBIX I10JIb30BarTesner Pynera. Mexay tewm,
IMTOMUMO OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U
mpoOJieMbl. DTa TaMsITKa JI0JDKHA TTOMOYb TeOe 0e301MacHO HaXOIUThCS B
CETHU.

KomribrorepHsie BUpyChI
KoMIbroTepHbIif BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX TPOTPAMM,
OTJIMYMTEIHHON OCOOCHHOCTHIO KOTOPOU SBIISETCS CIIOCOOHOCTD K



Pa3MHOXEHHUIO. B 10moTHEHNE K 3TOMY, BUPYCBI MOT'YT HOBPEAUTD WIIN
MOJIHOCTBIO YHUUYTOXXUTH BCE (Daidiibl U JAHHBIE, OJIKOHTPOJIbHBIE
M0JIb30BATENIO, OT KIMEHU KOTOPOro ObLIA 3ammylieHa 3apakeHHas
IporpaMma, a Tak’Ke MOBPEAUTh WU JaXKE YHUUYTOKUTH ONIEPALIMOHHYIO
cucTeMy co Bcemu (paitimamu B 11esioM. B OosbIIMHCTBE cllydaen
PacIpOCTPaHSIOTCSA BUPYCHI YEPE3 NHTEPHET.

Mertoapbl 3alIUTHI OT BPEIOHOCHBIX TPOTrPaMM:

1. Mcnonib3yii COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIM
YPOBEHb 3alUThI OT BPEJOHOCHBIX IIPOTPAMM,;

2. IlocTosiHHO ycTaHaBIKMBal NayTH (LIU(PPOBBIE 3AIUIATKH, KOTOPHIE
aBTOMATUYECKH YCTAaHABIIMBAKOTCSA C LETIBI0 TOPaOOTKHU MPOrpaMMBbl) U
Apyrue OOHOBJIECHUS CBOEH ONEpaIlMOHHON cucTeMbl. CKauynBail X TOJIBKO
¢ ounmanbHoOro caiita pazpadorunka OC. Eciu cyliecTByeT pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €TO0;

3. Paboraii Ha cBOeM KOMIIbIOTEPE MO/ MPaBaMH MOJIb30BaTENsI, a HE
aJIMUHUCTpaTOpa. ITO HE MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTaJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Vicnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE TIPOIYKThI U3BECTHBIX

MPOU3BOAUTENECH, C aBTOMAaTUUECKUM OOHOBIICHUEM 0a3;

Orpanndb PU3NYECKUN AOCTYI K KOMIBIOTEPY AJIsE MOCTOPOHHMX JIULL;

Hcnonb3yit BHELIHKUE HOCUTENN UHGOPMAIUK, TaKue Kak (Jenika, Tuck

WK (paiis U3 HHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

/. He oTkphIBaii KOMIIBIOTEPHBIE (haMIIbI, TOJTYUYEHHBIC U3 HEHAJIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE pHCIIal TBOM 3HaKOMbIN. Jlyure
YTOYHU y HETO, OTIPABIISLI JIU OH TE0E UX.

o 0

Cetu WI-FI

Wi-Fi - 310 He BuJ epenayn JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIb OPEHI,
Mmapka. Eme B 1991 rony Huaepnanickas KOMIOaHHs 3aperucTpupoBaia
opeun "WECA", uto o603Hauano cinoBocoueranue "Wireless Fidelity",
KOTOPBIN IEPEeBOIUTCS Kak "0ecrpoBOIHAS TOYHOCTH .

Jlo Haiero BpeMeHu JAolia apyras ab0peBuatypa, KoTopas siBJII€TCS TaKOH
XKe TexHojoruen. 91o abopemuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO JaHO C
HaMEKOM Ha CTaHJIapT BhICIIEH 3ByKoBoi TexHuku Hi-Fi, uTo B mepeBojie
O3Hay4aeT '"BBICOKAs TOUHOCTH'.

Ja, OecrnaTHBIN HHTEPHET-IOCTYH B Kae, OTeAX 1 adponopTax sBISETCS
OTJINYHOM BO3MOXHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE SKCIEpThHI
CUUTAIOT, uTO 001IeaocTynHble Wi-Fi ceTu He SBisit0OTCS 0€30MacHbBIMU.
CoBeTbl 110 0€30MMacCHOCTH pabOTHI B 00IIETOCTYITHBIX ceTsax Wi-fi:



He nepenasaii cBo10 THUHYI0 HHGOPMAIIHIO yepe3 oomenoctymnabie Wi-Fi
cetu. PaboTast B HUX, )KeJIaTeIbHO HE BBOJIUTH MApOJId IOCTYTA, JIOTUHBI U
KaKHe-TO HOMEpa;

Ncnonb3yit 1 0OOHOBIISIE aHTUBUPYCHBIE IPOTrpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30MacHuIllb Ce0s1 OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTRO;
[Ipu ucnonbzoBanuu Wi-Fi otkimoun pyukiuio "OO0muii 1ocTym K
daitiam u npuHTepaMm". JlaHHas PyHKIMS 3aKphITa IO YMOJTYAHUIO,
OJIHAKO HEKOTOpPHIE MOIb30BATEIN aKTUBUPYIOT €€ JIJIsl yA00CTBa
HCIOJIb30BaHUA B paboTe min yueoe;

He ucnonb3yit nyomuunsii WI-FI 1715 nepenaun TU4HBIX JTaHHBIX,
HaIpUMep JIJIsl BbIXOJa B COLUAIIBHBIE CETH WU B 3JIEKTPOHHYIO MOUTY;
Hcnonb3yii TosibKo 3amuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. TIpu Habope Beb-aapeca BBoau umeHHO "https://";

B MoOuibpHOM Tenedone otkimoun Gpynkmuto "Tloakarouenne k Wi-Fi
aBToMarndecku'. He monmyckail aBTOMaTH4eCKOro MOAKIIOUYECHHS
ycTporicTBa k ceTsiM Wi-F1 6e3 TBoero cormnacusl.

ColuanbHbIE CETU

ConmasibHbIE CETH aKTHBHO BXOSAT B HAIITy KU3Hb, MHOTHE JIFOM pabOTarOT
Y ’KUBYT TaM MOCTOSIHHO. MHOTHE T0JIb30BaTE)IM HE TOHUMAIOT, YTO
uH(opmarus, pa3MerieHHass UMU B COLIMAIBHBIX CETSIX, MOXKET ObITh
HaliJIcHa W MUCII0JIb30BaHa KEM yrOJHO, B TOM YHCJIC HE 00513aTEIBHO C
OJIariMy HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30aCHOCTH B COLMAJILHBIX CETIX:

1.

2.

Orpanuub CHUCOK Jipy3e. Y TeOs B APY3bsiX HE TOJDKHO OBITH CITyYalHBIX
1 HE3HAKOMBIX JIFOJCH;

3anuniail CBOI 4acTHYIO *u3Hb. He ykasbiBall maposiu, TeeoHbl,
aapeca, 1aTy TBOETO POXKIACHUS U APYTYIO JTUYHYIO HH(OPMAIIHUIO.
3I0yMBIIIUIEHHUKH MOTYT UCHOJIb30BaTh Jake MH(OOPMAIIUIO O TOM, KaK
ThI ¥ TBOU POJAUTENH TUIAHUPYETE MTPOBECTU KAHUKYJIbI;

3amuinaii CBOI permyTaluio - IEpPKHU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTeJ1 ObI Thl, YTOOBI IPYTHE MOJIL30BATENM BUJETHU, YTO Thl 3arpykKaeiib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBAaTh, HAIIUCATh U 3arPy3UTh;
Ecnu Tl rOBOpHILIB € JIFOABMU, KOTOPBIX HE 3HACIb, HE HCIOJIb3YH CBOE
peagbHOE UMSI M APYTYIO JTUYHYIO0 HH(OPMALIMK: UMSI, MECTO KUTEIHCTBA,
MECTO y4eObI U MPOUEE;

N36erait pazmemenus pororpaduii B MiuTepHere, rae Thl H300paxkeH Ha
MECTHOCTH, IO KOTOPOU MOKHO ONPEACIIUTH TBOE MECTOIMOJIOKEHHUE;

[Ipu peructpaiuu B cOIMaIbHON CETH HEOOXOIUMO MCITOIH30BATh
CJIOKHBIE MTApOJIU, COCTOSIINE U3 OYKB 1 IU(P U C KOJTUIECTBOM 3HAKOB
HE McHee §;



7. JIns counaibHOM CETH, TOYTHI U IPYTUX CAUTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hble mapoJid. Toraa eciu Te0st B3J10MaroT, TO
3JIOYMBIIIJICHHUKW MOJy4daT JOCTYN TOJBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.

DJIEKTPOHHBIC ICHBIU

DNEKTPOHHBIE IEHBIU - 3TO OYEHb YJIOOHBIN CIIOCO0 MIaTeXel, OTHAKO

CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIU.

DIIEKTPOHHBIE IEHBI'M OSIBUJINCh COBCEM HEABHO U UMEHHO M3-3a 3TOTO BO

MHOTHX TOCYAapCTBax JI0 CUX IOP HE MPOMUCAHO PO HUX B 3AKOHAX.

B Poccun ke oHr QyHKIIMOHMPYIOT U O HUX YK€ MIPOMKUCAHO B 3aKOHE, T]Ie

UX pa3esiioT Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3sHuna

B TOM, YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3peIIaeTcsi IpoBOAUTh

omepanuu 0e3 UACHTU(PUKAINH TOJIH30BaTENs], 4 B HEAHOHUMHBIX

uAeHTU(UKAIUS TTOJIb30BATENS SBISETCS 00s3aTEIbHOM.

Taxoke ciaemyer paznudaTh JICKTPOHHBIC (DHATHBIC JEHBI'H (PaBHBI

roCcyJIapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbIC He(pUaTHBIC IEHbIU (HE PaBHBI

roCyJAapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI MO 0€30MACHOM PA0OTE C ANEKTPOHHBIMU JE€HbI AMU:

1. IlpuBsiku K cueTy MOOMIIbHBIN TeaedoH. ITO caMblil YIOOHBIN U OBICTPHIiA
Croco0 BOCCTaHOBUTH JOCTYII K cueTry. [IpuBsizanHblil TenepoH MoMoXKeT,
ecnu 3a0yenTb CBOM IUIATSKHBIM TapOJIb MIIA 3ai/IeITh Ha CAlT C
HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit ogqHOpasoBbie mapos. [locie mepexona Ha yCUIICHHYIO
aBTOpPH3ALIUIO TeOE y)ke He OyAEeT YIrpoKaTh OMACHOCTh KPaXu UM
repexBara IIaTeKHOro Mapois;

3. Bribepu cioxubIit napods. [IpecTtynmankam OyneT He MPOCTO yraaarh
CJIOKHBIN Mapoib. HasiesxHble mapou - 3TO napoJid, KOTOPbIE COIEPKAT
HE MEHee § 3HAKOB U BKJIIOUYAIOT B C€0s1 CTPOUYHBIE U MPOIUCHBIE OYKBBI,
nU(dpbI 1 HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAaK Josuiapa, (GyHTa,
BOCKJIMIIATeNbHBIN 3HAK U T.11. Hanmpumep, $tROng!;;

4. He BBO/M CBOM JIMYHBIC JJAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHAs 10YTa

DJIEKTPOHHAS [10YTA - ATO TEXHOJOTHUS U MPEAOCTABIIEMBIE €0 YCIYTH 10
MIEPECHUIKE U MOTYUYEHUIO DJIEKTPOHHBIX COOOIICHHH, KOTOPHIE
pacrpeensiFoTCs B KOMITbIOTEpHOU ceTh. OOBIUHO 3JIEKTPOHHBIN MOYTOBBIN
SIIIUK BBIMJISIUT CAEAYIOUIMM 00pa3oM: UMs_TOJIb30BaTENA(WUMS_JIOMEHA.
Takxe Kpome Imepe1ady IpoCcTOro TEKCTa, UMEETCSI BO3MOXKHOCTh
nepesaBarh (hauibl.

OCHOBHBIE COBETHI O 0€30MACHON PA0OTE C IEKTPOHHOU MOYTOM:



Hano BeIOpaTh MpaBHIIBHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIIIATHBIX OYTOBBIX CEPBUCOB, OJJHAKO YUl
NOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBbIM B PEUTHUHTE;

He yka3piBaii B 1u4HO#M nouTte JnuHyo nHbopManuto. Hanpumep, myurie
BbIOpaTh "My3bIKaNbHBIN (aHaT(@" unu "pok2013" BmMecTo "Temal3";
Hcnonb3yil IByX3TaHYO aBTOPHU3ALHI0. DTO KOT1a IOMUMO HapoJis
HYKHO BBOJUTH KO/, IPUCHUIAEMBbIN 110 SMS;

Bri6epu c0xHBIN Mapoib. J{J1 Kaka0ro MOYTOBOTO SIIMKA T0JKEH ObITh
CBOW HAJEXKHbIA, YCTOMYUBBIN K B3JIOMY APOJIb;

Ecnu ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOMPOC,
WCIIOJIB3YH 3TY BO3MOKHOCTb;

Hcnonb3yl HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIN 111 YaCTHOM
MEPENUCKU C aJipecaTaMH, KOTOPBIM Thl JIOBEPSCIb. ITO AJIEKTPOHHBIN
aJipec He HAJI0 UCTIOIB30BaTh MPH PETUCTPAIMU Ha (OopyMax U caTax;
He oTkpsiBait ¢aiinsl U Jpyrue BIOKEHHUS B MUCbMaX, JaXKe €ClId OHU
MPUIILIA OT TBOUX Apy3eil. JIyulie yrouHH y HUX, OTOPABIISUINA JIU OHU
Tebe 3T (aiibl;

[Tocne okoHuaHust pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM
BKJIQJIKU C CaliTOM He 3a0y/b HaXxkaTh Ha "Beridtu'".

KubepOynnuHr v BUPTyaabHOE U3€BaTEIbCTBO

KubepOynauar - mpeciiefoBaHue COOOICHUSIMH, COICPKAIIIMHI
OCKOPOJICHUSI, arpECCHI0, 3aIyTUBaHUE; XYJIUTAHCTBO; COLIMAIBHOE
OOMKOTHUPOBAHKE C TOMOIIIBIO PA3IMUYHBIX HUHTEPHET-CEPBUCOB.
OCHOBHBIE COBETHI 110 OOpPHOE C KHOEPOYTITMHTOM:

1.

N
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He Opocaticsa B 60ii. JIydmmii cnoco6: mocoBETOBATHCS KakK ce0s BECTH U,
€CJIM HEeT TOTO, K KOMY MOHO OOpaTUThCS, TO BHAYAJIC YCTIOKOUTHCH.
Ecnu Tbl HaYHENIb OTBEYATh OCKOPOICHUSIMU HA OCKOPOJICHHUS, TO TOJIBKO
erie 0oJIbIle Pa30XOKellh KOH(PIIHUKT;

VYnpasinsii cBoel kubeppenyraiuei;

AHOHUMHOCTB B ceTd MHUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOWT 33 aHOHUMHBIM aKKayHTOM;

He cTouT BecTn Xynuranckuii 00pa3 BUPTyalbHOU XKu3HU. IHTEpHET
(buKCcUpyeT Bce TBOU JEHCTBUS M COXPaHSIET UX. Y JaIuTh UX OyAeT
KpailHe 3aTpyAHUTENBHO;

Co0urofail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

HUrnopupyit enuHnuHbIi HeraTuB. OJHOPa30BbIe OCKOPOUTEIbHBIC
COOOIIIEHUS JTydIlie HITHOPUPOoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha
HayaJIbHOM CTaJUH;



/. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMHU, B
COITMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJJOKUPOBKHU OTIIPABKU COOOIIICHUMN
C ONPEICIICHHBIX aJIPECOB;

8. Ecnu ThI cBUETEND KNOEPOYIUIMHTa. TBOM NEUCTBUS: BHICTYIUTH TPOTUB
IIpEeCIEeN0BaTENs, I0Ka3aTh €EMY, YTO €T0 JEUCTBUS OLEHUBAIOTCS
HETaTUBHO, MOJJIEPKATh )KEPTBY, KOTOPOU HY>KHA IICUXOJIOTHYECKAs
MIOMOIIIb, COOOIIUTH B3POCIBIM O (PaKkTe arpecCUBHOTO MOBEJECHUS B CETH.

MoOunbHbIN TenedoH

CoBpemeHHbIe CMapT(OHBI U IUIAHIIIETHI COJIEPKAT B ce0€ BIOJIHE B3POCIbII

GbyHKIMOHAJ, ¥ TeTIEPb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU

KoMITbroTepamMu. OTHAKO, CPEJICTB 3aIUTHI TSI TIOT0OHBIX YCTPONCTB MOKa

O4YeHb MaJio. TecTupOBaHME U MTOUCK YSA3BUMOCTEH B HUX MTPOUCXOIUT HE TaK

MHTEHCUBHO, Kak jiis [1K, To ke camoe kacaeTrcst 1 MOOUITbHBIX

IIPUIIOKECHUM.

CoBpeMeHHbIE MOOWIIbHBIC Opay3ephl yKe MPAKTHIECKU JOTHATN

HACTOJIbHBIE aHAJIOTH, OJIHAKO paciivpeHue (yHKIIMOHAa BIEYET 3a COO0M

OOJIBITYIO CIIOKHOCTh M MEHBIITYFO 3aIAIIEHHOCTD.

Jlasiexo He Bce MPOU3BOAUTENN BBITYCKAIOT OOHOBIICHNS, 3aKPHIBAIOIIINE

KPUTHUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTU MOOMIIBHOTO TesedoHa:

1. Huuero He sBisieTCst TO-HACTOSIIEMY OectutaTHbIM. Byib ocTopoxeH,
BeJIb Koraa Te0e mpeuraratoT 0ecIiaTHbIN KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO IUIATHBIE YCIYTH;

2. dymaii, npexe yem otnpaButh SMS, ¢hoTto uiu Buseo. Tol TOUHO

3HaClllb, I OHU OyIyT B KOHEYHOM UTOTE?

Heo0xonrmo 0OHOBIISITE ONIEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI 11 MOOMJIBHBIX TeIe()OHOB;

He 3arpy»xaii mpuiaoKeHHsl OT HEM3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT

coJiepKaTh BPEJOHOCHOE ITPOTrpaMMHOE 00eCIIeueHNE;

6. Tlocie Toro kKak Thl BRIMACIIBL C CaliTa, TA€ BBOWUII JIMYHYIO HHPOPMAITHIO,
3aiiiu B HAaCTPOMKHU Opay3epa u yaaiu cookies;

7. Ileprogmaecku poBeEpsii, KaKKe MIATHBIE YCIyTH aKTUBUPOBAHbI Ha
TBOEM HOMEDE;

8. amaii cBO¥1 HOMEp MOOMIBHOTO Tese(OHA TOIBKO JTIOASIM, KOTOPBIX ThI
3HACIIb U KOMY JTOBEPSIEIIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTIa Thl UM HE MoJib3yenibesi. He
3a0bIBail HHOT 1A TPOBEPSATH ITO.

o s w

Online urpsr



CoBpeMEHHBIE OHIAUH-UTPHI - 3TO KPACOUYHBIE, 3aXBaTHIBAIOIINE

pa3BiedYeHUs, O0BEIUHSIONINE COTHU THICAY YEJIOBEK M0 BCEMY MUPY.

WUrpoku uccienyoT JaHHBIM UM MUD, OOIIAIOTCS IPYT C APYTOM, BBITIOJIHSIIOT

3a1aHusl, CPAXKAKOTCA C MOHCTPAMU U MTOIYYaOT OMBIT. 3a YAOBOJBCTBUE OHU

IUIATST: TOKYNAOT JUCK, OIUIAUYUBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKue-

TO ONIHH.

Bce 3T cpeacTBa uayT Ha NOAAEPKAHUE U PA3BUTHE UTPHI, 4 TAK)KE HA camy

0€301acHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3aLIUU, BBIITYCKAIOTCS

HOBBIC MaTuu (IM(POBBIE 3aIIATKH JJIs1 TPOTPAMM), 3aKPBIBAIOTCS

ySI3BUMOCTH CEPBEPOB.

B mogo6HBIX UTpax CTOUT OMAcaThCSA HE CTOJIBKO CBOMX COMEPHUKOB,

CKOJIBKO Kpa)Xy TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOpPU3alUU

OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOTO aKKayHTa!

1. Ecnu npyroit urpok BeAeT ceOs MII0X0 WU CO37aeT TeOe HENPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Toxanylics afMUHUCTPATOPaM UTPHI Ha TUIOXO€ MOBEJACHHUE TOTO UTPOKA,

YKEJIATEIbHO MPUJIOKUTh KaKHE-TO JI0Ka3aTeJIbCTBA B BUAE CKPUHOB,;

He yka3biBail 1nuHy0 HHOOPMALIUIO B IpOoQaiijie urpsl;

YBaxai Ipyrux y4aCTHUKOB IO UTPE;

He ycranapnuBait HeopunaibHbIE TaTYH U MOJIBI;

Hcnonb3yii CIIOKHBIE U PA3HBIE TAPOJIN;

Jlaxke BO BpeMsi UTPbl HE CTOUT OTKIIFOYaTh aHTUBUpPYC. [1oka Thl urpaenis,

TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

NOo Ok ow

OUIIMHT WK KpaXka JIMYHBIX TaHHBIX

OObIuHOM Kpaxel ACHET U JOKYMEHTOB CEroJIHS YK€ HUKOTO HE YAUBUIIIb,

HO C Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUM 37I0YMBIILJICHHUKH TIEPEMECTUIINCH B

UHTEPHET, M MPOJOJKAIOT 3aHUMAThHCS " TFOOMMBIM" JIEJIOM.

Tak mosiBHIIach HOBast yrpo3a: HHTEPHET-MOIICHHNYECTBA WIIA (DUIITHMHT,

TJIaBHAas 1eJIb KOTOPOTro COCTOUT B MOJyYeHUH KOH(PUIECHIIUATBHBIX TaHHBIX

N0JIb30BaTENEH - TOrMHOB U naposieid. Ha anrnuiickoM si3bike phishing

guTaeTcs Kak ¢pumuHr (ot fishing - peiOnast moBms, password - maposb).

OCHOBHBIE COBETHI 10 0OPHOE C (PUITUHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciiu TBI TO03pEBaeIb, 4TO TBOSI aHKETa
Obly1a B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOITUTh
aJIMUHUCTpaTOpaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonw3yii 6e30macHbie BeO-CalThl, B TOM YHCJIe, HHTEPHET-Mara3nHoB U
MTOMCKOBBIX CHCTEM;



3. Wcnonw3yii cloKHBIE U pa3HbIC Mapon. Takum 00pa3oM, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHU MOJTY4YaT JOCTYI TOJBKO K OJJHOMY
TBOEMY MPOQUIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B310MaNH, TO HEOOXOAUMO MPEAYIPEIUTH BCEX CBOUX

3HAKOMBIX, KOTOpbIE JOOABIEHBI Y T€OS B APY3bAX, O TOM, UTO TEOS

B3JIOMAJIA U, BO3MOKHO, OT TBOEr0 UMEHH Oy/ET pacchliaThCs caM U

CCBUIKHM Ha (PUIIIMHTOBBIE CalThI;

YcranoBu HazexHbId apois (PIN) Ha MoOunbHBIN TenedoH;

OTKJII04YM cOXpaHeHue napoJis B Opaysepe;

/. He oTkpbIBaii (hailsibl 1 Ipyrue BIOKEHUS B MHUCbMaX, ke €CIH OHU
NPUILUIA OT TBOUX JIpy3el. Jlydlle yTouHU y HUX, OTIPABIISIIMN JIM OHU
TeOe 3Tu (paiiibl.

o Ul

[Mudposas penyrarus

[Mudposas pemyTaius - 3TO HEraTUBHAS WA MO3UTUBHAS UHGOPMALIUS B

cetu o Tebe. KomnpomeTtupyromas uapopmaius, pa3MeiieHHas B

UHTEPHETE, MOXKET CEPbE3HBIM 00Pa30M OTPA3UTHCS Ha TBOECH peabHOM

xu3HU. "[ludposas penyrarusa" - 3T0 TBOH UMUK, KOTOPBIN (hopMUpYETCS

u3 nHpopMaIuu 0 TeOe B UHTEPHETE.

TBOE MECTO KUTENIbCTBA, y4eObl, TBOEC (PUHAHCOBOE MOJIOKEHHUE,

0COOEHHOCTH XapaKTepa U paccKa3bl 0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B

CETH.

MHorue noJipoCTKM JErKOMBICIEHHO OTHOCSTCS K IMyOJMKaIUU JIMYHOU

uH(popmanuu B UHTEepHETE, HE TOHUMAsE BO3MOXKHBIX NOCIEACTBUMA. ThI naxe

HE CMOJXKEIIIb JIOTaIaThCsl O TOM, 4TO (hoTorpadus, pa3MeIieHHas S JeT Ha3a/l,

cTaja MpUIMHON OTKa3a MPUHSITH TeOs Ha padoTy.

KommenTtapuu, pazmenenre TBoux Gotorpaduii u Ipyrue 1eUcTBUsI MOTYT

HE UCYE3HYTh JAXKE MOCJE TOr0, KaK Thl UX YAAIUlIb. Thl HE 3HACIIb, KTO

COXpaHWJI 3Ty uH(OpMaIHIO, MOIaja JId OHA B TIOMCKOBBIE CUCTEMBI U

COXpaHWJIach JIM OHA, a TJIABHOE: YTO MOIYyMAalOT O T€OE OKPYKAIOLIUE JIOH,

KOTOpPBIC HAUIYT W YBUAAT 3T0. HaliTn nHGOpMaIiio MHOTO JIET CIIyCTS

CMOeET JIF000H - Kak U3 JOOPBIX NOOYXKACHUH, TaK U C HAMEPEHUEM

IPUYHHUTH BPEA. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI IO 3aIUTE U(PPOBON peMyTaLIUN:

1. Tlogymaii, mpexae 4em 4To-TO IMyOJIMKOBATh U NepeaaBaTh y ceOsl B OJiore
WU B COIMAJILHOM CETH,

2. B nactpolikax npo¢uisi ycTaHOBH OTpaHUYEeHUsS] HAa IPOCMOTP TBOETO
npouiigd U €ro COAEPKUMOTO, Cenail ero ToJabko "1 apy3ei';

3. He pa3memaii u He yka3biBail HH(pOpMAIIHMIO, KOTOpas MOXET KOT0-TH00
OCKOPOJISITH UITH OOMKATh.



ABTOpPCKOE ITPaBo

CoBpeMEeHHbIE IIKOJIBHUKHU - aKTUBHBIE I10JIb30BATENIN HU(PPOBOTO
npocTtpaHcTBa. OHAKO JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMU
BO3MO>KHOCTSIMU LIM(PPOBOro MUpa TpeOYyeT COOMIOACHUS TpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTENIEKTYya IbHAS COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMUYHBIM
TBOPEHUSIM YEJIOBEUYECKOT0 yMa, HAUYMHAas C HOBBIX M300pETEHUI U 3HAKOB,
0003HaYaAOIIMX COOCTBEHHOCTh HA TPOJAYKTHI U YCIYTH, U 3aKaHYUBAsI
KHUTaMu, hoTorpadusiMu, KHHOPUIbEMaMHU U My3bIKaJTbHBIMU
IPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, TUTEPATYPhI U UCKYCCTBA. ABTOPCKUE MpaBa
BBICTYIAIOT B KQUE€CTBE FapaHTUU TOTO, YTO UHTEIUICKTYaJIbHBIN/TBOPUYECKUI
TPYJ aBTOpa HEe OyAeT HampacHBIM, JaCT €My CIPABEIJTUBbIE BOBMOKHOCTH
3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/ia, MOJIYYUTh U3BECTHOCTD U
npu3Hanue. Hukro 0e3 paspelieHus aBTopa He MOKET BOCIIPOU3BOIUTD €TI0
IpOU3BEICHNE, PACTIPOCTPAHATH, TyOJIUIHO IEMOHCTPUPOBATh, IPOJIaBaTh,
UMIIOPTHUPOBATH, MyCKaTh B MPOKAT, MyOJIMYHO UCTIOJHSITH,
NOKa3bIBaTh/UCHIOIHATH B 3(hupe win pa3meniats B UHTEpHETE.
Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00ECTICUEHHST MOKET
MPUBECTH K MHOTUM PUCKaM: OT IMOTEPU JIAHHBIX K TBOUM aKKayHTaM Ji0
OJIOKUPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBJICHA HEJleraibHasi MporpaMma.
He crouTt Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIC U OECIUIATHBIC
IPOTPaMMBbl, KOTOPbIE MOYKHO HAaWTH B CETH.



