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MnaH - nepeyeHb TEXHUYECKUX MeponpuATUiA no obecneveHmm 6esonacHoctn UCMNA

OnpepeneHus
B HacToALLEeM AOKYMEHTE MCNONb3YIOTCA CIeAyoLne TEPMUHBI U X onpeaeneHus.

- ABTOMATM3MPOBAHHas CUCTEMA — CUCTEMA, COCTOALLAA W3 MNEepcoHasa M KOMMJIEeKca CPeacTs
aBTOMaTM3aLUMM  ero  AeATENbHOCTHU, peanusylowas MHOOPMALMOHHYIO  TEXHO/MOTMIO  BbINOJIHEHUS
YCTAHOBNEHHbIX GYHKLMNA.

- AyTeHTVI(I)VIKaLI,VIFI oTnpasuUTena AaHHbIX — noATBepXAeHUe TOro, 4to OTnpaBuTe/Zlb NOJAYYEHHbIX
AaHHbIX COOTBETCTBYET 3aAB/IEHHOMY.

- besonacHocTb nepcoHasbHbIX [AaHHbIX — COCTOAHME 3aLMLLEHHOCTM MNepCOHasbHbIX AaHHbIX,
XapaKTepusyemoe CNOCobHOCTbIO nonb3oBaTesieil, TeEXHUYECKUX cpeAacis u“ MHd)OpMaLl,MOHHbIX TeXHoNornmn
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obecrneynTb KOHOUAEHLMANBHOCTb, LLeNIOCTHOCTb U AOCTYMHOCTb NEPCOHA/NbHbIX AaHHbIX NpK UX o6paboTke B
MHOOPMALMOHHbIX CUCTEMAX MEPCOHasIbHbIX AaHHbIX.

- bnomeTpuyeckne nepcoHasibHble AaHHble — CBEAEHMA, KOTOpble XapaKTepusyrT GU3MO0/IornYeckmne
0COBEHHOCTM Ye/IOBEKA M Ha OCHOBE KOTOPbIX MOXHO YCTAaHOBUTb €ro JIMYHOCTb M KOTOPbIE MCMO/b3YHTCA
AOMUHUCTPaUMeENn AN YCTAaHOBJIEHWUS JIMYHOCTU cybbeKTa NepcoHasibHbIX AaHHbIX, MOryT obpabaTtbiBaTbCA
TONbKO MPU HAAMYMKM cornacua B MUCbMeHHON ¢opme cybbeKTa NnepcoHaNbHbIX AaHHbIX (BKAo4an
doTorpadum, oTnevaTku Nanbues, obpa3 ceTyaTKku rnasa, 0CO6EHHOCTM CTPOEHUA Tena U ApPyryto nogobHyto
MHbOopMauMio).

- BnokupoBaHWE NepcoHasibHbIX AaHHbIX — BPEMEHHOe MpeKpalweHne o06paboTKM NepCcoHaNbHbIX
AaHHbIX (33 MCKAoYeHUeM cnydaes, ecin 06paboTka HeobxoaMMa ANA YTOYHEHMA NePCOHasbHbIX AaHHbIX).

- Bupyc (KOMMbIOTEPHDbIM, MPOrPAMMHBII) — UCMIOIHAEMbIN MPOTrPAMMHBIN KOA UV MHTEPNPETUPYEMbIN
Habop  WHCTpyKumin, obnagatowmii  CBOWCTBAMM  HECAHKLMOHUMPOBAHHOIO  PacnpoOCTPaHeHUA w
camoBocnpoussefeHuna. Co3gaHHble Ay6/aMKaTbl KOMMbIOTEPHOTO BMpyca He BCerga CoBMajaloT ¢
OPWIMHANIOM, HO COXPAHAIOT CNOCOBHOCTD K AanbHenLweMy pacnpoCcTpaHeHUIO U CAaMOBOCMPON3BEAEHMIO.

- BpeaoHocHas nporpamma—  nNporpamma, npeaHasHayeHHas  AnA OCYLLECTBNEHMSA
HECaHKUMOHMPOBAHHOrO JOCTyna M (MAM) BO3OEWCTBMA Ha MNEPCOHaNbHble AAHHbIE WAM  pecypcbl
MHPOPMALMOHHON CUCTEMbI MEPCOHAJbHbIX AaHHBbIX.

- BcnomoraTenbHble TexHu4eckue cpeacrea M CUCTeEMbl — TeEXHUYECKMe cpeacrtea U CUCTEMDLI, He
npegHasHa4vyeHHble AnAa nepenadu, 06pa6OTKI/I N XpaHEHNA NepCOHaAJIbHbIX OadHHbIX, YCTaHaB/IMBaeMble
COBMECTHO C TEXHUYEeCKMMUn cpeacreamm n CUCteMamu, npeagHasHa4eHHbIMW ONA O6pa6OTKM nepCcoHa/IbHbIX
AaHHbIX NN B nOMeleHUAX, B KOTOPbIX YCTAHOB/1EHDbI MHd)OpN\aLI,MOHHbIe Cncrembl NnepCoHaAbHbIX AaHHbIX.

- JocTyn B onepauMoHHyio cpesy KomnbioTepa (MHPOPMALMOHHOM CUCTEMbI MEePCOHasIbHbIX AaHHbIX) —
noJlyyeHne BO3MOMKHOCTM 3aMycKa Ha BbIMOJAHEHME LWTATHbIX KOMaH4, GYHKUMI, npoueayp onepauyoHHOM
cucTeMbl (YHUUTOXKEHUA, KONMMPOBAHUA, NEPEMELLEHUA U T.M.), UCNONHAEMbIX GANNOB MPUKAALHLIX MPOrPAMM.

- Iﬂ,OCTyI'I K VIHd)OpMaLI,VIVI — BO3MOXHOCTb noay4yeHunA VIHd)OpMaLI,VIM M ee ncnonb3oBaHUA.

- 3aKnagoyHoe YCTPOMCTBO — 3/1eMEHT CPeacTBa Cbema WMHOOPMALMM, CKPbITHO BHeApAeMbIi
(3aknagblBaemblii MM BHOCMMbIN) B MECTa BO3MOXKHOMO Cbema MHGOpMaLMK (B TOM YMCie B OrparkaeHue,
KOHCTPYKUMIO, 0bopyZoBaHWe, NpegMeTbl MHTEpbepa, TPAHCMOPTHble CPEeACTBa, a TaKKe B TexHUYeckue
cpencTea U cuctembl 06paboTkn nHpopmaumm).

- 3awmuaeman MHbopmaumsa — HGopMaLUUsA, ABNAIOLLAACA NpeaMeTOM COBCTBEHHOCTM U Noasexallas
3aluMTe B COOTBETCTBMM C TpebOBaHUAMM MNPaBOBbIX AOKYMEHTOB UAM TpeboBaHMAMM, YCTaHaBAMBAEMbIMU
cobcTBEHHMKOM MHbOPMaLLUN.

- UaeHTMdMKauma — npucBoeHne cybbekTam M ob6bekTam gocTyna naeHtnuduKkatopa u (am) cpaBHeHue
npeabABAAeMOro naeHTUdGMKaTopa ¢ nepedyHem NPUCBOEHHbIX MAEHTUPUKATOPOB.

- MHOOPMATUBHBIN CUTHAN — INEKTPUYECKME CUTHANbI, aKyCTUYECKME, 3/1EeKTPOMArHUTHble U aApyrue
du3nyeckMe nons, NO NapameTpam KOTOPbIX MOXeT ObiTb pPacKkpbiTa KoHOMAeHUManbHas WHopmaumn
(nepcoHanbHble gaHHble) obpabaTtbiBaemasn B UHPOPMALMOHHOM CUCTEME NEPCOHA/bHBIX AAHHbIX.

- MHdopMauUMOHHasA cucTema NepcoHanbHbIX gaHHbIX (MCMAH) —coBOKYNHOCTb coaepkalumxca B 6asax
[AaHHbIX NEepcoHasnbHbIX AaHHbIX W obecneynBaroWmX MX 06PABOTKY MHOOPMAUMOHHLIX TEXHONOTUIN U
TEXHUYECKMX CPEeACTB.

- MHObOpPMALMOHHbIE TEXHOMOMMM — MPOLECChl, MeToAbl MOWCKa, cbopa, XpaHeHus, 06paboTKu,
npeaocTaBAeHUA, pacnpocTpaHeHna nHGopmMaumm 1 cnocobbl OCYLLECTBAEHUA TaKMX NPOLLECCOB U METOLOB.

- Wcnonb3oBaHWe NepCcoHasibHbIX AaHHbIX — AEVICTBMH (onepau,MM) C nNepcoHaNbHbIMWN AOaHHbIMWU,
coBeplaemble onepaTopom B UENAX MPUHATUA pELUGHMﬁ NN coBeplleHNA UHbIX ﬂ,eVICTBMVI, nopoXxgakuwmnx
ropnanyeckme nocneacrsma B OTHOWEHUN Cy6'beKTa NepPCOHaNbHbLIX AaHHbLIX AW OPYTUX NUL, 6o MHbIM
06pa30M 3aTparnsakoWmnxX npasa n CBO60,CI,bI Cy6'b€KTa NepCoHa/bHbIX AaHHbIX UN APYTKUX Ind.



- WcTouyHUK yrposbl b6e3onacHoCTM MHbOPMaUUKM — CyOBEKT A0CTyna, MaTepuasibHbli OObeKT uau
dun3nyeckoe ABNEHUNE, ABNAOLWMECA NPUYNHON BOSHUKHOBEHMA Yrpo3bl 6e30nacHOCTM MHGOPMaUmK.

- KoHTpoipyemas 30Ha — NPOCTPaHCTBO (TeppuTOpMSA, 34aHNE, YacTb 34aHMA, MOMELLEHME), B KOTOPOM
UCK/II0OYEHO HEKOHTpoAupyemoe rnpebbiBaHNe NOCTOPOHHUX /INLL, @ TaKKe TPaHCMOPTHbIX, TEXHUYECKUX N UHbIX
MaTepuasibHbIX CPeACTs.

- KoHdunaeHUManbHOCTb NEPCOHaNbHbIX AaHHbIX — 0bA3aTenbHOe Ans cobslofeHMa onepaTopom WK
WMHbIM MOYYUBLUMM A0CTYM K NEPCOHAaNAbHbIM AaHHbIM IMLLOM TpeboBaHUe He A0MNycKaTb UX pacnpocTpaHeHue
6e3 cornacus cybbekTa NepcoHanbHbIX AaHHbIX UAW HAANYMUA MHOTO 3aKOHHOIO OCHOBAHMA.

- MesceTeBoOl 3KpaH — NOKa/NbHOE (OAHOKOMMOHEHTHOe) WAM YHKUMOHANbHO-pacnpeseneHHoe
nporpammHoe (nporpammHo-annapaTHoe) cpeacTBo (KOMMAEKC), peanmsylollee KOHTPOb 3a MHPOPMaLINEN,
noctynatwouieli B WMHPOPMALMOHHYIO CUCTEMY NEPCOHANbHbIX AaHHbIX W (MAM)  BbIXoAAwen w3
MHGOPMALMOHHOMN CUCTEMBI.

- Hapywwutens 6e30MacHOCTM MNEPCOHaNbHbIX JaHHbIX — GM3UYEeCKoe JIMUO, CAy4yalHO Wau
npefHaMepeHHO CcoBeplualollee AeWCTBUA, CeACTBMEM KOTOPbIX fBAAETCA HapylieHue 6e3onacHoCcTu
NepCcoHaNbHbIX AaHHbIX NPU KX 06PaboTKe TeXHUYECKMMU cpencTBaMn B MHOOPMALMOHHBIX CUCTEMAX
NepCcoHanbHbIX AaHHbIX.

- HeaBTOMaTM3MpOBaHHaﬂ 06p360TKa nepcoHanbHbIX OaHHbIX — o6pa60TKa NepCoHaNbHbIX AaHHbIX,
coaeprKauwmnxca B MHd)OpMaLI,MOHHOﬁ cncreme nepCoHanbHbIX OAHHbIX nMb0o M3BNEYEHHbIX U3 TaKOM cncrtembl,
CHnTaeTcAa OCYLLI,eCTBI'IeHHOﬁ 6e3 McnonbL3oBaHMs cpencrts aBTomaTudaunu (HeaBTOMaTM3MDOBaHHOﬁ), ecim
Takune AGI‘;ICTBMH C nepcoHanbHbIMMN OAHHbIMHK, KaAK WCNOJ/Ib30BaHWME, YTOYHEHWME, pPaACNPOCTPaHEHWME,
YHUYTOXEHME NEePCOHAa/IbHbIX AdHHbIX B OTHOWEHUU KaxXaoro wus3 Cyﬁ'beKTOB NnepCoHabHbIX AadHHDbIX,
OoCywecTBnAKTCA Npn HenocpeaACTBEHHOM y4aCTUKM 4e/sl0BEKa.

- HepeknapvpoBaHHble BO3MOMKHOCTM — (GYHKLMOHaA/bHbIE BO3MOXHOCTU CPEACTB BbIYUCAUTENLHOM
TEXHMKM, HEe OMMUCaHHble WM He COOTBETCTBYIOLME OMUCAHHLIM B AOKYMEHTALMM, MPW WUCMNO/b30BaHMM
KOTOPbIX BO3MOXHO HapylweHue KOHUAEHUMANbHOCTU, AOCTYNMHOCTU WM LLeSIOCTHOCTU obpabaTbiBaemoi
nHdopmaymm.

- HecaHKUMOHUPOBaHHbIMA A0CTYN (HeCaHKUMOHMPOBAHHbIe AeNCTBUA) — AOCTYN K MHbOPMaLUU UK
AeWcTBUA ¢ MHPOopMauMen, Hapylualolwme npasuaa pasrpaHMYeHMa A0CTyna C MCNOJIb30BaHMEM LUTaTHbIX
cpeAcTs, NpeaocTaBAaemMblX MHGOPMALMOHHBIMU CUCTEMAMM NEPCOHASbHbIX AaHHbIX.

- Hocutenb nHdopmaumm — pusmyeckoe AMLO UAM MaTepuasibHblii 06BEKT, B TOM uncie ¢usnyeckoe
nose, B KOTOPOM MHPOPMALMA HAXOOMUT CBOE OTPAXKEHUE B BUAE CUMBO/I0B, 06Pa30B, CUrHaN0B, TEXHUYECKUX
peLeHnii U NPOLLECCOB, KOIMYECTBEHHbIX XapaKTepUCTUK GU3NYECKUX BETUYMH.

- Obe3nnumBaHme NepPCOHaIbHbIX OAaHHbIX — AEVICTBMH, B pe3ysibTaTe KOTOPbIX CTAaHOBUTCA HEBO3MOXHO
6e3 ncnonb3oBaHMA ,EI,OI'IO/'IHMTE/'IbHOﬁ MHd)OpMaLI,MM onpegenntb NpUHaONEXHOCTb NEPCOHA/IbHbIX AaHHbIX
KOHKpEeTHOMY CY6'beKTy NnepCcoHabHbIX AaHHbIX.

- ObpaboTKka nepcoHanbHbIX AaHHbIX — Noboe aeicTBue (onepauumsa) WAM COBOKYMHOCTb AeNCTBUIA
(onepaumii), coBeplaembix C MCNOAb30BaHMEM CPeACTB aBTOMAaTU3aUMKM WAM 6e3 MCNONb30BaHUA TaKMUX
CPeACTB C MepCoHaNbHbIMW OAHHbIMKM, BKAOYas cbop, 3anMucCb, CUCTEMATM3aLMIO, HAKOMAEHUE, XPaHeHUe,
yTO4YHeHMe (0B6HOBNEHWE, W3MEHEeHMWe), W3B/leYeHue, WCNOo/Mb30BaHWe, MNepedadvy (pacnpocTpaHeHue,
npeaocTaBneHue, goctyn), obesnnunsaHue, 610KMpoBaHUE, yaaneHMe, YHUUTOKEHNE NepPCOHaNbHbIX AaHHbIX.

- O6U.I,e,CI,OCTyI'IHbIe nepcoHa/ibHblE AaHHblE — NepCOHaibHble AaHHblE, AOCTYNn HeOorpaHM4YeHHOro Kpyra
1L, K KOTOPbIM NpeaocTaB/aieH C cornacua Cy6'b€KTa NepCoHa/IbHbIX AaHHbIX U1K Ha KOTOpPblE B COOTBETCTBUN C
d)e,a,epaanuMM 3aKOHaMW He pacnpocCcTpaHAeTCA Tp86OBaHMe CO6/'IPO[I,E'HMFI KOHCI)VI,CI,eHLl,MaﬂbHOCTM.

- Onepatop (NepcoHanbHbIX AaHHbIX) — FOCYAaPCTBEHHbI OpraH, MyHULUMNAAbHbIN OpraH, lopuauyeckoe
AU GU3NYECKOE INLLO, CAMOCTOATENbHO UM COBMECTHO C APYTMMM OpraHusylollee 1 (Man) ocylecteasaiolee
06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKXKe onpeaensaowme ueam obpaboTkn NepcoHanbHbIX AaHHbIX, COCTaB
NepcoHaNbHbIX AaHHbIX, NoAnexalwmx obpaboTke, aeicTeuna (onepauunn), coBepliaemble C NepPCoOHaNbHbIMU
AaHHbIMW.



- TexHuyeckMe cpeactBa MHPOPMALMOHHOMW CUCTEMbl MEPCOHasbHbIX  AaHHbIX — cpeacTBa
BbIYUC/IUTENIBHON TEXHUKU, MHOOPMALMOHHO-BbIYNCAUTE/IbHbIE KOMMJIEKCbl U CETU, CpeacTBa W CUCTEMBbI
nepenaun, npuema u obpabotkm TMAH (cpeactBa UM cUCTeMbl  3BYKO3anucK, 3BYKOYCUAEHMUS,
3BYKOBOCMPOU3BEAEHMA, MEPErOBOPHbIE U  TENEBU3NOHHbIE  YCTPOMCTBA, CPEACcTBa  M3rOTOB/EHMUS,
TUPAXKNPOBAHNA AOKYMEHTOB U Apyrve TeXHUYecKkne cpeacrsa ob6paboTkm peyeBon, rpadumyeckoit, BUAEeo- u
byKBeHHO-UMbpPOBOM  MHPOPMaALMM), NporpammHble cpeacTBa (onepaLMoHHble CUCTEMbI, CUCTEMbI
ynpasneHna 6asamu AaHHbIX U T.M.), CPeAcTsa 3aWmTbl UHGOPMALUM, NPUMEHAEMble B MHGOPMALIMOHHbIX
cucTemax.

- NepexBat (MHPoOpmauum)— HenpaBomepHoe noayvyeHne WUHOGOPMALUM C  UCMO/b30BaAHUEM
TEXHUYECKOro CPe/CTBa, OCYLLECTBAAIOLWLEro 0bHapyKeHue, npuem n 06paboTky MHGOPMATUBHbLIX CUTHAJIOB.

- NepcoHanbHble AaHHble — Ntoban MHbOPMAaLMA, OTHOCALLAACA K NPAMO WM KOCBEHHO onpeaesieHHoMY
WAn onpeaensemomy epusmyeckomy anuy (cy6bekTy nepcoHasnbHbIX AaHHbIX).

- Mob6oyHble 3N1EKTPOMArHMUTHble U3Ny4eHNA U HaBOAKU — INEKTPOMArHUTHblE U3NYyHeHUA TEXHUYECKUX
cpencTe 06paboTkM 3awmwaemon MHOPMALLMKM, BO3HMKalOWME KaK MOOOYHOe AB/MEHME M Bbl3BaHHbIE
SNIEKTPUHECKMMU  CUTHA/TaMW, ,EI,E[;ICTBVIOLLI,VIMM B UX D3S/IEKTPUYECKUX WU MalrHUTHbIX UenAX, a TaKXkKe
3/IEKTPOMArHnUTHble HaBOAKHN 3TUX CUTHA/I0B Ha TOKonposoaAalmne TMHNUN, KOHCTPYKLKUN U LLenn NUTaHUA.

- MoNUTMKA «YUCTOrO CTOMIa» — KOMMNEKC OPraHU3aLMOHHbIX MeponpuUATUIA, KOHTPOIUPYIOLNX
OTCyTCTBME 3aNuUCbiBaHUA Ha BymMarkHble HOCUTENU Katouyel M aTpubyToB AocTyna (naponei) u xpaHeHus mx
861131 06BEKTOB AOCTYNa.

- Monb3oBatenb MHGOPMALMOHHON CUCTEMbI MNEPCOHANbHBLIX [HAaHHbIX — JIMLO, Yy4acTBylollee B
GYHKLMOHMPOBaHUM MHPOPMALMOHHOM CUCTEMBI NEPCOHAJBHBIX AAHHbIX MW UCMO/b3YIOLLEE pe3y/ibTaTbl ee
GYHKLMOHMPOBaHMA.

- MpaBuna pasrpaHUMYeHUs AOCTYNa — COBOKYMHOCTb MPABW/, pPerfameHTUPYIOWMX npasa AocTyna
Ccy6bEKTOB A0CTyMNa K 06beKTam A4ocTyna.

- MporpammHan 3aknagKa — Kog, nporpammbl, NpesHamepeHHO BHECEHHbI B Mporpammy C Lesbio
OCYLLECTBUTb  YTEUKY, W3MEHWUTb, O/IOKMPOBATb, YHWUUTOXWUTb MHOOPMALMIO WUAN  YHUUTOXKUTL U
MoandUUMpPOBaTL NPOrpaMmHoe obecnevyeHne MHPOPMALMOHHOW CUCTEMBI NEPCOHANbHBIX AaHHbIX U (Man)
6/10KMpoBaTb annapaTHble CpeacTaa.

- I'IporpaMMHoe (I'lpOI’paMMHO-MaTEMaTM‘-IeCI-(OE) BO3,C|,€IZCTBM€— HECAaHKUMOHNPOBaAHHOE BO3AeﬁCTBMe
Ha pecypcbl aBTOMaTM3MpOBaHHOﬁ MH(I)OpMaLLMOHHOVI Cncrtemol, ocyulecrsnaemoe C MUCNONb30BaHNEM
BPEAOHOCHbIX NpOorpamm.

- PaCKprTVIe NepPCoOHaNbHbIX AAaHHbIX — YMbIW/IEHHOE NN cnyqaﬁHoe HapyuweHune KOHd)M,D,EHLI,MEU]bHOCTM
NepCoHaNbHbIX AaHHbIX.

- PacnpocTpaHeHWe nepcoHasbHbIX AaHHbIX — AEWCTBUSA, HaMNpaB/eHHbIe Ha PACKPbITUE MepPCOoHaNbHbIX
[aHHbIX HeonpeaeneHHOMY Kpyry /inL,

- PecypCc MHOOPMALMOHHOW CUCTEMbl — WMMEHOBAHHbIN 31EMEHT CUCTEMHOrO, MNPWKAALHOMO WK
annapaTHoro obecneyeHnn GYHKLMOHNPOBAHUA MHHOPMALMOHHOM CUCTEMDI.

- CneumanbHble KaTeropunn nepcoHanbHbIX AaHHbIX — NEePCOHa/IbHblE AaHHblE, Kacatowmneca pac03017|,
Hal_LMOHaﬂbHOVI NPUHagNeXHOCTHN, NONNTUYECKUX B3rnAgoB, PEIUTUO3HbLIX WU d)VU'IOCOd)CKMX y6E)KAEHMI‘;1,
COCTOAHMA 340pOBbLA U MHTUMHOWM XXU3HWU Cy6'b€KTa NepCoHaNbHbIX AaHHbIX.

- Cpe,CJ,CTBa BbIYNCANTENBHON TEXHUKM — COBOKYNMHOCTb NpOrpammHbIX N TEXHNYECKUX 21IEMEHTOB CUCTEM
06pa6OTKVI AaHHDbIX, CNOCOBHbIX d)yHKLI,MOHMpOBaTb CaMOCTOATENIbHO UJIN B COCTaBe APYrnx CUCTEM.

- Cy6beKT aocTtyna (cybbekT) — MU0 MAn nNpouecc, A4eNCTBUA KOTOPOro pernameHTUPYIOTCA NpaBuaamm
pasrpaHuMyeHus gocTyna.



- TexHWYecKMih KaHan yTeykM WHbOpMaLuM — COBOKYMHOCTb HocuTens wuHdopmaummn (cpeacrsa
06paboTKK), ¢M3MYecKol cpeabl pacnpocTpaHeHUa WHPOPMATUBHOIO CUrHana W CpeacTB, KOTOPbIMU
A06bIBaeTcs 3awmuaeman MHGopmMmaums.

- TpaHcrpaHUyHas nepeaaya NepcoHanbHbIX AaHHbIX — Nepefaya NnepcoHanbHbIX AaHHbIX ONepaTopom
yepes locygapcTBeHHyt0 rpaHuuy Poccuitickoit ®epepaumm opraHy BAacTM MHOCTPAHHOrO rOCYAapcTBa,
bU3nMUECKOMY AN IOPUANYECKOMY SINLLY MHOCTPaHHOrO rocyaapcTea.

- Yrpo3bl 6€30MacHOCTM MEePCOHasIbHbIX AaHHbIX — COBOKYMHOCTb YCI0BUM U GaKTOpPOB, CO34atoLMX
OMNacHOCTb HECAHKLUMOHMPOBAHHOTO, B TOM 4WUC/e C/y4aMHOro, A0CTyna K MepCOHa/bHbIM [aHHbIM,
pesynbTaTOM KOTOPOrO MOXET CTaTb YHWUUYTOMKEHMEe, U3MeHeHue, 6J/I0KMpOoBaHMEe, KOMUPOBaHWE,
pacnpocTpaHEHUE MEPCOHAJIbHbIX [AaHHbIX, @ TaKXe WHbIX HECAaHKUMOHUPOBAHHbLIX AEUCTBUN MNpPU  UX
06paboTke B MHGOPMALMOHHOWN CUCTEME NEPCOHAJIbHbIX AaHHbIX.

- YHUYTOXKEHME NepCOHasIbHbIX JAHHbIX — ,D,eVICTBMﬂ, B pe3y/ibTaTe KOTOPbIX HEBO3MOXHO BOCCTaHOBUTb
cogepaHne nepCoHalbHbIX AaHHbIX B MHd)OpMaLLMOHHOﬁ cnucteme nepCoHaibHbIX OaHHbIX WU B pe3y/ibTaTe
KOTOPbIX YHUYTOXKAKOTCA MaTepPUaJibHble HOCUTE/IM NEePCOHA/IbHbIX AaHHbIX.

- YTeyka (3awmuiaemor) uHPopmauMM MO  TEXHUYECKUM  KaHa/lamM — HEKOHTpoaupyemoe
pacnpocTpaHeHne MHPopMauMM OT HOCUTeNa 3aliMlaemon MHbopmMauumn 4yepes GpUsMYECKYD cpedy A0
TEXHMYECKOro CPeACTBa, OCYLLECTB/AIOWErO NepexsaT MHGOPMALLMK.

- YAa3BMMOCTb — €/1aboCTb B CPEACTBax 3aliMTbl, KOTOPYID MOMKHO WCMO/Ib30BaTb A/ HapylleHWs
CUCTEMbBI UM CoaepKaLLenca B Hen MHbOpMaLIUN.

- LUenoctHocTb  MHpOpMauum —  CNOCOBHOCTb  CPEACTBA  BbIYMC/UTE/NIbBHOW  TEXHUKU UK
aBTOMaTM3MPOBaAHHOM cucTeMbl obecneynBaTb HEU3MEHHOCTb MHPOPMALMKU B YCAOBUAX CAYYalHOro u/uam
npeaHamepeHHOro UCKaXKeHUs (paspyLeHus).

0603Ha4YeHUA U COKpaLLeHuUa

ABC — aHTUBUPYCHbIE CPeacTBa
APM — aBTOMaTM3MpOBaHHOe paboyee mecTo
BTCC — BCMOMOraTe/ibHble TeXHUYeCcKme cpeacTsa U CUCTeMbl

NCNOH —nHPOopMaLMOHHAA CUCTEMA NEPCOHANbHbBIX AAHHbIX

K3 — KOHTPOAMpPYyeMasn 30Ha

NBC — NOKaNbHaA BblUNCAUTENbHAA CeTb

M3 — MeKCeTeBOM 3KpaH

HCA — HECaAHKUMOHMUPOBAHHbIM A0CTYN

ocC — onepaumoHHasa cuctema

nAaH — NepcoHasbHble AaHHble

nvVviB — NporpammHO-MaTeMATUYECKOEe BO3aeNCTBME
no — nporpammHoe obecneyeHne

No3MUH — NO6OYHbIE 3/IEKTPOMATrHUTHbIE U3IyYEHUA N HABOAKMU
CA3 — CMUCTEeMa aHan3a 3aWMLEHHOCTH

C3Kn — CpeAcTBa 3aWmTbl UHGOPMaLUK



C3NAH — cucTema (NnoacucTema) 3aLlMTbl NEPCOHA/bHbIX AaHHbIX
COB — cuctema obHapyKeHUA BTOPKEHU
TKYU — TexHu4eckune KaHasbl yTeUKM MHbOopMaLMn

YBMNAH — yrpo3bl 6€30MacHOCTM NePCOHaNbHbIX AaHHbIX

BeepeHue

Hactoswasa Monntuka nHpopmaumoHHon b6esonacHoctu (ganee Monutuka) MBOOY «[eTckuit cag Ne
386» (ganee — YupexkgeHue) asnaetca oduLMaibHbIM LOKYMEHTOM.

MonuTtuka paspabotaHa B cooTBeTcTBUM C TpeboBaHuAmMM PenepanbHOro 3akoHa ot 27 uona 2006 r.
Ne 152-®3 «O nepcoHanbHbIX ZaHHbIX» M NocTaHoBAeHUs MNpasuTenbctBa Poccuiickoin Peaepaumm oT 1HoAGpA
2012 r. N2 1119 «O6 yTBep:KaeHUU TpeboBaHMI K 3aluMTe MEPCOHANbHbIX AAHHbIX NPU MX 06paboTKe B
MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX», HA OCHOBAHUM:

- «PeKkomeHpgauuii no obecneyeHuto 6e30MacCHOCTU MEPCOHaNbHbLIX AaHHbIX MpU MX 06paboTKe B
MHOOPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX AAHHbLIX», YTBEPXKAEHHbIX 3amecTutenem pgupektopa PCTIK
Poccum o1 15.02.2008 r.,

- «Tunosbix TpeboBaHMI NO oOpraHM3auMm M obecneyeHUto GYHKUMOHMPOBAHMUA WKMEPOBAbHbIX
(KpunTorpaduyecknx) cpeacTs, NpeaHasHaYeHHbIX ANA 3aWnUTbl MHGOPMALIMM, HE COAEp)Kalleih CBeaeHUN,
COCTaBAAOWMX FOCYAAPCTBEHHYIO TalHy B CAyvyae M3 MUCMNOAb30BaHMA AnA obecneyeHma 6HesonacHOCTU
NepCcoHaNbHbIX AaHHbIX NpU MX 06paboTke B MHOOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbLIX [AaHHbIXY,
yTBEPXAEHHbIX pykosoacTeom 8 LleHTpa ®CB Poccmm 21.02.2008 r. Ne 149/6/6-662.

B Monutuke onpepgeneHbl TpeboBaHus K nepcoHany WUCIMAH, cTeneHb OTBETCTBEHHOCTW MepPCOHana,
CTPYKTYpa M HEOBXOAMMbIN YPOBEHb 3aLMLLEHHOCTW, CTATYC U AOMKHOCTHble 0BA3aHHOCTM COTPYAHMKOB,
OTBETCTBEHHbIX 32 0becnevyeHne 6€30NacHOCTM NepCoHaNnbHbIX AaHHbIX B UCMAH YupexxaeHus.

1. O6wue NnoNoXKeHnsa

Llenbto HacTosAwei Monntukmn asnsetca obecneyeHne 6e30MacHOCTU 0OBEKTOB 3alLMTbI YupeaeHusa oT
BCEX BWAO0B Yrp03, BHEWHMUX U BHYTPEHHUX, YMbILW/IEHHbIX U HeNpegHaMepPeHHbIX, MMHUMKU3aLUMA yuiepba oT
BO3MOXHOM peanusaunm yrpos 6esonacHoctv MAH (YBMAR).

be3onacHOCTb NepCcoHasbHbIX AaHHbIX AOCTUIAaeTCA NyTeEM UCK/IHOYEHUA HECAaHKUMOHUPOBAHHOIO, B TOM
ynucne CﬂyanIHOFO, A0CTyna K NepCoHa/ibHbIM AaHHbIM, PE3Y/IbTATOM KOTOPOro MOXET CTaTb YHUUTOXKEHUE,
n3meHeHune, 6I'IOKVIpOBaHVIe, KOnnpoBaHMe, pacnpoctpaHeHUe NePCOHANIbHbIX AadHHbLIX, a TaKXe WHbIX
HeCaHKUMNOHUNPOBAHHbIX ﬂ,eVICTBMﬁ.

MHPopmauma U cBA3aHHble C Hel pecypcbl AO/MKHblI 6biTb AOCTYMHbI ANA aBTOPM30BaHHbIX
nonb3oBaTenen. [LoaKHO OCYLLECTBAATLCA CBOEBPEMEHHOE 0BHapyKeHUe U pearnposaHue Ha YBIAH.

LJONKHO ocywecTBnATbCA NpefoTBpalleHne npegHamepeHHbIX Uan CﬂyanIHbIX, YaCTUYHbIX NN NOJTHbIX
HeCaHKUMNOHUNPOBAHHbIX MO,G,Md)MKaLJ,Mﬁ NN YHUYTOXEHUA NepPCOHaNbHbIX AAaHHbIX.

CocTtaB 06bEKTOB 3alLMTbI NpeacTaBneH B [epedHe NepcoHanbHbIX AaHHbIX, yKasaHHOMY B [1010KeHUN
06 06paboTKe NepcoHanbHbIX AaHHbIX.

Coctas UCNAH, nognexawmx 3salimTe, npeactasneH B AKTe 06c/ief0BaHMA TEKYLLEro COCTOAHMA
TEXHWYECKOM 3aLLMTbl NEPCOHANbHbIX AaHHbIX.

2. ObnacTtb gencrema



TpeboBaHMA HacToAwen MNOANTUKM PaCNpPOCTPaAHAIOTCA HA BCEX COTPYAHUKOB YupexaeHua (LTaTHbIX,
BPEMEHHbIX, PabOoTaloLWMX MO KOHTPAKTY U T.M.), @ TAKKe BCEX MPOUYMX AnL, (NoApAAYMKM, ayaUTOpPbI U T.N.).

3. Cuctema 3aLLUTbl NEePCOHAIbHbIX AAHHbIX

Cuctema 3aLMTbl NepPCcoHasbHbIX gaHHbIX (C3M/AH), cTpouTcA Ha OCHOBaHUU:

- AKTa 06Ccne,0BaHUA TEKYLLLErO COCTOAHMA TEXHUYECKOM 3aLUmMTbl NePCOHaNbHbIX AAHHbIX;
- NepeyHAa nepcoHaNbHbIX AaHHbIX, MOAJEMXKALLNX 3aLLnTe;

- AKTOB KnaccudmKkaunmm MHGOPMALNOHHBIX CUCTEM NEPCOHANbHbIX AAHHbIX;

- YacTHbIX Mogenel akTyanbHbIX Yrpo3 u BeposTHoro Hapywutens NCMNAOH;

- NMonoXeHna o pasrpaHUYEeHn NpaB A0CTYNA K NepCOHaAbHbIM AAHHbIM;

- PykoBogawmx gokymeHtos ®CTIK n ®CE Poccum.

Onsa obecneveHma 3awmtol UCMOH Heobxoaumo cobniofeHMe OpraHM3auUMOHHO-TEXHUYECKUMX Mep.
AaMUHUCTpaumeit obecneynsaeTca 6€30NaCHOCTb NMEPCOHaNbHbIX AaHHbIX B COOTBETCTBUM C HEOBXOAMMbIM
YPOBHEM 3aLUMULLEHHOCTX, KOTOpPaA onmMcaHa B TeXHUYECKOM 3aJaHWKM Ha CcO34aHWe CUCTeMbl 3aluTbl ANA
NCNAOH. B YupexxgeHun onpegeneHbl akTyanbHble yrpo3bl 6e3onacHocty MAH, KoTopble onncaHbl B YacTHOM
MOZAE/IN aKTyaNbHbIX Yrpo3 1 BepoATHOro Hapywutena UCMNAH.

Mof aKTya/lbHbIMM Yyrpo3amu 6€30MacHOCTM MepCoHasIbHbIX LAHHbIX MOHMMAETC COBOKYMHOCTb
YCNOBWIA 1 GaKTOPOB, CO34AMOLLMX aKTyasIbHYIO OMACHOCTb HECAHKLIMOHUPOBAHHOIO, B TOM YMC/IEe C/Iy4aiHOrO,
[0CTyNa K NepcoHasibHbIM AaHHbIM Npu UX 06paboTke B MHPOPMALMOHHOW CUCTeMe, Pe3y/ibTaTOM KOTOPOro
MOTYT CTaTb YHUYTOXKEHWE, U3MeHeHne, 6/I0KMpoBaHME, KONUPOBaHWe, NPeAOCTaBAeHNE, PacnpoCcTpaHeHme
NepPCOHa/NbHbIX AaHHbIX, @ TaK}Ke MHble HeNpPaBOMEpPHbIe AeNCcTBUS.

ero3b| 1-ro Tmna dKTya/ibHbl AnA MHd)OpMaLLMOHHOVI cncremol, ecnn onAa Hee B TOM YUCne akKTyasibHbl
Yyrpo3bl, CBA3aHHbIE€ C HA/IMYNEM HEAOKYMEHTUPOBAHHbIX (HeAeKﬂapMDOBaHHbIX) BO3MOXHOCTEN B CUCTEMHOM
nporpammHoOm 066CI’I€‘-I€HVIM, ncnosibsyemom B MHd)OpMaLI,MOHHOﬁ cucreme.

yrpo3b| 2-ro TMna adKTya/ZibHbl AnA MHd)OpMaLI,MOHHOﬁ cncremol, ecnn onAa Hee B TOM 4YUCne akKTyasibHbl
yrpo3sbl, CBA3aHHbleé C Ha/M4YMem HEONOKYMEHTUPOBAHHDbIX (He,D,EK!'IapMpOBaHHbIX) BO3MOMHOCTEN B
NPpUKNagHOM NporpaMmmMmHOM 06ecnequMM, ncnosibsyemom B MHd)OpMaLLMOHHOVI cncreme.

yrpo3b| 3-ro Tmna dKTya/ZibHbl ONA MHd)OpMaLI,MOHHOﬁ CnUCTemnl, eCnm AnAa Hee aKTyasibHbl yrpo3bl, He
CBA3aHHblIE C Ha/M4MeEM HEAOKYMEHTUPOBAHHDbIX (HEAEKﬂapMpOBaHHbIX) BO3MOXKHOCTEM B CUCTEMHOM U
NpuKNagHOM NporpaMmmMmHOM o6ecnequMM, ncnosibsyemom B MHd)OpMaLI,MOHHOﬁ cncreme.

Ha oCcHOBaHMM 3TUX AOKYMEHTOB OnpeaenseTca HeobXoAnMbIA YPOBEHb 3alMLLEeHHOCTM TOH Kaxaou
NCNAH YupexaeHnsa. Ha ocHOBaHUKM aHaiM3a aKkTyaNbHbIX yrpos 6esonacHoctu MAH, onvMcaHHoro B YactHo
MOZENN aKTyaNlbHbIX Yrpo3 M BepoATHoro Hapywutena UCMAH wn OtyeTa o pesynbTaTax MpPOBEAEHUA
BHYTPEHHEN NpoBepKe, AefaeTcs 3aKaoyeHne 0 HeobXoAMMOCTM WMCNO/b30BaHUA TEXHUYECKUX CPeacTs M
OpPraHM3aUMOHHbIX MeponpuaTM ana obecnedeHna 6esonacHoctn [AH. BbibpaHHble Heobxoaumble
MepPonpUATUA OTparKaloTca B MnaHe MeponpuATUIA NO 3aLmMTe NEPCOHANbHbIX AaHHbIX.

Ona kaxgoin UCNOH aonkeH 6biTb COCTaBAEH CMUCOK UCMO/b3YEMbIX TEXHUUYECKUX CPEACTB 3aLiMThl, a
TaK *Ke NporpammHoro obecneuyeHun, yuyacteytowero B o6pabotke MNAH, Ha Bcex anemeHTax UCMAH:

- APM nonb3oBaTeneun;
- CepBepa NpUNOKEHNI;
- CYB[;

- N'paHunuya J1BC;



- KaHanoB nepegaum B ceT obLEro nosib3oBaHUA U (MM) MeXAyHapoaHOro obmeHa, ecim No HUM
nepegatorca MAH.

B 3asucmmoctn ot yposHA 3awmweHHocTn UCMAH v aktyanbHbix yrpos, C3MOH moXeT BKAOYaATb
cnepylowpe TeXHUYeCcKue cpeacTsa:

- aHTUBMPYCHbIE CpeacTBa A4 paboumx CTaHUUI NO/Ib30BaTe el U CepBEPOB;
- CpencTBa MEXKCETEBOTO 3KPAHMPOBAHMUS;

- cpeacTBa Kpuntorpapuyeckom 3awmTtbl tHPopmaumm, npu nepeaade 3almnLaemon H- - popmaumm no
KaHa/lam CBA3W.

TaK e B CNUCOK A0/MKHbI 6bITb BKAOYEHbI GYHKUMK 3aLWmnTbl, 06ecneymBaemble WTATHbIMU CPEACTBAMM
o6bpaboTtku MAH onepauumoHHbimK cuctemamm (OC), npuknagHeim MO M cneumanbHbIMKU KOMMJIEKCAMM,
peanusyloWwnuMm cpeacTsa 3almTbl. CNMCOK GYHKLUMIM 3aLLUTbI MOXKET BKIOYATb:

- yNpaB/ieHUe U pasrpaHnYeHme 40CTyna No/ib3oBaTenel;
- pernucTpaumio 1 yyeT AencTenn ¢ uHbopmauuen;

- obecneyrBaTb LLeJIOCTHOCTb AaHHbIX;

- NPOM3BOAMUTL OOHAPYKEHWNIN BTOPIKEHUN.

Cnucok MCNOob3yeMbIX TEXHUYECKUX CPeactB OTpaxkaetca B Mnaxe MeporlleFlTMl?l no 3auwute
nepCcoHa/IbHbIX AaHHbIX. Cnucok Mcnosab3yembiX CPEACTB AO0/TKEH NOAAEPHKNUBATLCA B aKTya/IbHOM COCTOAHUN.
an U3MEHEHUN COCTaBa TeEXHUYECKUX Cpeacrts 3alunTbl UAN 3/IEMEHTOB UCnNAax, cooTBeTCTBYHOWMNE
N3MEeHEHNA LO0/1KHbI 6bITb BHeceHbl B CnMCOK U yTBEPXAEHbI ONPEKTOPOM y‘-IDE)'Kﬂ,EHMFI UM 1nMUom,
OTBETCTBEHHbIM 33 obecneyeHune 3awmTbl MNAH.

4. TpeboBaHua K nogcuctemam C3NAH
C3NJH BKAtOYaET B ceba cneaytowme noacncTemMsl:
- yNpaBAeHMA A0CTYNOM, PErUCTPALUM U YYETa;
- obecneyeHus LeNoCTHOCTU U AOCTYNMHOCTY;
- QaHTUBMPYCHOWM 3aLUMTbI;
- MEXXCeTeBOro sKpaHMPOBaHMUA;
- aHa/M3a 3aLLMLLEHHOCTY;
- 0BHapyKEeHMA BTOPKEHUI;
- KpunTorpadm4yeckom 3almTbl.

MNoacuctembl C3MAOH WMeOT pasnuuUHbIA PYHKUMOHAN B 3aBMCMMOCTM OT Knacca MCMNAR,
onpegeneHHoro B AKTe KnaccuduKaumm WMHGOPMALMOHHBIX CUCTEM MNEPCOHaNbHbIX AaHHbIX. CnMcok
cooTBeTCTBMA PyHKUMN nogcmctem C3MOH Knaccy 3alumnL,eHHOCTM NpeacTasieH B MpunoxeHun 1.

4.1. Moacuctemsl ynpaBaeHna 4OCTYNOM, PEFMCTPaLMM U yUeTa

Moacuctema ynpaBAeHWs A[OCTYNOM, pPernctpaumMmM W y4yeTa npegHasHayeHa Ana  peannsauum
cnegyrowmx GyHKUNMA:

- naeHTUPMKaLUKM M NPoBEPKa NOAIMHHOCTM Cy6beKTOB AoCTyna npu Bxoae B NCMNAH;

- naeHTMOMKaLUMU TEPMWHANOB, Y3/10B CETWU, KaHa/lOoB CBA3W, BHELIHMX YCTPOWCTB MO J/IOrMYECKMM
UMeHam;

- naeHTMdUKaumMm Nnporpamm, TOMOB, KaTanoros, pannos, 3anncei, Nonemn sanmcen No MMeHam;



- perucTtpauum Bxoda (Bbixoda) cybbeKkToB AocTyna B cuctemy (M3 cucTembl), AMbo perucTpaums
3arpyskun 1 MHULUMaAN3aLmMmn onepaLyoHHOM CUCTEMbI U ee OCTaHOBa.

- perucTpaumm NonbITOK AOCTyNa NPOrpammHbIX cpeacTB (MporpamMm, NpoLeccos, 3afay, 3aAaHuin) K
3awwmuaemoim dpainam;

- peructpauMm MomnbITOK A0CTyna MNPOrpaMMHbIX CPeacTB K TepMMHasnam, KaHanam cBA3M, -
nporpammam, Tomam, Katasoram, painam, 3anncam, nosism 3anmcen.

Moacuctema ynpasBneHWss AOCTYNOM MOXeT ObiTb peann3oBaHa C MNOMOLLbIO LITATHbIX CPEACTB
06paboTku NAH (onepauMOHHbIX cUCTEM, MpunoKeHnn n CYB/). Tak ke MoXKeT b6biTb BHeAPEeHO cneLunasbHoe
TEXHMYECKOE CPEACTBO UM MX KOMMJEKC, OCYLECTBAAOWMNE AONONHUTEIbHbIE MepPbl NO ayTEHTUPUKALUM U
KOHTpOMO. Hanpumep, npumMeHeHMe eaUHbIX XPaHWAWULL, YYeTHbIX 3anucel nosb3oBaTenien wu
perucTpauuoHHON MHPOPMaLUK, NCMONb30BaHNE BUOMETPUYECKUX N TEXHUYECKMX (C MOMOLLbIO 3N1EKTPOHHbIX
NPONyCcKOB) Mep ayTEHTUPUKALMUN U APYTUX.

4.2 Mopcuctema obecneyeHuns LEeaoCTHOCTU U A0CTYNHOCTU

Moacuctema obecnevyeHUs LENOCTHOCTU M AOCTYNHOCTM NpeaHa3HayeHa ana obecnevyeHUA LLEeNOCTHOCTU U
poctynHoctu NAH, nporpammHbIX 1 annapatHbix cpeacts UCMNOH YuperkaeHua, a TaK Xe cpeacTs 3aWmTbl, Npu
CNy4YaltHOM UM HAMepPeHHOoM MogudUKaunu.

Moacunctema peannsyeTcs C NOMOLLBI OPraHU3aLMmM pe3epBHOro KONMPOBaHUA 0bpabaTbiBaeMbiX AaHHbIX, a
TaK e pesepBupoBaHmnem Kntovesbix anemeHTos NCMOH.

4.3 Mopgcucrema aHTUBUPYCHOM 3aLlmThI

Moacuctema aHTUMBMPYCHOM 3awMTbl nNpefHasHayeHa AnA obecnevyeHus aHTUBUMPYCHOM 3aLmThbl
cepsepos U APM nonb3osatenet UCMNOH YuperkaeHus.

CpefcTBa aHTUBMPYCHOM 3aLWMTbI NpeAHasHayYeHbl A5 peanmsaumm cneayowmx GyHKUNM:
- PE3NAEHTHbIN aHTUBUPYCHBI MOHUTOPWHT;

- aHTUBUPYCHOE CKAaHUPOBaHWE;

- CKpMNT-6/10KMpPOBaHUE;

- LeHTPa/M30BaHHYO/yAaNeHHYI0 YCTaHOBKY/AEUHCTAaNNALMIO aHTUBUPYCHOMO MPOAYKTa, HACTPOMKY,
aAMUHUCTPUPOBAHME, NPOCMOTP OTYETOB M CTAaTUCTMYECKOM MHOPMaLLMK No paboTe NPOAYKTa;

- daBTOMaTuU3npoBaHHOEe obHoBNEHUE AHTUBUPYCHbIX 633,‘

- OrpaHun4yeHmne npaB Noab30BaTeENA HA OCTAHOBKY UCNOJIHAEMbIX 3a4a4 U U3MEHEHUA - HaACTpPOeK
AHTUBUPYCHOTO NpOrpaMmmMmHoOro o6ecnequMﬂ;

- aBTOMATUYECKNI 3aMyCK Cpa3y nocne 3arpysxku OﬂepaLLMOHHOVI Cncrembl.

Moacuctema peanusyetca NyTem BHeAPEHMA  CNeuManbHOro  aHTUBMPYCHOFO  MPOrPamMMHOro
obecneyeHuna Ha Bce anemeHTbl MCMOH.

4.4 Noacuctema MmeXKceTeBoro sKpaHMpPoBaHUA

Moacucrema mexKCeTeBOro sKPaHUPOBAHUA NpeaHA3HauYeHa ANsa peannsaumm cneayrowmx GyHKUNIA:

- dUnbTpaumMm OTKPLITOro U 3almdpoBaHHOro (3aKkpbiToro) IP-TpaduKa No cnegyowmm napameTpam;

- PUKcaumMm BO BHYTPEHHUX KypHanax MHPOpmMaLmMm 0 NPOXoaALLEM OTKPbITOM M 3aKpbITOM IP-TpadukKe;

- MAeHTMd)MKaLI,MVI n ayTeHTVId)VIKaLl,VIIO AAMUHUCTPATOPA MEXKCETEBOrNo 3KpaHa MNpuU ero - JI0KaJ/ibHbIX
3anpocax Ha A0oCTyn;

- perucrtpaumm Bxoaa (BbIxo4a) agMMHUCTPATOPa MEXKCETEBOro 3KpaHa B cuctemy (M3 cuctemsl) anbo
3arpysKku M UHULMANN3ALUN CUCTEMDI M ee NPOrpaMMHOro OCTaHOBa;
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- KOHTPOAA LEN0CTHOCTM CBOEM NPOrpamMmHON U MHPOPMALMOHHON YacTu;

- GMAbTPaAUUM NAKETOB CAYXKEOHbIX MPOTOKO/OB, CAYXKALWMX A4 AMArHOCTUKM WU ynpasaeHus paboTtoi
CeTeBbIX YCTPOWCTB;

- ¢MAbTPALUUM C Yy4eTOM BXOAHOIO M BbIXOAHOIO CETEBOrO0 WHTepdelica KaK cpeacTBO MPOBEPKU
NOA/IMHHOCTU CETEBbIX aZlPECOB;

- perucTpaumm 1 y4eTa 3anpalimBaeMblX CEPBMCOB NPUKAAAHOIO YPOBHS;

- BNIOKMPOBAHUA AOCTYNa HEUAEHTUOUUMPOBAHHOIO 0OBEKTA MU CybbeEKTa, NMOAJMHHOCTb KOTOPOro
npu ayTeHTMOUKALMKN He NOATBEPANAACL, METOAAMMU, YCTOMYMBLIMM K NepexBaTy;

- KOHTPO/IA 33 CETEBOM aKTUBHOCTbIO NPUNOMKEHMUIA U OBHAPYKEHUA CeTeBbIX aTak.

Moacuctema peanusyetca BHeApPeHUWEM MNPOrPamMMHO-annapaTHbIX  KOMMJIEKCOB  MEeXKCeTeBoro
3KpaHUpoBaHUA Ha rpaHuue J1ICB, knaccom He Huxe 4.

4.5 Noacucrtema aHaAM3a 3aWMLLLEHHOCTH

MoacucTema aHanM3a 3aWMLLEHHOCTHM, A0/MKHA obecneymBaTb BbIABAEHUA YA3SBUMOCTEMN, CBA3AHHbIX C
ownbKamm B KoHPUrypauum MO UCMOH, KoTopble MOryT BbITb MCNOAL30BaHbl HApYyLWMTENEM AN peannsalmm
aTaKku Ha cucTemy.

CDYHKLI,VIOHal'I noaACUCTEMbI MOXET 6bITb peannsoBaH nporpammHbiMn MU NPOrpamMmmMmHoO-annapaTHbiMu
cpeacrsamm.

4.6 Mopcucrema obHapyKeHNA BTOPKEHWUN

Moacuctema obHapy»KeHUs BTOPMKEHUI, A0/KHA 0becneynsBaTh BbifBleHME CETEeBbIX aTakK Ha 3N1eMeHTbI
NCNAH, noaKAoYeHHble K ceTAM 06Lero nosib3oBaHuaA U (MAK) MexayHapoaHoro obmeHa.

q)yHKLI,VIOHa}'I noaACUCTEMbI MOXET 6bITb peannsoBaH nporpamMmmHbiMn MU NPOrpamMmmMmHO-annapaTHbiMu
cpeacrsamm.

4.7 Mopgcuctema Kpuntorpadpuyeckon 3alumThbl

Moacuctema Kpuntorpaduyeckon 3awmTbl NpeaHasHavyeHa AN UckmouveHua HCO K 3awmuiaemol
uHbopmaumun B UCMOH YupexaeHus, npy ee nepeaym nNo KaHanam CBA3W ceTei 06LLEro Nonb30oBaHUA U
(nnn) mexkayHapogHoro obmeHa.

Moacucrema peannsyetcsa BHeAPEHUEM KPUNTOrpadpmyecknux NPorpamMmHO-annapaTHbIX KOMNAEKCOB.
5. Monb3osarenn UCNOH

B MCNOH YupexpeHWs MOXKHO BblAeNWTb cCleadylowpe rpynnbl MoAb30BaTeNei, y4yacTBYIOLWMX B
0bpaboTke u xpaHeHun MAOH:

- AgpmnHunctpatopa MCMNAOH;

- AamuHucTpatopa 6esonacHoctn UCMAOH;

- Onepatopa APM;

- AAMUHUCTpaTopa ceTu;

- TexHMYecKoro cneumanncta no obcnykmBaHuto nepupepmninHoro obopyaoBaHus;

- MporpammucT-paspabotumk NCMNAOH.

[JaHHble 0 rpynnax nosib3oBaTensx, ypoBHe UX A0CTYNa U MHGOPMUPOBAHHOCTU A0/MKEH ObITb OTPaXKeH
8 [1oN0KeHMn 0 pasrpaHUYEeHnmn NpaB AOCTYNa K NepCcoHaNbHbIM AaHHbIM.

5.1 AamuHuctpatop NCMNAH

AamuHnctpatop WCMOH, COTPYOHUK YupexaeHuA, OTBETCTBEHHbIA 33 HACTPOWKY, BHeApeHWe W
conpoBoxaeHue UCMAOH, obecnevmBaeT GyHKUMOHMPOBaAHME noacucTeMbl ynpasneHuns aoctynom NCMNAH u
YNONHOMOYEH OCYyLLeCTBAATb NpeaoCcTaBNeHne W  pasrpaHUYeHue [oCTyna KOHEeYHOro no/nb3oBaTens
(Onepatopa APM) K anieMeHTam, XPaHALWMM NepcoHaibHble AaHHbIE.
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AagmuHuctpatop UCMAH obnagaeT cneayowmm ypoBHEM A0CTYNa U 3HAHUI:

- 0bnapaet nonHoM MHPopmaLmelt 0 CUCTEMHOM U NPUKNALHOM nporpammHom obecnevenmnn UCMOH;
- 0bnapgaet nonHoM MHPopmaLmelt 0 TEXHUYECKMX CpeacTBax U KoHdurypauum UCMAH;

MMeeT A0CTYN KO BCEM TEXHMUYECKMM cpeacTBam 06paboTkm nHbopmaumm n aaHHbim UCMNAOH;

- obnapgaetr npaBamu KOHPUIYPUPOBAHUA M AAMUHUCTPATUBHOM HACTPOMKM TEXHUYECKMX CPejcTB
ncnau.

5.2 AamuHuctpatop 6esonacHocti UCMAH

AoMUHUCTPATOP b6e3onacHocTH UCnan, COTPYAHUK YupexaeHus, OTBETCTBEHHbIM 3a
dyHKUMOHMpoBaHMe C3MAH, BKAOYAA 0OCAYXMBaAHME W HACTPOWKY agMWHUCTPATUBHOW, CepBEPHON W
KNMEHTCKON KOMMOHEHT.

AamunHuctpatop 6esonacHoct UCMOH obnafaeT creyowmm ypoBHEM AOCTYNA U 3HAHUIA:
- obnapgaet npaBamu AgmumHuctpatopa UCMOH;
- obnapgaet nonHom nHpopmaumeir 06 NCMNAH;

- MMeeT [OoCTyn K CpeacTBam 3awumTbl MHPOPMaLMM M MPOTOKOJIMPOBAHUA M K YACTU KAlOYEeBbIX
anemeHToB UCMAH;

- He MMeeT npaB A0CTyNna K KOHOUIYpUPOBaHUIO TEXHUMYECKMX CPEACTB CeTM 3a UCKAYEeHUem
KOHTPOAbHbIX (MHCMEKLUMUOHHBbIX).

AamuHuctpatop 6esonacHoctM MUCMOH ynonHOMOYEH:

- peanu3oBbiBaTb MOJUTUKY 6E30MaCcHOCTM B YacTU HacTpolikm CK3U, meKceTeBbIX 3KPAHOB U CUCTEM
obHapyXeHus aTaK, B COOTBETCTBUM C KOTOPbIMM Mosb3oBaTtenb (Onepatop APM) nosiy4aeT BO3MOMKHOCTb
pabotatb ¢ anemeHTamu UCMNOH;

- OCYLLeCTBAATbL ayAMT CPeACTB 3aLLUThI;
- YCTaHaB/AMBaTb A0BEPUTE/IbHbIE OTHOLLIEHWUA CBOEM 3aLLMLLEHHOM CETU C CETAMM ApYrux OpraHM3auni.
5.3 OnepaTtop APM

Onepatop APM, coTpyaHuK YuperaeHus, ocywecTBasaiowmii obpabotky MAH. O6pabotka MAH
BK/IIOYAET: BO3MOXKHOCTb npocmotpa MNAH, pyyHon Beog MAH B cuctemy UCMNOH, dopmmpoBaHMe cnpaBoK U
oT4YeToB NO MHOOPMauumM, nonydeHHoh m3 UCMAH. Onepatop He MMeeT NOJHOMOYMIA ANA YNpPaBAeHUs
nogcuctemamm obpaboTkm gaHHbix u C3MNAH.

Onepatop NCMNAH 061agaeT cnegyowmm ypoBHEM A0CTyNa U 3HAHWIA:

- obnagaer Bcemum HeobxogmMmbimu aTpubyTammn (Hanpumep, naponem), obecneynsaroWMMmM AOCTyN K
HeKoTopomy nogmHoxkectsy MNAH;

- pacnonaraet KOHOUAEHLUNANBHBIMU AAHHBIMM, K KOTOPbIM MMEeT J0CTy.
5.4 AoMUHUCTpaATOp ceTH

AQMUHUCTPATOP  CEeTM, COTPYAHWK  YupesKAeHus, OTBETCTBEHHbIM 33  QYHKUMOHMpOBaAHUE
TeNeKOMMYHMKaUMOHHOM nogcnctembl UCMNOH. AABMUHUCTPATOP CETU HE UMEET NONHOMOUYMI ANA YyNpaBaAeHUs
noAacmcremammn o6paboTKM AaHHbIX M 6e30MacHOCTY.

AgMmuHUCTpaTOp ceTh 061a4aeT CAeayoLWMM YPOBHEM A0CTyNa U 3HAHWIA:
- o6nagaeT yacTbio MHPOPMALMM O CUCTEMHOM M NPUKAAAHOM NporpammHom obecnedveHunn NCMAH;

- 06n1a4aeT YacTbio MHPOPMALMM O TEXHUYECKMX CPeACTBax U KoHburypauumn UCMNAOH;
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mmeeT GU3NYECKUIM A0CTYN K TEXHUYECKUM cpeacTBam 06paboTku nHdopmauum 1 cpeactsam 3alimThl;
- 3HAEeT, N0 MeHbLUEN Mepe, OAHO IeraibHoe UMA A0CTYNa.
5.5 TexHn4yecKkui cneumannct no obcnyxmsaHuio nepmudepuinHoro obopynosaHma

TexHMYECKNI cneLmnanmcT No 06cayKMBaHMIO, COTPYAHUK YUpekaeHna, ocywecTBaAeT 0b6CayKnBaHme u
HacTpoiKy nepudepunitHoro obopyposaHma UCMAH. TexHUYecKuii cneumannct no obcnyKMBaHUIO He UMeeT
poctyna K MAQH, He UMeeT NOTHOMOYMI ANs YNpaBAeHUsa nogcuctemamm obpaboTKM AaHHbIX M 6e3onacHOCTW.

TexHUYeckuii cneumanmct no obcayxmeaHuto obnagaer cnegyoWwmnm YPOBHEM AOCTYNA U 3HAHUIA:

- obnagaet yacTbio MHGOPMALMM O CUCTEMHOM M NMPUKNAAHOM nporpammHom obecnedeHmn UCMNAOH;
- 0bnapgaet YacTblo MHGOPMALMM O TEXHUYECKUX CPpeacTBaxX U KoHpurypauum UCMOH;

3HaeT, N0 MeHbLel mepe, 04HO NlerasbHoe UMSA 40CTyna.

5.6 MporpammuncT-paspabotumk NUCNOH

MporpaMmucTbl-paspaboTunmkM  (MOCTaBLWMKM)  MNPUKAALHOTO  MpOrpamMmmHoro  obecnevyeHus,
obecneynBaloLmMe ero CoNnpoBOXKAEHNE Ha 3awWwmlLaemMomM obbekTe. K gaHHOW rpynne moryT OTHOCUTbCA KakK
COTPYAHUKM YupexaeHus, Tak U COTPYAHUKM CTOPOHHMX OpraHM3aLuii.

dusmyeckoe ML 3TOK KaTeropum:
- 0bnapgaet Hbopmaumei 06 anropMTMmax u nporpammax o6paboTkn nHpopmaumnmn Ha UCMNAOH;

- obnagaeT BO3MOXKHOCTAMU BHECEHUS OWMOOK, HeLeKNapupPOBaHHbIX BO3MOXKHOCTEN, NMPOrpaMMHbIX
3aK/N1af0K, BPEAOHOCHbIX MporpamMm B nporpammHoe obecneveHne MCMAH Ha cTaguu ee pas3paboTky,
BHEAPEHWUS N COMPOBOMXKIAEHUS;

- MOXeT pacnonaratb AbbiMn dparmeHTamm MHbopmauuu o Tonosnorum UCMNOH M TeXHUYecKux
cpepncTBax 06paboTkm u 3awmTbl NAH, o6pabaTtbiBaembix B UCMOH.

6. Tpeb6oBaHuMA K nepcoHany no obecneyeHuo 3awmtbl N4H

Bce coTpyaHuKM YupexaeHua, asnarowmeca nonbsosatenamm UCMNAH, fOMKHbBI YETKO 3HATb M CTPOro
BbIMONHATL YCTaHOB/IEHHbIE NPaBuaa U 0653aHHOCTM MO A40CTYNYy K 3aliuLaeMbiM 06beKTaM U cobtoaeHmto
npuHATOro pexmnma 6esonacHoctu MAH.

|_|pl/1 BCTYyN1€eHUN B OONTXKHOCTb HOBOIro COTpyAHUKa HeFIOCpe,D,CTBEHHbIﬁ Ha4da/IbHUK noapasgeneHua, B
KOTOpoOe OH NOCTynaerT, 0b6A3aH OpraHn3oBaTb €ro oO3HaKom/JeHUE C AOH)-KHOCTHOVI VIHCprKLI,Meﬁ n
H606X0[1,VIMbIMVI AOKYMEHTaMW, pernameHTupyrowmmmmn TDE6OBaHMﬂ no sawmte MOH, a Takxe O6y‘-IEHMe
HaBblKkaM BbIMNOJIHEHWA Npoueanyp, HEO6XOAMMbIX AnAa CAaHKUMOHMPOBAHHOIO UCMNOJ1b30BaHUA NCNAan.

CoTpyAHUK A0/IKeH ObiTb O3HAKOMJIEH CO CBEAEHMAMM HacToawen MoANTUKKM, NPUHATLIX npoueayp
pabotbl c anemeHTammn NCNAH 1 C3MOH.

COTpyAHUKM  YuperKaeHus, WUCNONb3yloWMe TeXHUYecKMe CpeacTBa  ayTeHTUOMKAUMK, OOKHbI
obecneynBaTb COXPaHHOCTb MAEHTUOUKATOPOB (3NEKTPOHHBIX KNtoUeit) U He gonyckatb HC K HUM, a TaK e
BO3MOMHOCTb WX YTEPU MAN WUCMNONb30BaHMA TPETbMMM Anuamu. [onb30BaTeNM HecyT MNePCOHaNbHYH
OTBETCTBEHHOCTb 32 COXPAHHOCTb NAEHTUDUKATOPOB.

COTpYAHUKM YUupeKaeHUn O0MXKHblI CNefoBaTb YCTAHOB/JAEHHbIM Mpoueaypam MoAAeprKaHuA pexuma
6e3onacHoctu MAH npu BbIGOPE M UCNOMb30BAHMM Napoaeit (ecM He UCNONL3YIOTCA TEXHUYECKME CpeacTBa
ayTeHTMdMKaumm).

CoTpyAHUKM YupeskaeHna A0MKHbI obecneunBaTtbh Haaiexallyo 3auTy o6opyaoBaHnA, OCTaBASEMOro
6e3 npucmoTpa, 0cOBEHHO B Tex Cay4yasx, Koraa B nomelleHMe MMeT AOCTYn MOoCTOpOoHHWe auua. Bce
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nosib30BaTe/IM AONKHbI 3HaTb TpeboBaHMA no 6esonacHocTn MNAH M npoueaypbl 3aWmUTbl 060pyA0BaHUS,
ocTaBneHHOro 6e3 NpMcMoTpa, a TakKe cBoM 06A3aHHOCTU NO obecnevyeHnto TaKon 3aLnTbl.

CoTpyZHMKaM 3anpeliaeTca YyCTaHaB/AMBATb NOCTOPOHHee nporpammHoe obecnevyeHue, NoAKAHOYATb
JIM4Hble MOBUNbHbIE YCTPOMCTBA M HOCUTENM MHGOPMALMM, @ TaK e 3anMUCbiBaTb HA HMX 3aLUMULLLAEMYIO
nHdopmauymto.

CoTpyaHWKam 3anpeLaeTcsa pasriawaTh 3almwaemyo MHGoOpMaUmio, KoTopan cTasa UM M3BEeCTHa Npu
paboTe ¢ UHGOPMALUOHHBIMKN CUCTEMaMU YUPEKAEHUS, TPETbUM NIMLLAM.

Mpu pabote ¢ NAH B NCMOH cOTPYAHUKKN YupexaeHus oba3aHbl obecneyntb OTCYyTCTBUE BO3MOXKHOCTHU
npocmoTpa MNAH TpeTbumn Anuamm ¢ MoHMTopos APM nan TepmmHanos.

Mpu 3aBepleHnmn pabotbl ¢ UCMNAH cOTPYAHMKM 0653aHbl 3aWmUTUTL APM MK TepMMUHaAsbl C MOMOLLbIO
ONOKMPOBKM KIOYOM WA SKBUBAZIEHTHOFO CPEACTBA KOHTPOAS, HaNnpumep, AOCTYNOM NO Maposito, eciiv He
ncnonbaytotca 6osee cUAbHblE CPEACTBA 3aLLNUTDI.

COTpYAHUKM YupexaeHUs [0/MKHbl 6blTb MPOMHGOPMMPOBaHbI 06 yrpo3ax HapyWeHUs perKuma
6e3onacHocTu MAH 1M OTBETCTBEHHOCTU 3a ero HapyleHne. OHW L0/IKHbI 6bITb 03HAKOMEHDI C YTBEPKAEHHOW
dbopmanbHOM Npoueayport HaNOKEHUA AUCLMUMNAMHAPHBIX B3bICKAHWIMA HA COTPYAHMKOB, KOTOpble HapywWau
MonnTHKy MHPOpMaumMoHHOM BesonacHoCTM U Npoueaypbl 6esonacHoctn NAH.

CoTpyaHukM 06Aa3aHbl 6e3 npomeaneHma coobuwatb 060 Bcex HabaL4aEMbIX UAM NOAO3PUTE/bHbIX
cnyyasx pabotbl MCMAH, morywmx nosseyvb 3a coboi yrposbl 6esonacHocTu MNH, a TaKKe 0 BbISBAEHHbIX MU
cobbiTnAX, 3aTparmsatowmx 6HesonacHoctb M[H, PyYKOBOACTBY MOAPA3AeNeHUs U AvLy, OTBevatolemy 3a
HemeaeHHOe pearMpoBaHue Ha yrpo3bl besonacHocTm MAH.

7. DonxHoCTHble 06a3aHHOCTM nosb3oBarteneit UCNOH

JonxHocTHble 06a3aHHOCTU nosib3oBaTenei MCMOH onucaHbl B CleAyoWmX AOKYMEHTaXx:
- MHCTpYKuma agmmHuctpatopa UCMNOH;

- UHCTpyKumsa agMmuHucTpaTopa 6esonacHoctn MCMNAOH;

- MHcTpyKuma nonbsosatena UCTOH.

8. OTBeTcTBEHHOCTb coTpyaHUKOB UCMAH YupexkaeHusa.

B cootBeTcTBUM CO CT. 24 DeaepanbHoro 3akoHa Poccuiickoit Peaepaumnm ot 27 niona 2006 r. Ne 152-d3
«O nepcoHanbHbIX AAHHbIX» NMLA, BUHOBHbIE B HapyweHUn TpeboBaHMN AaHHOro desepasbHOro 3aKoHa,
HeCyT TrpakAaHCKYlO, Yro/IOBHYO, aAMWHUCTPATUBHYIO, AOUCUMMIMHAPHYIO W MHYIO NpeayCcMOTPEHHYIo
3aKoHogaTenbcTBoM Poccuiickont Peaepaumnm oTBETCTBEHHOCTD.

[JelicTeyloulee 3aKoHogaTenbcTBO P® nossonser npeabaBnaTb TpeboBaHua no obecrneyeHuto
6e3onacHoli paboTbl C 3alMliaemort MHPopMaumein M NpeaycMaTpUBaeT OTBETCTBEHHOCTb 3a HapylleHue
YCTaHOB/IEHHbIX NPaBMA 3KcnayaTauun 3BM M cucTem, HENPaBOMEPHbIMA A0CTYN K MHGOPMaLMU, eCin 3TU
AeNCTBMA NPUBEAUN K YHUUTOXEHMIO, BNOKMPOBaHWNIO, MOAUDUKALUN MHOOPMALMM WAM HApyLLEHUIO paboTbl
3BM unu ceteli (ctatbn 272,273 1 274 YK PO).

AamuHuctpatop UCMNOH u agmuHucTpatop 6esonacHoct MCMAOH HecyT OTBETCTBEHHOCTb 3a Bce
[EeNCTBUA, COBEPLUEHHbIE OT UMEHWN UX YYETHbIX 3annceilt UAN CUCTEMHbIX YYEeTHbIX 3anucen, ecim He AoKa3aH
$aKT HeCaHKLUMOHMPOBAHHOIO MCMOJIb30BAHUA YYETHbIX 3anuceil.

Mpu HapyweHusax coTpygHWKamu YupexaeHunsa — nonb3osBaTeneir UCIMNOH npaBuAa, CBA3aHHbIX C
6esonacHocTbto [M[H, OHM HeCyT OTBETCTBEHHOCTb, YCTAaHOBNEHHYIO AENCTBYIOWMM 3aKOHOAATEbCTBOM
Poccuiickoit Peaepaunu.
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MpuBeaeHHble Bbilwe TPeboBaHUA HOPMATMBHbLIX AOKYMEHTOB MO 3almTe MHGOPMAUMK AOMKHbI ObITb
oTpaxeHbl B MNonoKeHUAX 0 nogpasgeneHunsax YuperaeHus, ocywecteaawowmx obpabotky MNAH 8 UCMOH m
OO/IKHOCTHbIX MHCTPYKLUMNAX COTPYAHUKOB B YUpexaeHUN.

Heobxoammo BHecTn B [oN10XKeHMA 0 NogpasaeneHmax YupexaeHusa, ocylectsnstowmx obpabotry MAH
B8 WCNAOH cBeaeHnAa o6 OTBETCTBEHHOCTM UX pyKoBoAuTeNel W COTPYAHWUKOB 3a pasrjalleHne u
HEeCaHKLUMOHMPOBAHHYIO MoandMKaumilo (MckaxkeHue, danbcnuduKkaumio) MAOH, a TaKke 3a HenpaBomMepHoe
BMELLATEIbCTBO B MPOLECCHI UX aBTOMATU3NPOBAHHOM 06paboTKu.

9. CNUCOK UCNO/Ib30BaHHbIX UCTOYHUKOB

OcCHOBHbIMMU HOPMaTUBHO-MPaBOBbIMKU U MeTOAUYECKMMU AOOKYMEHTaMKn, Ha KOTOPbIX 633l/lpyeTCﬂ
HacToALllee MonoxkeHune aBaaoTCA:

depepanbHbii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIXx AaHHbIX» (aanee — d3 «O
NepCcoHasbHbIX AaHHbIX»), YCTaHaB/AMBAIOWMN OCHOBHbIE MPUHLMMbLI W ycnoBus obpaboTku MOH, npasa,
06A3aHHOCTN M OTBETCTBEHHOCTb Y4ACTHMKOB OTHOLLIEHMI, CBA3AHHbIX C 06paboTkon MAH.

MoctaHoBneHue [pasutenbctBa Poccuiickon @Pepepaumm ot 1Hosbpa 2012 r. Ne 1119 «06
yTBEpXKAeHUN TpeboBaHUI K 3almTe MepCoHabHbIX AaHHbIX MpU UX 06paboTKe B MHPOPMALMUOHHDIX
cUCTEeMax NepCcoHabHbIX AaHHbIX».

«MonoxeHne 06 ocobeHHOCTAX 06pPabOTKM MepPCoHaNbHLIX AaHHbIX, ocylwecTBasemon 6e3
MCMO/MIb30BaHNA CPeACTB aBTOMaTM3auuu», YyTBepKAeHHoe [locTaHoBieHnem [pasutenbctBa PO ot
15.09.2008 r. Ne 687.

«TpeboBaHMA K MaTepuaibHbIM HOCUTENAM BUOMETPUYECKMX NEPCOHAJbHbBIX AAHHbIX U TEXHONOTUAM
XPaHEHUA TaKWUX [aHHbIX BHE WHPOPMAUMOHHBIX CUCTEM MEPCOHA/bHbIX [AaHHbIX», YTBEPXKAEHHbIE
MocTtaHoBneHnem Mpasutenbcrea PO o1 06.07.2008 r. Ne 512.

HopmaTuBHo-meToaMYecKkMe AO0KyMeHTbl PepepanbHoi CAy»Kbbl MO TEXHMYECKOMY W 3KCNepTHOMY
KoHTponto Poccuiickon depepaumn (ganee - ®CTIK Poccum) no obecneveHuto 6esonacHoctn MOH npu mx
obpaboTke B UCMOH:

PekomeHaaumm no obecneyeHuto 6e30MacHOCTM NEPCOHA/NbHBLIX AaHHbIX MpuM WUX 06paboTKe B
MHPOPMALMOHHbBIX CUCTEMAX MEPCOHA/IbHBIX AAHHbIX, YTB. 3am. anpektopa OCTIK Poccmn 15.02.08 r.

OCHOBHble MeponpUATUA NO OpraHM3aLMK U TeXHUYEeCKoMy obecneyeHuMo 6e30NacHOCTU NepPcoHabHbIX
AaHHbIX, 06pabaTbiBaeMblX B MHPOPMALMOHHbBIX CUMCTEMAX MEPCOHaNbHbIX AAHHbIX, YTB. 3am. AMpeKTopa
®CTIK Poccum 15.02.08 r. (ACN)

basoBana mogenb yrpo3 6e30nacHOCTM NepPcoHanbHbIX AAHHbBIX NPWU MX 06paboTke B MHPOPMALMOHHbBIX
cMcTeEMax NepcoHanbHbIX AaHHbIX, YTB. 3am. anpektopa PCTIK Poccum 15.02.08 r.

MeToamnKa onpeaeneHus akTyalbHbIX Yrpo3 6€30MacHOCTM NepPCOHaNbHbIX AaHHbIX NPy UX 06paboTke B
MHPOPMALMOHHbBIX CUCTEMAX MEPCOHA/IbHbIX AAHHbIX, YTB. 3am. anpektopa PCTIK Poccmmn 15.02.08 r.
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MNnaH - nepeyeHb TeXHUUECKUX MeponpuaTnii no obecneueHnm 6esonacHoctn UCNA

K3

K2

K1

B noacucteme ynpasneHms 40OCTYNOM:

1 PeannsoBatb MAEHTUOMKALMIO MU MPOBEPKY NOLJMHHOCTU CyOBEKTOB A0OCTYNa NpPM BXOAE B OMNEPaLMOHHYHO
cuctemy WCMOH no naposito YC/IOBHO-MOCTOAHHOIO AEWUCTBUA, AJIMHOMA HEe MeHee WecTM OYKBEHHO- | + + +
LuMdpPOBbIX CUMBOJIOB;
2 PeanusoBatb uaeHTUOUKAUMIO TEPMMHANOB, TEXHUYECKUX cpeacts obpabotkm MAH, y3nos WUCMNAH,
KOMMbIOTEPOB, KaHaNOB CBA3W, BHewWwHMX ycTpolhcte UCMNAH no ux nornyeckum uMmeHam (agpecam, | - + +
HOomepam);
3 PeanusoBatb uaeHTUOMKAUMIO MPOrpaMm, TOMOB, KaTasioros, ¢ainnos, 3anuceil, nosen 3anucer no ) N N
MMEHaM;
4 PeannsoBaTb KOHTPOb 40CTYyNa CyObEKTOB K 3alUMLLIAEMbIM PECYpCam B COOTBETCTBMM C MATPULLEN A0CTYNa; ) N N
5 npu Hannumm nogkntodeHns UCMNOH K ceTam obwero nosb3oBaHUA LOMKHO NPUMEHATbCA MexkceTeBoe | He Huke 5- | He Huke 4- | He Huxke 3-
3KpaHUpOBaHMe. rO YpOBHA | O  YypOBHA [ ro  ypoBHA
3aLMLLEHHOC | 3aWwmLeHHoC | 3aWmLeHHOoC
™ ™ ™
6 Ons obecneyeHuns 6esonacHoro mexcetesoro B3anmogencremnsa B UCMNLOH ana pasHbix KnaccoB Heobxoaumo | He Huke 5- [ He Huke 4- | He Huxke 3-
nucnosb3osaTb M3 rO ypOBHA | O  YpPOBHA [ ro  ypoBHA
3alMLLEHHOC | 3aWwMLeHHOC | 3aWmLeHHOoC
™ ™ ™
I CpeAcTBO 3aLlWMTbI OT NPOrpPaMMHO MaTeMaTudeckux sosaenictamii (MMVIB):
1 PeanunsoBaTtb naeHTUPUKaLMIO N ayTeHTUOUKALNIO CYOBEKTOB AOCTyNa Npu BXo4e B CPeACTBO 3alUUTbl OT
NpPorpammHO mMatemaTtuyeckux Bosgericteuin (MMB) u nepen BbiNONHEHMEM MMM NOOLIX onepaumin no
ynpaBieHuto pyHKUMSMM cpeacTsa 3awmTbl oT MMB no naponto (MaM ¢ Ucnonb30BaHUEM MHOFO MEXaHM3Ma + . +
ayTeHTUdMKaLuMM) YCNOBHO-NMOCTOAHHOIO AEWCTBUS AJIMHOM He MeHee LWecTn OyKBeHHO-LUPPOoBbIX
CMMBO/OB;
2 OcyLwecTBNATb KOHTPO/b N0ObIX AENCTBUM CYOBEKTOB AOCTyna no ynpasneHutio yHKUMAMUM cpencTsa
3awmTbl oT [MMB TONbKO NOCNE NPOBEAEHUA €r0 YCMNEWHOM ayTEHTUPUKALNY; + + +
3 MpeaycmoTpeTb MexaHW3mMbl 610KMpPOBaHWMS AOCTyna K cpeactBam 3awmtbl oT NMMB npu BbINOAHEHUU
+ + +

YCTaHaB/IMBaAaeMOro YncCna Heyaa4HbIX NONbITOK BBOAA NApPOAA,
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Heobxogumo nposoantb wuaeHTUOUKauMio ¢aliioB, KaTasioroB, MPOrpamMMHbIX MOAY/elr, BHELWHUX
YCTPOWCTB, MCMO/Ib3YEMbIX CPeACTB 3aWmTbl oT [MVIB;

B noacucrteme perncrpaumm u yyera:

OcyulecTsnATb pernctpaumio Bxoda (Bbixoda) cybbekTa gocTyna B cuctemy (M3 cuctembl), ambo
PerucTpaumio 3arpyskM M MHUUMaAU3aLMKM ONEepaLmoHHON CUCTEMbl M ee MNPOorpaMMHOrO0 OCTaHOBa.
Permcrpaums BbIXoAa M3 CUCTEMbI MM OCTaHOBA HE NMPOBOAUTCA B MOMEHTbI annapaTypHOro OTK/IOHYeHMs
MCNAH. B napameTpax perucrpalMm yKasbliBaloTCA AaTa M Bpemsa BXoAa (BbixoAaa) cybbeKkTa AocTyna B
cucTemy (M3 cucTembl) UM 3arpysku (OCTaHOBa) CUCTEMDI;

MpoBOAMTb Yy4YeT BCEX 3aLMLLAEMbIX HOcuTesnel MHPOPMaLUM C MOMOLLLIO MX N0OOWM MApPKUMPOBKU U C
3aHeCceHWeM y4YeTHbIX JaHHbIX B }KYPHa (YYETHYHO KapTOuYKy);

MpoBoAnTb perncrpaumio Bxona/Bbixoda CybbEKTOB AOCTyNa B CPeACTBO 3awuTbl oT MMB, perncrpauuio
3arpysku M MHUUMAAM3ALMK 3TOTO CPeacTBa M ee MPOrpamMmMHOro ocTaHoBa. B mapameTtpax pervcrpaumu
yKasblBaeTca Bpemsa W p[aTa BxoAa/Bbixoga cybbekTa AocTyna B CPeACTBO 3awuTbl oT [MB wan
3arpysku/ocTaHoOBa 3TOrO CPeACTBA, A TaKXe MAeHTUdMKATOop cybbekTa AOCTyna, MHULMMPOBABLUErO
[aHHble AencTBuUS;

MpoBOAWUTb pPEerucTpaumio cobbiTMii MpoBepkM U obHapy:keHua [MB. B napameTpax pervMcrpaumu
YKa3blBalOTCA BPEMS WM gaTa MPOBEpPKUM WUAM obHapyxkeHus MMB, upeHTUdUKaTOp cybbekTa AocTyna,
WHUUMWPOBABLLErO AaHHble OEeWCTBUA, XapaKTep BbIMOJHAEMbIX [JEeUCTBMIA MO  MNPOBEPKe, TUN
obHapyXeHHOoM BpeaoHOCHOW nporpammsl (BI), pesynbTaT AencTBUit cpeacTsa 3aWwuTbl No 6J10KMPOBAHMULIO
MMB;

MpoBoOAWTb perncTpaumio cobbiTMin No BHEAPEHUIO B CPEACTBO 3awmTbl oT NMMB naketoB o6HOBAEHWUN. B
napameTpax perncTpaumm yKasbiBaloTcs Bpema U gata obHoBAeHWA, naeHTudUKaTop cybbeKkTa AoCTyna,
WHUUMMPOBABLLErO AaHHOE AENCTBME BEPCUA U KOHTPO/IbHAA CyMMa NakeTa 06HOBAEHUS;

MpoBoaWTb perucTpaumio cobbiTUit 3anycka/3aBeplweHns paboTbl Mmogynel cpeacTBa 3awmTbl oT MMB. B
napameTpax PeruvcTpauuu yKasbiBalOTCA Bpems M JaTta 3anycka/3aBeplieHus paboTbl, MAeHTUPMKaTOP
Moayns, waeHTudMKatop cybbekTa A0CTyna, MWHUMUMUMPOBABLIEro JAaHHOe AeicTBue, pesynbTaTt
3anycKa/3aBepleHuns paboTsbl;
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OONKHA MPOBOAMTLCA pPernctTpauma cobbiTUA ynpaB/ieHUs cybbekTom pgoctyna ¢GyHKUMAMKU CpeacTsa
3awmTbl oT NMMB. B napameTpax perucrpaumm yKasblBaloTCs BPpemsa U gaTa cobbiTMa ynpasaeHUa Kaxkaon
dyHKuMel, wnaeHTUdMKaTop M cneuymduKkauma  GyHKUMKW, unaeHTUPUKATOp CcybbeKkTa  A0ocCTyna,
MHULMNPOBABLUEro AaHHOE AelcTBUe, pe3y/ibTaT AeNCTBUs;

MpoBoAUTb perncrpaumio cobbiTUM NOMNbITOK 40CTyMNa NPOrpaMMHbIX CPeACTB K MOAYASM CPeACcTBa 3aLMTbl
ot [IMB vaun cneumanbHbIM N0BYLWKam. B napameTpax perMcTpaunm yKkasbliBatOTCA BpeMA M AaTa NOMbITKKU
[0CTyNa, naeHTMdUKaTop Mmoayns, naeHTndurkaTop n cneundmKkauma mogyns cpeacrea sawmtbl ot MMB
(cneunanbHoOM NOBYLIKM), pe3yabTaT NOMbITKM 4OCTYNa;

MNpoBoAUTb perncTpaumnto cobblTUin oTKaTa AnAa cpencTsa 3awmTbl oT [MMB. B napameTpax perucrpauyum
yKa3blBalOTCA BPeMs M AaTta cobbiTma OTKaTa, cneunduKauma SencTBUMIA OTKaTa, naeHTuduKatTop cybbekta
[0CTyna, MHULMUPOBABLUErO AaHHOE AeCTBUE, pe3ybTaT AeACTBUSA;

10

Ob6ecneunTtb 3aWNTY OaHHbIX pernctpauynm ot X YHUHTOXKEHUA Nan MO,D,Md)MKaLI,VIM HapywutTenem,

11

Peann3oBaTb MexaHM3Mbl COXPAHEHWUA OAHHbIX PErMCTPaALMKM B C/IyYae COKPALLEHUS OTBEAEHHbIX Mog, HUX
pecypcos;

12

PeannsoBaTb mMexaHM3Mbl NPOCMOTPA W aHa/iM3a AaHHbIX PErucTpaumMmM U ux GuUAbTPaLUM No 3agaHHOMY
Habopy NnapameTpos;

13

MpoBoAWTb aBTOMATUYECKUIA HENPEPbLIBHbIN MOHUTOPUHI COBbITUIA, KOTOpblE MOTYT ABAATLCA MPUYMHOM
peanusauun NMB (co3gaHue, peaakTMpoBaHWe, 3aNUCb, KOMNUAALMA 06 BEKTOB, KOTOPbIE MOTYT COAEPKaTb
BM).

14

Peanv3oBaTb MexaHW3M aBTOMaTMYECKOrO aHanu3a AaHHbIX perucTpauum no wabsoHam TUMOBbIX
npoasneHnin MMB ¢ aBTOMaTMYECKMM WX OBNOKMpOBaHMEM W yBeAOMAEHWEM agMWHUCTpaTopa
6e3onacHoOCTH;

15

MpoBoaMTb HECKONbKO BWAOB yyeTa (aybavpytowmx) ¢ peructpaumeit Bblgaum (npuema) Hocutenemn
MHpopmaumm;

16

OcylwecTBnATb pernucrpauuio BxoAa (BbixoAa) cybbekToB pgocTyna B cucTemy (M3 cuctembl), nnbo
perucTpaums 3arpyskm 1 MHULMAAM3aLMM ONepPaLMOHHOM CUCTEMDI.
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17

OcyllecTBNATb PerucTpaLmio BblAauM nedaTHbIX (rpaduyecknx) AOKYMEHTOB Ha «TBepAaylo» Konuio. B
napameTpax perucTpalmm yKasbiBaloTca (gata v Bpems Bblaaun (obpalieHuns K noacuctemMe BbiBOAa),
cneunduKkauma  yCTPOMCTBA BblgadyM — JornMyeckoe umA (Homep) BHELWIHEro YCTPOWCTBA, KpaTKoe
cogeprkaHue (HammeHoBaHWe, BuA, WKOP, KoA) W  YpOBEHb KOHOMAEHLMANbHOCTU [OKYMEHTa,
naeHTUdMKaTop cybbeKTa A0CTyNa, 3anpoCMBLIETO AOKYMEHT;

18

OcyllecTBNATb  perucrtpauuio 3anycka (3aseplleHns) nporpamm M npoueccos (3aAaHuii, 3amau),
npegHasHavyeHHbIX gn8 06paboTKM 3awmLaembix pannos. B napameTpax perucrpaLmm ykasbiBatoTca gata u
BpemMsa 3anycka, umsa (MaeHTudukaTop) nporpamMmbl (npouecca, 3afdaHudA), uaeHTUdMKATOp cybbekTa
A0CTyna, 3anpocuBLLEro Nporpammy (npouecc, 3agaHue), pesynbTaT 3anycka (yCnewHbli, HeycnewHblid —
HECaHKLMOHUPOBAHHbI),

19

OcyLecTBAATL PErUCTPaALMIO MOMbITOK AOCTyNna MNpPOrpaMmHbIX CPeacTB (Mporpamm, MpoLeccos, 33jad,
3ajaHui) K 3awmwaembim ¢darnam. B napamerpax perMcrpaLMM yKasblBalOTCA AaTa M BPeMs MOMbITKK
JocTyna K 3awuvuwiaemomy daily € yKasaHMem ee pesyabTata (ycrmewHas, HeycnewHas —
HeCaHKLUMOHUPOBaHHas), aeHTUdUKATOp cybbeKTa focTyna, cneumdurKauma sawmuiaemoro ¢painna;

20

OcyLWecTBATbL perncTpaumio nonbiTOK A0CTyna NPOrpaMMHbIX CPeACTB K cledyloWwnmM AO0NONHUTENbHbIM
3alWmWaeMbiM 06beKTaM A0CTyna: TepmMuHanam, Komnblotepam, yanam cetu UCNAOH, nMHuam (KaHanam)
CBA3M, BHEWHUM YCTPOMCTBAM KOMMNbIOTEPOB, NporpamMmmam, ToMaM, KaTanoram, ¢paiinam, 3anmcam, Noasm
3anuceil. B napameTpax perncTpaummn ykasbiBaloTcA AaTa M Bpema MOMbITKM A0CTyna K 3alluiliaemMomy
06BEKTY C yKasaHMeM ee pesysibTaTa (ycnelwHas, HeycnelwHas — HecaHKLMOHMPOBaHHas), naeHTuduKaTop
cybbekTa gocTyna, cneumduKaums 3allmaemoro obbekTa — ormyeckoe MMmsa (Homep);

21

MpoBOAMTb y4YeT BCEX 3aMLLAEMbIX HOCUTENEN MHPOPMALMM C MOMOLLBIO UX MAaPKMPOBKM U C 3aHECEHUEM
YYETHbIX AaHHbIX B XKypHa (Y4eTHYI0 KapTOuYKy);

22

OcyLwecTBnaTb 04YUCTKY (0BHyneHne, obesnmMumBaHMe) ocBObOXKAAeMbIXx obnacTeli onepaTMBHOW NamATU
KOMMNbIOTEPOB M BHELIHUX HaKkonuTenei. OUMCTKa OCYLLECTBAAETCA OAHOKPATHOW NPOM3BO/IbHOM 3aMUChIO B
ocBoboXkgaemyto 061acTb NAaMATU, paHee UCNONb30BaHHYIO AN XPaHEHMA 3alMLaemMblX 4aHHbIX (Ppalinos,
nHdopmaumm);

B noacucrteme obecnevyeHus LL€NIOCTHOCTU:
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Obecneyntb LENOCTHOCTb MPOrpammHbIX cpeacTB 3awmTtbl B coctaBe C3M[H, a TakXe HEeU3MeHHOCTb
nporpammHon cpegbl. Mpu 3TOM LLEIOCTHOCTb CPEACTB 3aluMTbl MPOBEPAETCA MPU 3arpy3Kke cCUcTeMbl MO
HanuMumo  uMeH (naeHTMdMKaTopoB) KomnoHeHT C3MAH, UeNoCTHOCTb MPOrpamMmMHON  cpeabl
obecneymBaetcs otcytctBnem B UCTMAH cpeacTs pa3paboTKu 1 oTiagKku Nporpamm;

Ocyulectsnatb pusmnveckyto oxpaHy UCMAH (ycTpoicTe n HocuTenei nHpopmaumm), npeaycmaTpmsarolLias
KOHTpO/sb goctyna B nomeweHnAa WUCMOH NOCTOPOHHUX AWUL, HanAMuMe HaLEeXHbIX MNPenATcTBUIA AnA
HeCaHKUWMOHMPOBAHHOIO NPOHMKHOBEHMA B nomeleHna NCMNAH 1 XxpaHuauwe Hocutenein MHpopmaumnm;

MNpoBoauTb Nepuoanyeckoe TecTupoBaHue ¢yHKumn C3MNAH NpyM U3IMEHEeHMM NPOrpammHON cpeapl U
nepcoHana NCIAH c nomoLbio TeCT-NPOrpamm, UMUTUPYIOLWMX NonbITku HCA;

AOJIXKHbI 6bITb B Ha/IMUMKM cpeAacTBa BoccTaHoBAeHMA C3MAH, npeaycmaTtpusatowme BegeHue AByX Konui
NPOrpamMmHbIX CpPeacTB  3aWwuTbl  MHbOPMaLMM, WX Nepuoanyeckoe OBHOBAEHWE U KOHTPO/b
paboTtocnocobHoCTY;

MpoBogMTb NPOBEPKY LENOCTHOCTM MoAayfeir cpeacTBa 3awutbl oT MMB, HeobxoauMmbIX ANA ero
KOPPEKTHOTO GYHKUMOHNPOBAHUA, NPW €ro 3arpyske ¢ UCNosb30BaHUEM KOHTPOJIbHbIX CYMM;

ObecneuynTb BO3MOXHOCTb BOCCTAaHOB/IEHUA cpeAcTBa 3almTbl oT MMB, npegycmaTpuBalollas BegeHue
ABYX KOMUI NpOrpaMMHOro CpPeAcTB 3aluTbl, ero nepuvoaMyeckoe OBHOBNEHWE U KOHTPO/b
paboTocnocobHoCTY;

PeannsoBatb MexaHM3Mbl npoBepKN LENOCTHOCTN NaAKeToB obHOBNEHNI cpeancrtea 3aWuTbl OT NVIB ¢
MCNoN1b30BaHNEM KOHTPOJ/IbHbIX CYyMM;

MpoBoauTb pesepBHOe KonupoBaHue MAH Ha OTYy:KAaemMble HoCUTeNN MHPOopMaLUu;

B noagcucrteme aHTMBMpyCHOﬁ 3alnThbI:

MpoBoANTb aBTOMATUYECKYHO NPOBEPKY Ha Hannume Bl naum nocneacteunii MMB npu nmnopte 8 UCMAH Bcex
NPOrpamMMHbIX MoZyNnenh (NPUKNaZHbIX MPOrpamm), KOTopble MOryT coaep:katb BIl, mo ux TUnosbim
WabsoHaM U C MOMOLLbIO 3BPUCTUYECKOIO aHaNN3a;

PeannsoBaTb mexaHM3Mbl aBTOMAaTUYECKOro 6!10I-(MpOBaHMFI O6Hapy)-KeHHbIX BMM nytem ux ypaneHua wms3
NpPOorpamMmmMHbIX Mop,yneﬁ NN YHUYTOXKEHUA;
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PerynapHo BbINOAHATL (MpyM nepBom 3anycke cpeAcTs 3awuTtbl MAH ot NMMB U c ycTaHaB/iIMBaemoi
NepuoANYHOCTBIO) MPOBEPKa Ha NpeaMET Hannuusa B HUX BIT;

LJonKHa nHuummposaTbCa aBTomaTnyeckaa nposepka UCMNAOH Ha npegmeT HannumA Bl npu BbliABAEHUMU
¢dakra MMB;

PeannsoBaTb MexaHM3M OTKaTa 4/1A YyCTaHaB/MBAEMOr0 YMCNa onepaunii yaaneHus BN us onepatMsHoOM nau
NOCTOAHHOM NamATH, M3 NPOrPaMMHbIX MOAYAEN U NMPUKAALAHbLIX NPOrPAMM MAM NPOrPaMMHbIX CPEACTB,
cogeprkawmx BIl.

JononHutensHo B8 WCMAH A[o/mKeH NPOBOAUTLCA  HEMNpPepbiBHbIA  aBTOMATUYECKUMIA  MOHUTOPUHT
MHOOPMaLMOHHOIro 06MeHa C BHELUHEN CEeTbIO C LLe/1blo BbiABaeHwmA BIT.

\

KoHTponb otcytcTtema HAB B MO C3U

Ona nporpammHoro obecnevyeHus, UCNOAb3YEMOro Npu 3awmte MHbopmauumn B UCMAOH (cpeacts 3alumThbl
uHoopmaumm — C3M, B TOM umcie M BCTPOEHHbIX B 06LECUCTEMHOE M MNPUKNAAAHOE NPOorpammHoe
obecneyeHune — M0), gonskeH 6bITb 0becneyeH COOTBETCTBYIOWMIA YPOBEHb KOHTPOA OTCYTCTBUA B Hem HAB
(He peKknapupoBaHHbIX BO3MOXKHOCTEN).

Vi

O6HapyxeHue BTopKeHnn 8 UCMOH

ObHapyKeHue BTOpPXEHUI [OMKHO obecneymBatbCa MyTeM MCNOAb30BaHMs B coctase WCMNAH
NPOrpamMmmMHbIX UM NPOrpamMmHO-annapaTHbIX cpeacTs (cuctem) obHapy»keHua BTop:keHnin (COB).

H606XO,D,VIMO 06s3aTenbHOe MCNONAb30BaHUE CUCTEMbI 06Hapy)KEHl/I‘il ceTeBbiX aTakK, uUcCnoJb3ywouimne
CUTHATypHblE METOAbI aHA/IN3a

H606XO,D,VIMO 06s3aTeNbHOe MCNONb30BaHUE CUCTEMbI O6Hapy)'KEHMFI ceTeBbiX aTakK, uUcCnoJsb3ywouimne
CUTHATYypHbIE METOAbl aHAa/IM3a U METObl BblIABNEHUA aHOManNui

VIl

3awmTta UCMNAn ot NM3IMUH

Ona obpabotkm wuHPopmauum Heobxoaumo wucnonb3osate CBT, yposnetsopsAlowme TpeboBaHUAM
cTaHpapToB Poccuitickot ®degepaumn NoO  3NEKTPOMArHUTHOW COBMECTMMOCTM, Mo 6e3onacHocTn WU
3proHoMMYeckMm TpeboBaHMAM K cpeactBam OTOOparkeHUs MHOOPMaLMM, MO CAHUTAPHbIM HOPMaM,
npeabaABAfAeMbIM K BuaeoaUCNNAENHbIM TepMUHanam MN3IBM (Hanpumep, TOCT 29216 91, FOCT P 50948-
2001, FOCT P 50949-2001, FOCT P 50923 96, CaHlnH 2.2.2.542 96).

OueHKa cootseTcTBusa UCMNAH TpeboBaHuam 6esonacHocTy NAH

MpoBecTn 06s3aTeNIbHYIO cepTUPUKaLmIo (aTTecTaumio) no TpeboBaHUAM 6e3onacHOCTM HPOPMaLUK;
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2 [eKknapupoBaTb COOTBETCTBME WAM 0b6sA3aTesbHY0 cepTudMKaumMio (aTTectaumio)
6e3sonacHOCTM MHPopMaLMK (NO peLLeHuIo onepaTopa);

no TpeboBaHUAM

Mpumeyanune: Ana UCNAOH 4 kKnacca nepevyeHb meponpuaTMini no 3awmrte MAH onpeaenseTca B 3aBUCMMOCTM OT yulepba KOTopbIN MOXKET O6biTb HAHECEH B CeACTBUM

HEeCaHKLUMOHNPOBAHHOrO AW HenpeaHamepeHHoro goctyna K MNAH.

CornacoBaHo:
Aenonpoussoantens CenesHeBa BaneHTnHa bopucosHa
3aBeAyoLWmMii X03CTBOM KacaTknHa UpwuHa PagucnasoBHa
CTapLIMi BOCNUTaTENb MapTtbiHOBa EBreHuna BnagnmmposHa
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Jluct o3HakomneHus ¢ MNonnuTrukon nHPopmaLMoHHoM be3onacHoCTH

Neo (oJ7[e] LJOonXKHOCTb [ata Mopgnucok
n/n

1 CenesHeBa BaneHTnHa bopucosHa aenonpounssogutenn

2 KacaTkmHa UpuHa PagucnaBoBHa 3aBeAyoLLNN XO351MCTBOM

3 MapTbiHOBa EBreHuna BnagmmmposHa CcTapLwui BoCcnuTaTe b
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