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NH®OPMALMNOHHASA ITAMSTKA
JJIS OBYHARKOIUXCA 1JISA PASMEINEHUAHA OPULIUAJIbBHBIX UHTEPHET -
PECYPCAX
C KaXIpIM rOJIOM MOJIOZIEKU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKU OJHU U3 CaMBbIX
AaKTUBHBIX IOJIb30BaTeNne Pynera. Mexay TeM, MOMUMO OTPOMHOIO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U MPOOJIEeMBbl. JTa NamMsATKa J0DKHA IOMOYb TeOe 6e301acHo
HAXOJUTHCSI B CETH.

KomMmmbroTepHbie BUPYCHI
KoMmbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTh KOMIBIOTEPHBIX MPOTPamMM, OTIMYUTEIHHOM

0COOCHHOCTBIO KOTOPOH SIBISIETCSI CIIOCOOHOCTh K Pa3MHOXKCHMIO. B jomonHeHne k 3TOMYy,
BUPYCbl MOT'YT MNOBpPCAUTH UKW TIOJHOCTBKO YHUUYTOXHUTHL BCC (I)aﬁHBI U JOAaHHBIC,



MIOAIKOHTPOJIbHBIE MOJIB30BATEN0, OT UMEHU KOTOPOTO ObLIA 3allyllieHa 3apa)K€HHas IporpaMma,
a TaKkKe TOBPEIUTh WIM )K€ YHHUUYTOXKUTH ONEPALMOHHYIO CHUCTEMY CO BCeMHU (Qaiimamu B
11e710M. B 60IpIIMHCTBE CiydaeB paclpOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToap! 3aMIUTHI OT BPEOHOCHBIX MMPOTPAMM:

1. Mcnonp3yii COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3AILMTHI
OT BPEIOHOCHBIX MTPOTPaAMM;

2. TlocrostHHO ycTaHaBnmuBaik mayTH (UMQPOBBIE 3amaTkv, KOTOPHIE aBTOMATHUECKH
YCTQHABJIMBAIOTCS C LENbI0 TOPAaOOTKHM TPOTPaMMBI) W Jpyrue OOHOBJICHHUS CBOCH
omiepariMoHHOM crctembl. CkauMBaii X TOJBKO ¢ o(uIMaIbHOTO caiita paspadotunka OC. Ecmu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIFOYH €T0;

3. Pabotaii Ha CBOEM KOMIIBIOTEpE MO [TPaBaMH MOJI30BATENs, a HE aIMUHUCTpATOpa. JTO HE
II03BOJIUT 60J'IBIJ_II/IHCTBy BPCOOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCSA HA TBOCM IMCPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonp3yil aHTHBMPYCHBIE IPOTPaMMHBIE IPOAYKTHI HW3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb PU3MYECKHI JOCTYN K KOMITBIOTEPY IS MOCTOPOHHUX JIHII;

6. Vcrosp3yli BHEIIHME HOCUTENW WHGpOpMANMU, Takue Kak (uiemka, AMCK Wi (aidn u3
WHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOUHUKOB,;

7. He oTKpbIBail KOMITBIOTEPHBIC (DaiiiIbl, MTOyYCHHBIC U3 HEHAJCKHBIX MCTOYHHMKOB. [lake Te
(aiisel, KOTOPBIE IPHUCIAT TBOM 3HAKOMBIN. JIydIie yTouHU y HETO, OTIPABIUI JIU OH TeOe MX.

Cetun WI-FI

Wi-Fi - 5170 He BUJ niepenaun JaHHBIX, HE TEXHOJIOTHSI, a BCETO JUIIh OpeHn, mapka. Eme B 1991
rojay HUIEpJIaHACKass KommaHus 3apeructpupoBana Opern "WECA", uyrto o0003Hauano
coBocouetanue "Wireless Fidelity", koTopslii mepeBoauTCst Kak "GeCpoOBOIHAS TOYHOCTH .

Jlo Hamero BpeMEeHHM IOmuIa aApyras abOpeBuaTypa, KOTOpas SBISETCS TAKOW e TEXHOJIOTHEH.
Oto abOpesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAHIAPT BBHICHICH
3ByKOBO# TexHUKH Hi-Fi, 4To B mepeBoe o3Ha4yaeT "BhICOKAst TOYHOCTH'.

Jla, OecriaTHBI MHTEPHET-IOCTYNl B Kade, OTeNsiX M adporopTax SBISETCS OTIMIHOU
BO3MOIKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCIIEpPTHI CYMTAIOT, YTO 00menocTymnHbie Wi-
Fi cetu He siBisirOTCSt 6€30TIACHBIMHU.

Coetsl o 0€301macHOCTH PabOTHI B 00MIENOCTYIHBIX ceTax Wi-fi:

1. He nepenasaii cBoro JmuHyro wHPOpMaImio yepes obmenoctynasie Wi-Fi cetu. Paboras B
HHUX, KCJIATCIbHO HC BBOAUTH MApOJIM AOCTYIIAa, JIOTUHBI U KAKHUC-TO HOMCPA,

2. Hcnonp3yil v OOHOBISIM aHTUBUPYCHBIE MporpamMMmbl M Opanamayep. Tem caMbIM Tbl
obe3omacunib ce0s 0T 3aKa4KU BUpYyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnonp3oBannu Wi-Fi otkmroun Gynaknuro "OOmmii gocTym k ¢aiiam v npuHTepam'.
Jannast (yHKIMS 3aKphITa 10 YMOJTYAHWIO, OJTHAKO HEKOTOPBIC MOJIH30BATEIN AKTUBHPYIOT €€
1t ynoOCTBa UCTIOJIb30BaHUs B paboTe win yueoe;

4. He ucnosp3yit myonuunsiii WI-FI nns nepenauu JMYHBIX JaHHBIX, HAIPUMEpP AJIs BBIXOJa B
COLIMAJIBHBIEC CETH UJIU B 3JICKTPOHHYIO I0YTY;

5. Ucnonp3yit Tonpko 3anmmieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-anpeca BBoIM uMeHHO "https://";

6. B MmobunsHOM Tenedone otkimoun ¢ynknuio "Tlogkmoyenne k Wi-Fi apromatudecku'". He
JOITyCKall aBTOMAaTUYECKOTO TIOKITFOUYCHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coracusi.

CoumanpHbIlE CETU

ConuanbHbple CETHM aKTMBHO BXOJAST B Hallly >KM3Hb, MHOTHME JIIOAU PabOTalOT U KUBYT TaM
noctossiHHO, a B Facebook yxke 3apermcTpupoBaH MuwIMaps 4eNIOBEK, YTO SIBISIETCS OXHOM
CeIpMOM BCEX JKUTENEH IIaHeTsl. MHOTHE TMOJbh30BATENM HE MOHUMAIOT, 4TO WH(pOpManus,
pa3MelleHHasi UMH B COLIMAJIBHBIX CETSAX, MOXKET ObITh HaliZIeHa U HUCIIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIE HE 0053aTENIBHO ¢ OJIaruMy HaMEPEHHSIMU.

OCHOBHBIE COBETEI IT0 OE€30TIACHOCTH B COLIMAJIBHBIX CETAX:

1. Orpanuup cnucok apy3el. Y TeOs B Ipy3bsiX HE JOJDKHO OBITh CIydallHBIX U HE3HAKOMBIX
JTIOICH

2. 3amuiuaid cBOIO 4YacTHYHO >kM3Hb. He ykaspiBail mapouiu, TenedoHsl, agpeca, JaTy TBOETO
POXKACHUSA M APYTYIO JIMYHYIO WHGOpPMAIMIO. 3JI0YMBINIJICHHUKA MOTYT HWCIOJb30BaTh Hae
MH(POPMAIIHIO O TOM, KaK Thl M TBOM POIUTEIH TUTAHUPYETE TIPOBECTH KAHUKYIIBI;

3. 3ammiai CBOIO PEMyTAIMIO - JEPKH €€ B UMCTOTE M 3a/aBail ce0e BOMPOC: XOTEN OBl ThI,
9TOOBI IPYrue TOJI30BATEIM BUIEIH, YTO Thl 3arpyxkaemb? Ilomymail, mpexae 4yeM 4To-TO
OMyOJIMKOBATh, HATTUCATH U 3aTrPY3UTh;

4. Ecnu Tl TOBOPHUIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YyH CBOE pEaJbHOE UMS U
APYryIo JUYHYIO0 WHPOPMAIMU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObI U Mpovee;

5. N3berait pasmemenus ¢otorpaduit B MHTEepHETE, rIe Thl M300paK€H HA MECTHOCTH, IO
KOTOPOI1 MOXHO OTPEIEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanyu B COIMAJIBHOM CETH HEOOXOJAMMO WCIIOJIH30BATh CIIOKHBIC MAPOJIH,
cocTosume U3 OyKB ¥ (P ¥ C KOJTUIESCTBOM 3HAKOB HE MEHEE §;

7. Jlns couuanbHOM CETH, MOUTHI U IPYTUX CAWTOB HEOOXOAMMO MCIIOJIb30BATh PA3HbIE MAPOJIH.
Torna ecnu Te€0s1 B3J0MAIOT, TO 3JI0YMBIIIJIEHHUKY TOIY4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE cpasy.

DJIEKTPOHHBIE JICHBTU

ONEKTPOHHBIE JI€HBI'M - 3T0 OYE€Hb YHAOOHBIM CHOCOO TIJIATEXKEW, OJHAKO CYLIECTBYIOT
MOIIICHHUKHU, KOTOPBIC XOTAT NOJIYYUTb OTU NCHBI'U.



9J'I€KTp0HHBIG JCHbI'M IIOABUINCH COBCEM HCAABHO MW HMMCHHO M3-3a O5TOTO BO MHOTHX
rocyaapCrBax A0 CUX 1OpP HEC INpPONMCaHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHHMPYIOT M O HUX )K€ MPOIMCAHO B 3aKOHE, TJI€ MX Pa3ACisIOT Ha
HECKOJIBKO BHUJIOB - aHOHMMHbBIE U HE aHOHUMHBbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3pemaercs MPOBOAUTH OINEpanuu 0e3 WACHTU(HUKAIMM II0JIb30BaTeNsl, a B
HEAHOHUMHBIX UICHTH(PHUKAINS TOJIH30BATENS SABISIETCS 0053aTEIBHOM.

Taroke crnemyeT pa3nuyarh JIEKTPOHHBIC (PMATHBIC IEHBTH (PABHBI TOCYIapPCTBEHHBIM BAJIOTaM )
U 2JICKTPOHHBIC He()MaTHBIC JCHBIH (HE PaBHBI TOCYJapPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 OE30MaCHON PabOTE C ANEKTPOHHBIMU JAEHbIAMU:

1. IlpuBsxu K cueTy MOOWIBHBIN TeneoH. DTO caMmblii yHOOHBIM W OBICTPBHIN CHOCOO
BOCCTAHOBUTH JOCTyn K cueTy. [lpuBsi3aHHBI TeneoH IMOMOXKET, ecnu 3a0yaemsb CBOU
IJTIATEKHBIN NapoJib WK 3aiACIIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnone3yit omHOpa3oBsie mapoiu. [locne mepexona Ha YCHIIGHHYIO aBTOpU3aLMIO TeOe yxe
He OyIeT yrpoXkarh OTIACHOCTh KPaXKH MJIH MIEPEXBaTa MIATSKHOTO MapoJis;

3. Boibepu cioxHbiii naposb. [IpecTtynHukaMm OyAeT He MPOCTO YraaaTh CIIOXKHBINA MapoJib.
HanexxHble mapoay - 3T0 1apoJiv, KOTOPbIE COAEPKAT HE MEHEe 8 3HAKOB U BKIIIOYAIOT B CeOs
CTPOYHBIC U TIPOTIMCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHUMBOJIOB, TaKME KaK 3HAK J0JUIapa,
(yHTa, BOCKIMLATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.
DJIEKTPOHHAs TI0YTa

ONEeKTpOHHAs NOYTa - 3TO TEXHOJOIMS U MPENOCTaBISEMBbIE €0 YCIYTH IO MEpPEChUIKE U
MIOJIYYEHHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOpBIE pacHpeAcisioTCs B KOMIBIOTEPHON CETH.
OO6b14HO ANIEKTPOHHBIM ~ TOYTOBBIM  SIMIMK  BBINJISIAUT cienyomuM  oOpas3om:
UMS_TIOJIB30BATEeNA(@UMs_TOMEHa. Takke KpoMe Tepenadyd MpoCTOro TEKCTa, WMEEeTCs
BO3MOIKHOCTb ITepeaBaTh (paiibl.

OcHOBHBIE COBETHI 10 OE30TIACHON PabOTE C ANEKTPOHHOU MOYTOM:
1. Hamo BbIOpaTh NpaBWIBHBIM IMOYTOBBIM cepBuc. B uHTEpHETE €CTh OrpOMHBIA BBHIOOP
OeCIUTaTHBIX MTOYTOBBIX CEPBUCOB, OJJHAKO JIYYIIE JOBEPSTHh TEM, KOTO 3HACIIb M KTO IEPBHIN B

pEUTHHre;

2. He ykaspiBaii B JM4HOW mouTe nUuYHy0 uH(popManmio. Hanpumep, myume BbIOpaTh
"My3bIKanbHbIN (haHaT@'" wm "pok2013" BmMecTo "Temal3";

3. Mcnonp3yil IBYX3TamHyl aBTOpU3ALMIO. JTO KOT[a MOMHMO MHapoJisi HYKHO BBOJIUTH KO[,
npucbUIaeMbiil o SMS;

4. Be1bepu CIOXKHBIN Taposib. JIJIsi KaKI0TO MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOW HAICKHBIMU,
YCTOMYMBBIM K B3JIOMY I1apOJIb;

5. Ecaum ectp BO3MOMKHOCTH HAmucaTb CaMOMY CBOM JIMYHBIA BONPOC, HCHOJB3YM 3Ty
BO3MOJKHOCTB;



6. Mcronp3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhIil 11s1 4acTHOM MEPENMCKU C agpecaTaMu,
KOTOPBIM ThI IOBEpsI€Ib. DTO 3JIEKTPOHHBIN aJlpec HE HAJ0 MCIOJIb30BaTh IIPU PETUCTPALIMU HA
dopymax u caifTax;

7. He oTkpbiBaii (pailyibl M APyrue BIIOKEHUS B MUCHhMAaX, JaXE €CIIM OHU TPUIILIA OT TBOUX
apy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3Tu (paiiisr;

8. Ilocrme oxoHuaHMsT PabOTHI HAa TIOYTOBOM CEPBHCE TEpEXN 3aKPHITHEM BKJIAIKU C CATOM He
3a0ynp Haxarh Ha "Beriitu".

KubepOymnuHr wim BUPTYyaTbHOE U3ACBATEIHCTBO

KubepOynnuHr - mnpecienoBaHuE COOOMICHUSMH, COICPXKAIIMMHU OCKOPOJICHMsS, arpeccuio,
3aIyTUBAHNEC; XYJIUTAHCTBO; CONMAIBHOE OOMKOTUPOBAHHME C TIOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpPBHUCOB.

OcHoOBHBIE COBETHI 110 OOPHOE C KNOEPOYIITUHIOM:

1. He 6pocaiica B 60ii. Jlyamuii cioco0: mocOBETOBaThCSA Kak ce0si BECTH M, €CJIM HET TOTO, K
KOMYy MOXHO OOpaTUThCs, TO BHA4YaJleé YCIOKOUTHCA. EciaM Thl HayHENb OTBEYaTh
OCKOPOJICHUSMHU Ha OCKOPOJICHUS, TO TOJIBKO eIie OOJIbIIe pa30kKKemb KOH(IMKT;

2. Ympasisiit cBoelt kubeppenyraumei;

3. AHOHUMHOCTbH B ceTi MHUMasi. CyIECTBYIOT CIIOCOOBI BBISICHUThH, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He cTOWT BECTHM XyIMTaHCKHI 00pa3 BUPTYaIbHOH XU3HHU. VIHTEpHET (PUKCUpPYET BCE TBOU
NEUCTBUS U COXpaHIET UX. Y JAIUTh UX OyIeT KpallHe 3aTpyAHUTEIBHO;

5. Cobmroait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyil emuHuuHblii HeraTuB. OnHOpPa30BbIE OCKOPOMTENBHBIE COOOLICHMS JIydllle
urHopupoBaTh. OOBIUHO arpeccusi MPEeKpallaeTcsi Ha Ha4aJIbHOM CTaanuy;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B COLIMAIBHBIX CETSIX
€CTh BO3MOYKHOCTH OJIOKMPOBKH OTIIPaBKU COOOILIEHUI C OTIPEEIIEHHBIX aIpECOB;

8. Ecimu T cBUmeTens kuOepOy/ummHra. TBOM NEHUCTBUS: BBICTYNUTH MPOTUB MPECICIOBATENS,
MOKa3aTh €My, YTO €ro ICUCTBUS OLIEHHWBAKOTCS HETATHBHO, MOIAEPKATh JKEPTBY, KOTOPOU
HY)KHa TICUXOJIOTMYECKAsi TIOMOIIb, COOOMIUTH B3POCIBIM O (haKTe arpecCUBHOTO IOBEICHUS B
CeTH.

MooOunbHbI TenedoH

CoBpemMeHnHble cMapT(HOHBI U IUIAHIIETHI CONEPXKAT B ceO€ BIIOJIHE B3POCIHBIM (PYHKIIMOHAT, U
TENepb OHU MOT'YT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMU KoMIbloTepamu. OnHako, CpencTB
3aIUTHl AJIs NMOJOOHBIX YCTPOWCTB MOKAa OYEHb Maio. TecTUpOBaHUE U MOMCK YA3BUMOCTEH B
HUX TPOMCXOIUT HE TaK MHTEeHCUBHO, kKak ans IIK, To ke camoe kacaercss M MOOWIBHBIX
MPUIIOKECHUH.



CoBpemeHHbIe MOOMIIbHBIE Opay3ephl yXKe MPAKTUYECKU JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacmupenue GyHKIIMOHAIA BICUET 3a CO00M OOJBIITYIO CIIOKHOCTh M MEHBIIYIO 3AIUIIICHHOCTD.

Jlaneko HE BCE TMPOU3BOIUTEIN BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHUCCKUC
YSA3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIsi 6€30MACHOCTH MOOWIIBHOTO TeneoHa:

Huuero He sBisiercs mno-HacTosiieMy OecruiaTHBIM. bynab ocToposkeH, Benp Korjga Tebe
IpeiaraT OecIyIaTHbI KOHTEHT, B HEM MOT'YT OBITh CKPBITBI KAKUE-TO IIJIaTHBIE YCIYTH;

Hymaii, mpexxae yem oTrnpaButb SMS, ¢oto mimm Bunmeo. Thl TOUHO 3HAENb, TIAe OHU OyIyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATE ONIEPALIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;
Hcnonp3yit aHTUBUPYCHBIE ITPOTPAMMBI JJIs1 MOOWIBHBIX TENC(OHOB;

He 3arpy>1<ai’1 OPpUIOKCHUA OT HCU3BCCTHOIO HWCTOYHUKA, BCAb OHHM MOTYT COACPKATH
BPCAOHOCHOC NIPOTPAMMHOC 06CCHC‘ICHI/IC;

ITocne TOro Kak ThI BBIMACHIH C CaliTa, TI€ BBOIIII JIMIHYIO WH(OPMAIUIO, 3aii 11 B HACTPOMKH
Opaysepa u ynaim cookies;

IIepnoanuecku npoBepsi, KaKue IUIATHBIC YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMEpP MOOWJIBHOTO TeseOoHA TOJBKO JIFOISAM, KOTOPBIX THl 3HACHIb M KOMY
TOBEPSEIID;

Bluetooth momkeH OBITH BBIKIIFOYEH, KOTZIA ThI UM HE TOJb3yemibcs. He 3a0biBaii mHOTHA
MPOBEPATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAITH-UTPBI - 9TO KPAaCOYHBIE, 3aXBaThIBAIOIINE Pa3BICUCHUs, 00bEIMHAIONINE
COTHHU ThICSY YEJIOBEK MO BceMy MUpY. Urpoku uccienyroT gaHHbIi UM MUp, O0OIIAIOTCS APYT C
APYroM, BBINOJHSIOT 3aJaHUsl, CPaXKarTCsl ¢ MOHCTPAMHU U IOJIy4aroT OMBIT. 32 YIOBOJIbCTBUE
OHM IIATAT: MOKYMAIOT IUCK, OTUIAYMBAIOT ADOHEMEHT UJIM MPUOOPETAIOT KAKUE-TO OTILUH.

Bce 3t cpeacrBa UAYT Ha MOOACPKAHUC U PA3BUTUC UT'PBI, @ TAKKC Ha CaMy 0E30I1aCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOPU3AlMH, BBIITYCKAKOTCA HOBBIC IMATYU (I_II/I(I)pOBBIG 3aIlJIaTKH

IUTSI TIPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[06HBIX urpax CTOUT OmacaTbCia HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXXU TBOCTO
mapoJisg, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpU3ALIUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OE30IIaCHOCTU TBOCTO HUI'POBOTO aAKKAYHTA:

1. Ecnu npyroit urpok BeaeT ceOs IJI0X0 WM CO34aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;



2. Iloxamyiicss agAMMHHCTpaTOpaM WIPhl Ha IUIOXOE€ IMOBEIACHME 3TOTO0 UIPOKA, JKEJATEIHHO
MIPWIOKUTH KAKUE-TO JI0Ka3aTEIbCTBA B BUE CKPUHOB;

3. He ykassiBaii TMuHy0 HHPOPMALUIO B TIPO(aiiie Urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo pUIIMAIbHBIC TTATYU U MOJIBI;

6. Vicionb3y# CI0KHBIC U Pa3HBIC MTAPOJIH;

7. Jaxxe BO BpEMs UTPBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. 1Ioka ThI urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT WK KPaXka JTMYHBIX TAHHBIX

OOBIYHOM KpaXkKe NeHer W JOKYMEHTOB CErOIHS YK€ HHKOTO HE YIWBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI  3JIOYMBIIUICHHUKN [EPEMECTWINCh B HWHTEPHET, W IPOJOJDKAIOT
3aHUMAThCA "MIOOMMBIM" IETOM.

Tak mosiBUIACh HOBAsI YIpo3a: MHTEPHET-MOIIEHHUYECTBA WU (DUIIIHHT, TJIABHAS 11E€1b KOTOPOTO
COCTOUT B TOJIy4EHUU KOH(PUACHIIMATHHBIX TAHHBIX MMOJH30BATENICH - JIOTHHOB W mapoJieil. Ha
anrmuiickoMm s3eike phishing yutaercs kak ¢umwuHr (oT fishing - peibHas noms, password -
1apoJib).

OcHOBHBIE COBETHI IO O0pHOE ¢ PUTITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mogo3peBaciib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE0O0X0aMMO 3a0JIOKUPOBATH €€ U COOOIIMTHh AJMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO
CKopee;

2. Wcnonp3yii 6e30macHbIe BEO-CalThl, B TOM YHCIIE, MHTEPHET-MAra3uHOB U IOMCKOBBIX CUCTEM;

3. Hcnonw3yil cloXHbIE M pas3Hble mapoiu. Takum oOpa3oM, ecimu TeOs B3JIOMAKOT, TO
3JIOYMBIIJICHHUKY NIOJTy4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(I)I/IJ'IIO B C€THU, a HC KO BCEM,

4. Ecimu Te0s B3JIOMaiM, TO HEOOXOAMMO MPENYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbBIE
n00aBJICHBI Y T€OSI B APY3bsiX, O TOM, 4TO T€OSI B3IOMAIM U, BO3MOXHO, OT TBOETO UMEHHU OyIeT
pacchuIaThCs CIlaM M CCHUIKHM Ha (DPUITMHTOBBIC CAUTHI;

5. Ycranosu HagexHbIH mapoib (PIN) Ha MOOWITBHBIN TenedoH;

6. OTKII0YM COXpaHEHUE TapoJis B Opaysepe;

7. He oTkpbiBaii (paityibl M APyrue BIIOKEHUS B MUCHhMAaX, JaXE €CIIM OHU TPHUIILIA OT TBOUX
apy3eit. Jlydiie yTouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiiibl.

[Tudposas penyranus

[udposass permyramust - 3TO HEraTHMBHAs WM TO3UTUBHAS MHPOpPMALUs B CETH O Tebe.
Komnpomerupyromas nHpopMmarms, pasMeIieHHass B MHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM



OTpa3uThCS Ha TBOCH peanbHOU xu3HU. "Llnpposas permyramus” - 3T0 TBOM UMUK, KOTOPBIHA
dopmupyercs u3 napopmaryu o Tede B MHTEPHETE.

TBoe MecTo KMUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl O OJIM3KUX - BCE 9TO HAKAIUIUBAETCS B CETH.

MHoTHEe MOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K ITyONMKAIMM JIMYHOW WH(POpMAIUK B
HNurepHere, HE MOHMMAasE BO3MOXHBIX NOCIAEACTBUM. Thl Taxke HE CMOXKEIb IOTAAaThCA O TOM,
910 (hoTorpadus, pa3MENICHHAs 5 JIET Ha3all, CTajla MPUYUHOM 0TKa3a MIPUHSTH TEOsI Ha paboTy.

Kommenrtapuu, pasmenieHre TBoux (potorpaduit u qpyrue AelcCTBUS MOTYT HE MCUE3HYTh e
MoCcJie TOTO, KaK Thl MX yOamuIb. Thl HE 3HACHIb, KTO COXPAHWI 3Ty MH(POPMALHUIO, IoTIaa JIn
OHa B TIOMCKOBBIE CHCTEMBl M COXpaHWIAach JM OHAa, a IJIABHOE: 4YTO MOAYMAarT O Tebe
OKpPYKAIOIIME JIFOAW, KOTOPhIE HAUAYT U yBUAAT 3T0. HaiiT nHOpManuo MHOTO JIET CIyCTs
CMOXET JI000M - Kak W3 I0OpBIX MOOYXIEHWM, TaK U C HAMEPEHMEM IMPUYHUHUTBH Bpea. IJTO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTE HU(PPOBOI pemyTaIu:

1. Tloxymaii, mpexxae 4eM 4To-TO IMyOJIMKOBATh U MepeaaBarh y ce0si B 0JIore Win B COLMAIbHON
CeTH;

2. B HacTpoiikax mpoduis yCTaHOBM OTPAHMYCHUS HAa TPOCMOTP TBOETO Tpoduis U ero
COJIEP’)KUMOT0, CIIENail ero TOJbKO "1 npy3eit';

3. He pa3Memaii u He yka3biBaii MHPOpPMAINIO, KOTOpPask MOXKET KOTO-THOO OCKOPOJSTH WU
00MXKaTh.

ABTOpPCKOE ITpaBo

CoBpeMEHHbBIE TIKOJBHUKH - AKTHUBHBIC IIOJIH30BATENIM HU(POBOTO mpocTpaHcTBa. OmHAKO
JAJIEKO HE BCE 3HAIOT, YTO TOJH30BAHUE MHOTUMH BO3MOXKHOCTSMH IU(PPOBOTO MHUpa TpedyeT
COOJTIO/ICHUS PAB HA MHTEIUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "uHTENIEKTyajdbHass COOCTBEHHOCTH'" OTHOCUTCSI K  pa3IUMYHBIM  TBOPEHUSIM
4EJI0BEYECKOr0 yMa, HAUMHAs C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TIPOAYKTBI M YCIYrH, ¥ 3aKaHYMBass KHUTramu, ¢ororpadusMu, KUHODUIBMAMH U
MY3BIKQJIbHBIMU TIPOU3BEICHUSIMMU.

ABTOpCKHE MpaBa - 3TO MPaBa HA UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BENEHUS HAYKH,
JUTEPaTyppl U MCKYCCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEIUICKTyaJIbHBIN/TBOPUYECKUI TPYyA aBTOpa HE OyIET HampacHBIM, IACT €My CIPaBEIIMBBIC
BO3MO>KHOCTH 3apab0TaTh Ha pe3yibTaTax CBOETO TPyHa, MOJYYUTh U3BECTHOCTh M MPU3HAHUE.
Huxkro 6e3 pa3penieHust aBTopa He MOKET BOCIIPOU3BOIUTE €r0 IPOU3BENEHUE, PACIIPOCTPAHSATD,
MyOJIMYHO JEMOHCTPUPOBAThH, IIPOAABAaTh, WMIIOPTHPOBATH, IYCKaTh B IPOKAT, MYOJIUYHO
WCTIOJIHATB, TIOKa3bIBaTh/UCIIONHSTH B d(Upe WK pa3MmemiaTh B IHTepHeTe.

Hcnonp3oBanne "muparckoro" mporpaMMHOTO OOECIEYEHUsST MOXKET IPUBECTH K MHOTHM
pUCKaM: OT TIOTEPHU NAHHBIX K TBOMM aKKayHTaM J0 OJOKHUPOBKM TBOETO YCTPOMCTBA, TIE
YCTaHOBJICHA HEJEranbHasi mporpamma. He crout takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHBIC
1 OEeCIUTaTHBIEC MPOTPAMMBI, KOTOPBIE MOKHO HANTU B CETH.



O noprane

CereBU4OK.p - TBOM TJIABHBIM COBETYMK B CETH. 3JECh ThI MOXKEIIb Y3HATh O O€30MACHOCTH B
CEeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, a TPU BO3HUKHOBEHMM KPUTHYECKOM CHUTYaluu
00paTUTHCS 32 COBETOM. A TAaK)K€ NMPUHSATH Y9acTHE B KOHKYypPCaxX M CTaTh CaMbBIM IIU(POBBIM
rpaxaaHuHOM!



