Hudopmauns 06 ocHoBubIX BHoax MomcHHHYeCTEA

B nacrosiee Bpems naubonee PACNpPOCTpaHCHHbiM CcIOCO60OM COBEpILIEHHs
MpecTyiuieHui B aannoii chepe sBINeTes XHIeHHe ¢ BAHKOBCKUX KapT rpaxnaH,
KOrla 310YMLILUIEHHHKH 110 Tenedoly NpeIcTaBisiorcs COTPYAHUKAMH CNyxO
6e30MacHOCTH pa3snHyYHbIX GaHKOB U nox Pa3/IMYHBIMH NPEeANOraMu I0JYYalT OT
NOTEPLEBIIHX HOMep Gaukoscko# kaprel, konx CVV (3 ur(ppel Ha ob6paTHOI
CTOPOHE KapTel), a TAKXKE NApONH, MPHXOAHBILHE [10 SMS, Heobxoaumble ans
MpoBeAeHMs (PMHAHCOBLIX onepaumii. Takue 3JI0YMDILUICHHHKH MOI'YT COOOLUMTD
[OTEPNEBIUMM O HEOOXOAHMOCTH YCTAHOBJICHHA HA CMAPTQOH, KOMIBIOTEP HIH
TUIAHIIeT pasIH9HBIX nporpamm («Anydesk», «Quick support, «Teamviever» u
Ap.), BblAaBas MX, B TOM 4uCie, 3a aHTHBHPYCHBIE, MMO3BONAIOUINX MOILEHHHKAM
AVCTAHLIMOHHO, T.€. YAANE€HHBIM AOCTYTOM, yNpPaBliTh cMapToHOM, HOYTOYKOM
HIH NAAHIWETOM M, KaK CHICUCTBME, OCYLWECTBIATL OHIlaiil NepeBoAbl 0T HMeHU
MTOTEPIEBILUMX YEPEs MN JHYbLIA KaOGuieT.

O6pawaio BHuManue, 4T0 B Xoae TenePOHHLIX Pa3srOBOPOB MOLIEHHUKU
MOI'YT COOOIIMTE BUIK [I€PCOHAILHLIE JAHHbIE: ®UO, nary poxnpenus,
TAcnOpTHble NaHHLIE, a TaKKe Aa)e NocrneaHHe ONepalHy Mo BallkM cyeTam.
Kpome Toro, npecrynmuku, WCOONL3Ys BO3MOXKHOCTH IP-resecbonun, moryr
OCYUICCTBAATE  3BONKH ¢ a8OHCHTCKIX HOMCPOB, CXOKHX HIHW WIASHTHYHLIX
OQHLHANBHBEIM HOMEpPaM OAHKOR, YKA3AHHBIM 1a 00OpOTHO#H cTOpoHEe KapT.

HToObl He cTaTh >KepTBoil NoLobHBLIX NpeCTyNNeHHH HEOOXOAHMO NOMHHTD,
4TO HACTOoslUHE COTPY/IHHKH OaHKOB HWKOrAa He 3BOHST KAMEHTaM H He IpOCST
COOBLHUTL UM KaKylo-nH6o HHGOPMALHIO, KAcalolyl0Cs KaK HX NepCcoHanbHbIX
AaHHLIX, TaKk M OaMkoBCkoH Kaprbl. HM npy Kakux oOCTOSTENIbCTBAX He
pasriallaiTe HHKOMY, BKIIOYAs COTPYAIMKOR OGAHKOB, 1aposiu Ha NpoBeAeHUE
onepauuni. [Napone nus Bxoaa B cucremy «bank Ounafiu» 3T0 Balua JuyHas
KOH(H/IeHUHanbHas  KH]OPMAaLIHs. Takxe, He B xoem caywsae He cTouT
YCTaHaBIUBaTE MO [Ipocb0e HEeM3IBCCTHBIX JIMI Kakue-nubo NPHIOXEHHA
(nporpammul).

MiHbie cnocodul MOLWEHHHYECTBA COBCPILEHILIC AUCTAHLHOHHBIM CHOCOBOM.

C ucuonp3oBaHnem ceru MIHTEpHET:

L. IlyTeM nonyuenus npenonnarsl B pazmepe a0 100% aa TOBap HIH yCnyry ¢
TIOMOILLIO CO3AAHNS COUHOIHEBHBIX» HHTEPHET-MArd3HHOB U CafTOB-ABOAHHUKOB,
¢ ncnoapsonsanuem MurTepuer-niaowanok no mpogake TOBapos M ycnys (cafTel
«ABnTO», «lOna» U ap.); B counaiLHLIX ceTax «I3 konTakTe», «ONHOKIACCHUKHY
M T4

[lpexcne wem 3akasar, ToBap B MurepHeTe mouuTaiiTe OT3BLIBBI Ha pa3HbIX
caliTaX O NaHHOM HHTEPHET-MaraiuHe MJH BUPTYAILIOM nponasue, B clydae
HaNHIHA BLl Cpa3y O6GHapy)KHTe OTpHUATENLHLIE OT3LIBLI, OTCYTCTBHE OT3LIBOB O
BbIODAHHOM BaMH HHTEpPHET-MarasHie TCOBOPHT O KOPOTKOM QepHoNe ero
cyutecrBosanua.  Buuniceasino  awraiire Halsanus Hirrepuer-marasuHa, Tem
caMbiM Bl musbexure cairos-kinonon. Crapaiitecs usGerarn INMOKYIKH TOBapa I10
npeponnare. Ecnu uena Tosapa ropasio HHXe LCHL B OOLIYHBIX PO3HMYHBIX
MarasMHax, TakK H B JPYTMX HHTEpHET-MarasMHax, nubo Ha pbIHKE B LIENOM
(HanpuMep, MpH NpoAaNe aBTOMAWMHLI MO 3aHWKCHHOW CTOMMOCTH), 3TO MOBON
HACTOPOIKHTHLCH.




2. INytem nonyuenus HH(pOPMAUMH OT NUua, pasMecTHBLIEro 0BbsaBIEeHHe O
rnpoaaxe Kakoro-anubo TOBapa, O NOJIHBIX PeKBHU3HUTAX €ro OGAHKOBCKOMR KapThl
(HOMEp, Cpox aAeHCTBUN, MAHHDbIC aeparens, CVC-xon), akobbl, ¢ Lenbio
BHECCHHS MPENONIaThl, C NOCNEAYIOUIMM XHUICHHEM ¢ Hee HEHEXCHBIX CPEeICTR,
HCTIOJIB3YSA MMOJYUYEHHbIE faHHble.

He coobwuaiite HCHU3BECTHOMY  KaKyl0-i1nbo HipopMmauumio Kacarwouiyocs
6aHKOBCKOM kaprel - ans OcyllecTBieHUsa riepeBoja TpebyeTcst TOAbKO
WECTHANUATH3HAYHBIA  HOMep Kaprtbl. Hu 1pu  karkux obcTosTEeNbCTBAX He
coodiuajite nmaponu Ha nposejicHHe onepatunid. Ilaposns ans sxona B CHCTEMY
«banix Ounaiin» 310 Bawa Nuynas KOH(HUeHUMabHasE udopManus,

3. Tlyrem nonyvuenms feHemHpix CPEACTB OT 1OTEPNEBIIHX MpH, AKOOLI,
BHECCHHN CTABOK Ha (POILAOBLIX U UHbIX OHpJKax.

llpexxne yem BHOCUTH meubru mouMTaliTe OT3LIBLL Ha pas3fiM4HbIX caliTtax B
HuteprHere, ysHaliTe K 10pMCAMKUMH KaKOi CTpaHbl OTHOCHTCH OESTENbHOCTD
N2HHOH OpraHH3alliH, a TaK)Ke O3HAKOMLTECL C [paBMnAaMH H YCJOBUSAMM ee
AeSTENLHOCTH.

4. B3iaom  crpadnll HONL3OBATCAEH B COLMLILHBIX CeTHX, B OCHOBHOM
«Bronrakre» u «OUHOKNACHUKHY, u pacchuika cOOBLIEHMA «APY3bAM» OT UMEHH
AGHHOrO MOJIb30BaTENA C NPOCcLOOH OMOMKHTL AeHer, KOTOpbI€ HYXXHO MepeBecTH
Ha yKa3aHHble aDOHEHTCKIE HOMepa HITH GaHKOBCKHe KapTbl.

[Ipexxae uem ocyuwecTsuTh nepesoa noszsouuTte CBOCMY APYTY, OT KOTOPOro
IPHLLIO COODLIEHMEC, H YTOUNHTE HIPOPMALLHIO.

C MCIonp30BaHHEM CPEJCTB COTOBOM CBI3H nyrem cooOuieHus rpaxaanam
3aBEAOMO JIOSKHOH M opMaLUK:

1. O Hapywenunm ux OJM3KUMH  pOACTBEHHWUKAMU NEeHCTBYIOLLETO
3akoHonartenscTBa (cosepuienune JTII, NPHYUMHEHIE TCNECHBLIX TOBPEXAEHHI,
XPaHEHHME HAPKOTHKOB M T.1.), ¢ UEABIO HEPeLdavYn NOTEPIEBILUMH OeHeXHbBIX
CPEACTB I€pe3 NnocpenHHKOB, MU0 NEPEBOA HX “epes TecpMHHaAbLI OrUlaThl Ans
Pa3pellUeHns CNOXHBIUEHCH cUTyauuu. [Ipu 3ToM MoweHHMKH CTApaloTCsl AepaTs
WKEPTBY» BCErla Ha CBsI3H, C LEJbI0 MCKIIOYEeHUs KAKUX-NHBOo OeHcTBHH ¢ ee
CTOPOHbI IO NPOBEPKe HH(pOpMALH K.

HeoOxo Mo iepessormin. na  MiasecTHble aboHeHTCKHe HOoMepa nMuy,
ROTOPLIM  HPC/ICTABIACTCS  3N0OYMBLITLTCHIHK, 1400 POACTBEHHUKAM, C LENbIO
BBIACHEHUS NCHCTBHTEIBLHOCTH NPOH3OILEALIUX COBLITHIL. [Monpocurh 3BOHsLIErD
Ha3BuTL Kakve-nubo jaMuble nuua, KOTOpLIM oil npedctrassieres (D.M.O., nata
POXACHNA, MECTO JKHTENLCTBA, HaHHBIE POACTBEHHUKOB, KaKue-TuGO ¢akTe! H3
WH3HK H T.4.).

2. O Sa0okHpoBsKe JuHKOBCKOMH KApTLl NYTCM Paceublikd SMS-cooBLeHuid u
NOCASAYIOWEr0 HHQPOPMHPOBAHHUA O HEOBXOLMMOCTH JajibHEHILero BBEILCHHA
psana koMaH ¢ DanmKomMara.

Tlpexae wem BbIIONUATL KaKHMe-NTHM6O [NelCTBUMI ¢ BGaHKOBCKOMH KapTtoi
NMepe3BOHHUTE B OaHK M yrounure HHQPOPMAaUHIO.

3. O BO3MOMXKIOCTH HONYYEHHS KOMIICHCALLMM 34 paHee npuoOpereHHbIe
HEKA4ECTBCHHDLIC TOBAPLI WM  OKAa3aHHLIC YCIYI'H, IS8 4Yero HeoOXoaumo
NEepeUHCINTL ONPEASIICIIHLIA 1POUCHT OT NOJIATAIOWEACH CYMMEL.




Cneayer 3HaTh, UTO pasiiMuHbIC KOMIICHCAL MK BBNUIAYMBAIOTCS paXaaHam
TOJMLKO MNpH HX JNHYHOM NHCBMEHHOM oOOpallueHHH B COOTBETCTBYIOLLHE
opraHusaimu. Hukakue npouenTs 3a BBINNAaTy KOMIIEHCALHH He YIIa4HuBAatOTCA.

4. S1koObl1, H3 [IONMKIUMHUKHA UK OONBHULIBI, O TOM YTO ¥ Bac unn y Bammux
POACTBEHHUKOB OOHAPYXMHIIM CTPAWHBLIH AHAMHO3 M 4YTOGbl BbLUIEYUTH GOJE3HL
HCOBXOAMMO rtepeBecTH [IS1hIH 31 jlekapceTsa.

HeobXoauMOo nomun T, 4YTo HACTOs WM Bpau HUKOraa He OyieT 3BOHHTL Bam
no TenedoHy U coobuwaTh O «CTPALIHOM AHATHO3E» WM [IpOCHUTL NEPEBECTH
AeHbI'H 34 SIeKapCcTBa.

2. C npocb6oit KYNHUTL NpomsyKThl, CMNUpTHOE, UBEeThL! KM T.I., JOCTABHTh HUX IO
YKAIAHHOMY alpecy, @ 110NYTHO NEePEeYHCIHTh AeHEeXHbIE CPeacTsa Ha TenedoH, ¢
SABEPEHHCM. 4T0 JMEHBLIH BCPHYT 110 MPHOLITHIO HA AJIPeC 3aKa34yMKa.

Ecnu Bbl HMCHONHNACTC Kakoe-i1nbo ropy4deHne 1o rtenedoHy, JocraBigere
3aKaspl, TO H€ CNeAyeT IEPEBOAWTL NEHBIH Ha HEe3HAKOMBIE TenedoHbl, cHavyana
AOCTaBbTE TOBApP I10 HA3HAYEHHIO H HAa MECTE OIPEACIMTECEH C 3aKA3YHKOM.

Kpome aucTaHUMOHIBIX MOUICHIIMYECTR FpUKLAIC CTAHOBITCA JKepTBaMH H
KOHTAKTHBIX MOUICHHIIUCCTE. COBCPLUCHIBIX MO BILAOM COLMAIbHLIX paGOTHHKOB,
COTPYAHHMKOB pa3jiM4HbLIX OpraHusauMi (ropras, ropcrer, ITeHCHOHHbBIH ¢ona,
MeAnUuHHCKHe paboTHHKH U T.A.). [lpemnoramMu Moryr 6biTh: CpouHbId 0OMeH
AeHer, Haa®aBKMU K MEHCHM, MPOBEpKa ra30BOro WAH BOASHOTO obopynosanus,
llepepacHer KBapTMAaTbl. MPeMHH BeTepanaM, npojaka BAJIoB, MeAHLUHCKHX
anGOpUB FUTH JIpYIIHX Pa3dHYHLIX FOBApOB 11O JLIQTHBLIM LICHAM H T. 4. OCHOBH&H
LEAE BMOYMLILUACHHHUKOL — Y3HATL, IAC XPAINTCH ACHEAHLIE CPEACTBA CWKEPTBbI?,
[IoCjie 4ero OTBiCHL €€ BHHMAaHHE H COBCPIUHUTbL MX XUILEHHE. Taioke npennorom

MOXXeT OplTh rajaHue, CHATHE SKOObl HANOMKEHHOMN [Iop4uy, MCIEJNEeHHE OT
3abosleBaHM .

Kak nouste o6man:

- OO0 OOMeHEe CHUKHBLIX CPeUCTB MM npopeietii Kakux-aubo pedopm
3apaHee Oyuer coobuarbes B pa3lauuHbix CMMH (TesleBHOEHHWE, paAMO, NevYaTHBIE
H3AaHKMA), B  OTHENIEHMsIX OGaHKOB, YUPEKAEHHSIX COLHAIbHOMN NOJIHTHKH,
NMEHCHOoHHOoro oraa m 1.4.

" Y3Harb, 4TO 3a OPraHHU3alMIO NPeJCTaBAIOT NPHIIEALINE 1, [I03BOHUB TYHAa,
¥3HATB, €CTh JIM TaMm [AKHE COTPYIHMKH M IpPOBOAMTCS 1M 00X0M4 AOMOB IO
0603HAYEHIIOMY BOMNPOCY; NOMPOCHTh IIPEADLABHTD YAOCTOBEPEHHE,

- YBEAOMHATH POACTBEHHHUKOB (JKE€1AaTENBHO MONPOCHThL NOIbEXaTh);

- MO3BOHUTH HJIH 1103BATh COCeue;

- MO3BOHHTE 3aKPEITICHHOMY COUMAJIBHOMY PaBOTHHKY;

- HE CTOHT MOKYINaTb Y HEU3BCCTHBIX HUKAKHX JICKAPCTBEHHBIX NPENapaToB,
ra30aHAIM3ATOPOB, CUCTYHKOB, QUALTPOB ANsl BOALI, XO3IMHCTBEHHLIX TOBApOB,
MEIMIMHCKHX NPHUBOPOB K T.0.



