Nudopmanns 00 0CHOBHBIX BHIAX MOLLICHHUYECTBA

B nacTtosiiee Bpemst Hanbosiee pacpoCTPaHEHHBIM CIIOCOOOM COBEPIIECHUS
NPECTYIUICHUH B JaHHOM cepe ABIIsSeTCs XUllleHne ¢ 0aHKOBCKUX KapT IpaKaaH,
KOI'/1a 3JI0YMBIIIJIEHHUKH 110 TeJe(OHY MPEACTABIISIOTCS COTPYIHUKAMHU CITYKO
0€30MacHOCTH Pa3IMYHBIX OAHKOB U MO/ PA3IMYHBIMU MPEAJIOTaMU MOIY4at0T OT
HOTEepIEeBIINX HOMep 0aHKOBCKOM KapThl, ko1 CVV (3 mudpsl Ha 06paTHO cTOpOHE
KapThl), a TAK)KE MapOJIH, MPUXOAUBIIHE 10 SMS, He0OX0AUMBIE /1JIs1 TPOBEACHUS
(MHAHCOBBIX OIEepaIuii.

3a4acTyro NOTepHEBIINE, HAXOAACH 110 BIUSIHUEM MOIICHHUKOB, CAMU
CHUMAIOT JIEHbI'H, B TOM YHUCJI€ 0QOPMIISIOT Ha ce0sl KPeIUThI, U EPEBOJIAT UX Ha
aOOHEHTCKHE HOMEepa WU CYeTa, yKa3aHHBIC 3JI0YMBIIIICHHUKAMHU.

Taxke 310yMBIIIUIEHHUKN MOT'YT COOOLIUTD MTOTEPIEBILINUM O HEOOXOAUMOCTH
YCTaHOBJIEHUS HA cMapT(HOH, KOMIBIOTEP UIIU TUIAHLIET Pa3IMYHbIX IPOrpaMm
(«Anydesk», «Quick support», «Teamviever» u ap.), BbI1aBast UX, B TOM YHCIIE, 32
AHTUBUPYCHBIE, TO3BOJISAIOLIMX MOIIEHHUKAM JUCTAHIIMOHHO, T.€. YAAJIEHHBIM
JOCTYIIOM, YIPaBJISATh CMapT(HOHOM, HOYTOYKOM HJIM IJIAHILIETOM U, KaK CJIEACTBHUE,
OCYIIECTBJIATh OHJIAMH MEPEBOJIbI OT UMEHHU NOTEPIEBUINX YEPE3 UX JTMYHBII
KaOMHeT.

B xoze TeneoHHBIX pa3roBOPOB MOIIEHHUKH MOT'YT COOOIIMTh BallH
nepcoHanbHble nanHbie: PUO, naTy poxaeHus, NaCIOPTHBIEC JaHHBIE, a TAKKE JaXe
HOCJIEAHUE OIIEPALMHU 110 BallMM cueraM. KpoMe Toro, npecTyrnHuKH, UCIIONIb3YsI
BO3MOkHOCTH [P-Tenedonnm, MOryT ocymecTBisTh 3BOHKH ¢ aDOHEHTCKHX HOMEPOB,
CXO0KHMX MJIM UJIEHTUYHBIX O(PUIIMATIbHBIM HOMEpaM O0aHKOB, YKa3aHHBIM Ha
00OpOTHO CTOPOHE KAPT, WM MIPABOOXPAHUTEIBHBIX OPTaHOB, B TOM UHUCIIE
HOJIULUY.

UTtoObI HE CTaTh KEPTBOU MOAOOHBIX PECTYIVICHUI HEOOXO0IUMO TOMHUTb, YTO
HACTOSIIIME COTPYAHUKN OAHKOB HUKOT/A HE 3BOHST KJIIMEHTAaM U HE MPOCST
COOOLIUTh UM KaKyI0-1100 HH(POPMAIINIO, KACAIOIIYIOCS KaK UX NePCOHATBHBIX
JAHHBIX, TAaK U OaHKOBCKOW KapThl. HU Ipy Kakux oOCTOSATENbCTBAX HE pas3rialanTe
HUKOMY, BKJIFOYasi COTPYJAHUKOB OaHKOB, TApOJu Ha poBeaeHue onepanuii. [Tlaponsb
i BXoza B cuctemy «bank OnnaitHy 3To Baia JuyHasi KOHpUISHIHATbHAS
uHpopmanus. Taxxke, He B KOEM Cllyyae He CTOUT yCTaHAaBJIMBATh 11O IPOChOe
HEU3BECTHBIX JIML KaKUe-TMOO0 MPUIIOKEHUS (IIPOrpamMMBbl).

Wubie ciocoObl MOIIEHHUYECTBA, COBEPILICHHBIE JUCTAHIIMOHHBIM CIIOCOOOM.

C ucnonbs3oBanuem cetu MHTEpHET:

1. [lyrem nmony4yenus npeaomiatsl B pazmepe 10 100% 3a ToBap Ui yciyry ¢
MTOMOLIBIO CO3JJaHUS «OAHOJHEBHBIX» HHTEPHET-Mara3uHoB U CATOB-IBOMHUKOB; C
UCMOJIb30BaHUEM MHTepHET-III0IIA 10K 0 PO1aXke TOBApOB U YCIIYT (CalThI
«ABUTOY, «HOna» u ap.); B colMalbHbIX ceTsaxX «B koHTakTe», «OIHOKIACCHUKN» U
T.J.

IIpex e uem 3aka3aTh TOBap B MIHTEpHETE NOUNTANTE OT3BIBBI HA PA3HBIX
caliTax 0 JaHHOM MHTEpPHET-MarasuHe Uiu BUPTyaJlbHOM MPOJABILIE, B CiIydae



HaJIM4YUs Bbl Cpa3y OOHAPYKUTE OTPULIATENBHBIE OT3bIBbI, OTCYTCTBUE OT3bIBOB O
BBIOPAaHHOM BaMH WHTEPHET-Mara3uHe TOBOPUT O KOPOTKOM MEPHOJIE €T0
CYIIECTBOBAHUSI.

BuumarensHo unTaiite Ha3BaHust IHTepHEeT-Mara3uHa Uiy OpraHu3aluu e Bbl
IUTAaHUPYETE MPUOOPECTH KaKue-TMO0 TOBAPHI, B TOM YHUCIIE TIOKYITKa OMJIETOB Ha BCE
BUJIbl TPAHCIIOPTA, OILIATA YCIYT U KpeauToB. TeM cambiM Bbl n30exure calTOBKIIOHOB.
Crapaiitech n36eratb MOKYNKHU TOBapa no npeaomniare. Ecnu nena Topapa
ropas/io HIKE IIEHBI B OOBIYHBIX PO3ZHUYHBIX MarazuHax, Tak U B IPYrUX
MHTEpHEeTMara3uHax, JIn0o Ha pbIHKE B LIEJIOM (HaIpuMep, pU MpoAake aBTOMAIIMHbI
10 3aHM>)KEHHOM CTOMMOCTH ), 3TO TTOBOJT HACTOPOKUTHCA.

2. Ilyrem noxy4yenus nH(GOPMAIUH OT JIMIA, PA3MECTUBILIETO OOBSIBICHUE O
npojiaXke Kakoro-au0o ToBapa, 0 MOJHBIX PEKBU3UTAX €ro OAaHKOBCKOW KapThl
(HOMED, CpOK AeiicTBuUsI, NaHHbIe Aepxkarenss, CVC-kon), sKoObl, C eJIbI0 BHECEHUS
MPEIOIUIATHI, C MOCJIEAYIOIIMM XUIIEHUEM C HEE JIEHEKHBIX CPEACTB, UCIIONb3YS
HOJyYeHHbIE TaHHBIE.

He coobmaiite Hen3BeCTHOMY KaKyr0-In00 HHGOPMAITHIO, KACAIOIIYIOCS
OaHKOBCKOM KapThl - JIJIsl OCYILECTBIIEHUS [IEPEBOIa TPEOYETCs TOIBKO HOMEP KapThl,
1100 MpUBsI3aHHBIN K Hell aboHeHTCKui HoMep. Hu npu kakux o0CTOsITeNIbCTBaxX HE
cooOuraiiTe naposin Ha nposeeHue onepanuii. [lapons 11 Bxona B cucremy «bank
Omnunaiin» 3T0 Bamia JInyHas KOHQUAEHIMaIbHAs HHpOpMaIIHs.

3. C ucnosnp30BaHUEM CCBIIOK B ceTH «HTepHET, epeHanpaniIsiomux Ha
«(UIIMHrOBBIe» (IOJAEIIBHBIE) CAUThI, IPEJOCTaBICHHBIX MOIICHHUKAMH
MMOTEPIEBIINM TP OILIATE TOBAPA, PA3MELICHHOI0 Ha caTax «ABATOY, «fOmna» n
IPYTUX, a TAK)KE PU TOKYIKE /11 ¥ aBUAOUIIETOB, OMIIETOB B KHHOTEATPHI.

He nepexonuTe no npuciaHHbIM HE3HAKOMBIMU JIMIIAMU CCHUIKAM U HE BBOJIUTE
JTaHHbIE CBOMX 0AHKOBCKHUX KapT.

4. B3710M CTpaHHI] MOJIb30BATENEN B COLIMATBHBIX CETAX, B OCHOBHOM
«BxonTtakTe» n «OJTHOKIACHUKNY», U PACCHUIKA COOOIIECHUH «IPY3bsIM» OT UMEHH
JAHHOT'O M0JIB30BATENSI ¢ IPOCHOOH OJOKUTH IEHET, KOTOPbIE HYKHO IIEPEBECTH Ha
yKa3zaHHbIe aDOHEHTCKIE HOMepa Wi 0aHKOBCKHE KapThI.

[Ipexzie uem OCyIIEeCTBUTh NEPEBOJI TO3BOHUTE CBOEMY JIPYTY, OT KOTOPOTO
IPUILIO COOOIIEHUE, U YTOUHUTE UH(OPMALHIO.

5. [lyrem nony4yeHus: AEHEKHBIX CPEICTB OT MOTEPIEBIINUX MPHU, IKOOBI,
BHECEHUH CTaBOK Ha (DOHIOBBIX M MHBIX OMpPIKaxX.

[Ipexxae yeM BHOCUTH J€HbI'M OYUTANTE OT3bIBBI HA PA3JIMUHBIX CaliTax B
NHTtepHere, y3HaWTE K FOPUCAUKIIMN KaKOW CTPAHbl OTHOCUTCS I€ATEIBHOCTD TAaHHOU
OpraHu3allly, a TAKKE 03HAKOMBTECH C IIPABUJIAMU U YCIOBUSAMU €€ JIeATEIIbHOCTH.
C ucnonbp30BaHUEM CPEJCTB COTOBOM CBSI3U MYTEM COOOIIEHUS TpakJaHaM
3aBe0MO JIO)KHOM MH(POpMaLIUU:

6.0 HapyIIeHUHN X OJIM3KUMHU POJICTBEHHUKAMHU JIEHCTBYIOIIETO
3akoHonatenbeTBa (copepuienue [ TII, npuynHeHne TelecHbIX MOBPEXKACHUH,
XpaHEHHE HAPKOTHUKOB M T.II.), C LEJbIO NIEpejauy MOTEPIEBIIUMHU JEHEKHBIX



CPEJICTB Yepe3 MOCPETHUKOB, TMOO MEPEBO/T UX Yepe3 TEPMHUHAIBI OTLIATHI IS
paspelieHust cloXuBLIencs cutyauu. [Ipu 3ToM MOILIEHHUKH CTaparoTCs AepkKaTh
«OKEepPTBY» BCET/a Ha CBS3H, C IIEJIbI0 NCKITFOUCHUS KaKUX-THOO0 JCHCTBHI C e
CTOPOHBI MO MTPOBEPKE UHPOPMALIHUH.
HeobxommMo nepe3BOHUTh Ha U3BECTHBIC A0OHEHTCKHE HOMEPA JIUITY, KOTOPBIM
MIPEACTABISAETCS 3JIOYMBINIJIEHHUK, JINOO POJCTBEHHUKAM, C IIEJIbIO BBISICHEHHUS
JEHCTBUTEIIBHOCTU MPOU30IIeAINX cOObITUM. [TompocuTh 3BOHAIIETO HAa3BaTh
Kakue-mu0o JaHHbIE Jinila, KOTOpeIM OH npescTtapisercs (O.MU.0., nata poxaeHus,
MECTO JKHTEJIbCTBA, TAHHBIC POJICTBEHHUKOB, KaKue-TH00 (haKThl U3 )KU3HH H T.1.).
7. O BO3MOXKHOCTH MOJy4€HHUsI KOMIIEHCALIUU 32 paHee MpuoOpeTeHHbIE
HEKA4YeCTBEHHBIE TOBAPHI WM OKa3aHHBIC YCIIYTH, JJISl 4€T0 HE0OXO0IUMO
MEPEUYNCIIUTh OMPEICIICHHBIN MPOIIEHT OT MOJIararolieiics CyMMBI.
Crnenyet 3HaTh, YTO pa3IMYHbIE KOMIICHCAIIUU BHITUIAYMBAIOTCS TPaXKIaHaM
TOJIBKO MPU UX JTUYHOM MHUCbMEHHOM OOpaIllEHUH B COOTBETCTBYIOIINE OpraHU3aIUH.
Huxkakue npoueHThl 3a BHIILIATY KOMIIEHCALMI HE YIJIaYMBaIOTC.

8. SIk00ObI, M3 MOTUKIMHUKY WU OOJBLHUIIBI, O TOM, 4TO ¥ Bac unu y Bamux
POJICTBEHHUKOB OOHAPYKHUJIM CTPAITHBIN AUArHO3; U YTOOBI BEUICUUTH 00JIE3Hb
HEO0OXOMMO MEPEeBECTH JCHBI'M 32 JICKapCTBA.

Heo6xoauMo moOMHUTE, YTO HACTOSIIMNA Bpad HUKOTa HE OYJET 3BOHUTH BaM
1o TesieoHy M cOO0IIATh O «CTPALTHOM JUATHO3€» WJIM MPOCUTH IEPEBECTU JICHBIU
3a JIeKapCTBa.

9. C npocb0oit KynuTh MPOAYKTHI, CIIUPTHOE, IIBETHI U T.II., JOCTABUTH UX IO
yKa3aHHOMY aJIpecCy, a MOMYTHO MEPEUHNCIUTh ICHEKHBIE CPEACTBA Ha TeIe(OH, C
3aBEPEHHUEM, YTO JACHBIH BEPHYT IO MPUOBITHIO HA aJIpeC 3aKa3unKa.

Ecnu BBI HcnionHsieTe Kakoe-mu0o0 nmopydenuel mo Tenedony, qocTaBisere
3aKa3bl, TO HE CIIEIYET NIEPEBOJAUTH ICHBI'M HAa HE3HAKOMBIE Tele()OHbI, CHavasia
JIOCTAaBbTE TOBAP MO HA3HAYCHUIO U HA MECTE OINPEICIUTECH C 3aKa3UUKOM.

KpoMe nucTaHIMOHHBIX MOLIEHHUYECTB I'PaXJaHe CTAHOBATCS JKEPTBAMU U
KOHTaKTHBIX MOIIICHHUYECTB, COBEPIIICHHBIX MO BUIOM COIUATIbHBIX PA0OTHHUKOB,
COTPYTHUKOB Pa3IUYHBIX OpraHu3aiuii (ropras, ropcser, [lencuonnslii honI,
MEIUITMHCKUE PA0OTHHUKH U T.1.). [IpenmoramMmu MoryT ObITh: CPOYHBIH OOMEH JICHET,
HaJ0aBKU K MEHCHUH, MPOBEPKA ra30BOT0 WK BOJASHOTO 000PYA0BaHUs, IepepacueT
KBapTIUIaThl, IPEMUU BeTepaHaMm, npoaaxa bAJloB, MeIMIIMHCKUX TPUOOPOB UITU
JIPYTUX Pa3IMYHbIX TOBAPOB M0 JbIOTHBIM LIeHaM U T.J. OCHOBHAas 11€Jb
3JIOYMBIIIJIEHHUKOB - Y3HATh, IJI€ XPAHATCS JCHEKHbBIEC CPENICTBA «KEPTBbI», MOCIIE
Yero OTBJICYh €€ BHUMAHHUE U COBEPIIUTH UX XHUIIEHHUE. TakKe MpeaioroM MOKeT
OBITh TaJIaHKE, CHSTUE SIKOOBI HAIOXKCHHOW TTOPYH, UCIIETICHUE OT 3a00JICBaHUI.

Kak rmoHsTs oOMaH:
- 00 0OMeHe JIEHEeXKHBIX CPEJICTB WJIN MPOBEJECHNUN KaKUX-T1M00 pedopm 3apaHee
Oynet coobmathes B pazmmuabix CMU (TeneBuaenne, paano, neyaTHbIe U3/1aHus ), B
OTJIeTICHUSX OAHKOB, YUPEIKICHHUSAX COIIMATbHON MOJIMTHKHU, IEHCUOHHOTO (DOH1a 1
T.J.



- Y3HaTh, YTO 332 OPTaHU3ALUI0 TIPEACTABIISIIOT MIPUIIEAIINE U, TO3BOHUB TY/a,
y3HaTh, €CTh JIU TaM TaKUe COTPYIHUKU U TIPOBOJAUTCS JTU 00XOJ] IOMOB TIO
0003HaYEHHOMY BOIIPOCY; MOMPOCUTH MPEAbSIBUTH YIOCTOBEPEHNUC;

- YBEJIOMUTD POJICTBEHHUKOB (3K€JIaTebHO MOMPOCUTH MOAHEXAThH);

- TI03BaTh COCEJICH;

- IO3BOHUTH 3aKPETUICHHOMY COITMAIbHOMY PaOOTHHKY;

- HE CTOUT MOKYNaTh Y HEU3BECTHBIX HUKAKUX JIEKAPCTBEHHBIX MPEINapaToB,
ra30aHaJIn3aToOPOB, CYCTUNKOB, (DUIBTPOB IS BOJII, XO3SIICTBEHHBIX TOBAPOB,
METUIIMHCKUX MPUOOPOB H T.II.



