Kak 3amuTuThCS 0T 3J1I0yMBIIIIEHHHKOB B KOMIIBIOTEPHBIX HI'Pax

BwmecTte ¢ pocTOM NOIYJISIPHOCTH OHJIAHH-UIP BO3PACTAET U KOJIMYECTBO yrpo3,
CBSI3aHHBIX C KMOEpOe30MacHOCThI0. PUCKU MHOIOUYHCIIEHHBI U pa3HOOOpa3HbI —

OT (PUIIIMHTOBBIX aTaK U YTOHA AKKAYHTOB JI0 MOIIIEHHUYECTBA C BHYTPUUTPOBBIMHU
MOKYITKAMH.

B snoxy 1iupoBbIX TEXHOJIOTMI M UHTEpHETA UTPOBAsi UHAYCTPUS TIEPEKUBAET
HEBEPOSATHBIN B3JIET, MPUBJIEKAs! MUJUTMOHBI YYaCTHUKOB 110 BceMy MUpy. Jliist
COXpaHEHUs 1IeJIOCTHOCTH UTPOBOIO OMBITA, 3ALIUTHI TUYHON HHPOpMALIUU
U (PUHAHCOBBIX TAHHBIX BAKHO MOHUMATh, KAKUE YIPO3bI MOICTEPEratoT UTPOKOB
B BUPTYaJIbHOM MHPE, a TAK)KE KAKUE IIard MOXHO MPEAIPUHSATD IS
YX TIPEIOTBPALLCHUS.

ATak¥ Ha UTPOKOB B BUJICOUTPAX SBIITFOTCS PACIIPOCTPAHEHHOM TTPOOIIEMOi

0 HECKOJIBKUM ITPUYHHAM:

o OHaliH-UTPHI peIKO OBIBAIOT MOJIHOCTHIO OecIIaTHRIMU. Pa3paboTunku XOTsT
clienaTh UX MPUOBUTbHBIMU U BCTPAaUBAIOT MOHETU3ALMIO Pa3InYHBIMU
crnoco0aMu. 3a4acTylo y UTPOKOB €CTh BOBMO)KHOCTb MOKYIATh MPEAMETbI
Y UTPOBYIO BAJIIOTY 32 peasbHbIE ICHbIU. TaM re eCTh IEHbIH, MOSBISIIOTCS
Y MOILIEHHHKH.

o B peanbHOM )XW3HU arpeCCUBHOE U HETIPABOMEPHOE MTOBEICHUE YACTO BICYET
3a c000H coLMaNbHbIE WM I0pUIUYEcKue rociencTsus. Ho BupTyaisHOM mupe
TaKe MOCJEICTBUA MOT'YT ObITh OFPaHUYEHHBIMU UJIH OTCYTCTBOBATH BOBCE
U3-3a aHOHUMHOCTH. IrpOKM MOT'YT YyBCTBOBATh, YTO OHU HE HECYT
OTBETCTBEHHOCTH 3a CBOU JICUCTBHSL.

o MHorue urpsl 0OCHOBaHbI Ha KOHKYPEHIIH, YTO MOKET MTPUBOIUTh
K arpecCMBHOMY MTOBEJEHHUIO UTPOKOB, OCOOCHHO B HANPSHKEHHBIX UITH
AMOIMOHALHBIX CUTYalUsIX. A B HEKOTOPBIX UTPOBBIX COOOIIECTBAX
arpecCMBHOE WM TOKCUYHOE MOBEACHUE TEPITMMO WITH JTAXKE ITOOLIPSIETCS
Y4aCTHUKAaMH COOOILIECTBA.

o IHornma urpoku CTaHOBSITCA KEPTBAMU 37I0YMBIIUIEHHUKOB, KOTOPBIE
UCTIONIB3YIOT JE€3UH(POPMAIINIO WM MAHUITYJISITUBHBIE TAKTUKH [T IOJTY4YEeHUS
NIPEUMYILIECTBA B UTPE.

« Bugeourpsl MOryT ObITh HCTOYHUKOM CTPECCA U CUTYALMM, KOT/ia KeTaHusl
HE COOTBETCTBYIOT BOBMOXHOCTSIM, — OCOOEHHO €CJIM UTPOKH CTAJIKUBAIOTCS
C TPYZHOCTSIMH WJIM HECPABEIJIMBOCTBIO B UI'PE.

o MBHoOrve urpokd — J€TH U MOAPOCTKU. Y HHUX €1IE HE ITOJHOCTBIO
cOpMUPOBATIUCH COLIMATBHBIE U SMOLIMOHAIBHBIE HABBIKU, TOITOMY
UX JIEUCTBUSA MOT'YT ObITh HEOOTyMaHHBIMHU HJTU arPEeCCHBHBIMH.



MortieHHIYeCTBO B UTPOBOI chepe MPUHIUMAET MHOXKECTBO (POPM 1 MOXKET OBITH

HaCJICHO KaK Ha OTACIIbHBIX UT'POKOB, TaK W Ha LICJIbIC UTPOBLIC HJ'IaT(l)OpMBI. Bor

OCHOBHBIC BUAbI MOIICHHUYCCTBA, C KOTOPBIMH CTAJIKWUBAIOTCS UT'POKH.

QOUILMHT — OJIMH U3 CaMbIX PaclpOCTPAaHEHHBIX METOIOB MOILIEHHUYECTBA

B OHJIAMH-UTpax. 3I0YMBIIIJIEHHUKHA HEPEAKO CO3AI0T IOAIEIIbHBIE BEO-
CalThl, IMUTHUPYIOIIHE O(PUIIHATBHBIE UTPOBBIE MIIATPOPMBI UITH CEPBUCHL.
3areM OTIPABJISIOT (PUILIMHTOBBIE COOOILIEHUS MTOJIb30BATENSIM, YTOOBI YKPaCTh
UX JIOTUHBI U TTAPOJIH.

MolieHHUKH MOT'YT OOMaHBIBATh UTPOKOB MTPHU TOPTOBIIE BHYTPUUT POBBIMU
npeAMeTaMH WK BamoTo. OHM 00eIaroT nepeaaTh uX B 0OMEH Ha peasibHbIe
JICHbI'Y, & ITOJTy4YHB UX, HE BBINOJIHSIIOT CBOO YaCTh CHIENIKU.
370YMBILIUIEHHUKN MOTYT MCIOJIb30BaTh UT'Pbl WM MOIU(UKALIMU K HUM KaK
CPEIICTBO paclpoOCTPaHEHUsI BUPYCOB, TPOSTHOB MJIH IIITMOHCKOIO
pOrpaMMHOI0 00ECIIEUEHUS!.

OTIenbHO CTOUT OTMETUTD KPaKy NEPCOHAKEN B OHJIAMH-UTPax

C MOCIIEYIOIIEH Nepenpofakei. 3II0YMBIIUIEHHUKY MOTYT MCIIOJIb30BaTh
HOXUIIIEHHBIE JIOTUH U MApOJIb JIJIA B3JI0MA YYETHBIX 3alIUCEil UTPOKOB.
B3j10MaB UrpoBOii aKKayHT, OHU MOT'YT YKPacTb UTPOBBIE aKTUBHI,
UCIIOJIb30BaTh COXPAaHEHHBIE TUIATEKHBIE JTAHHBIC JIJIS1 HE3aKOHHBIX ITOKYTIOK
WY IIPOJABATH JIOCTYII K TAKUM aKKayHTaM. DTOT BHJ MOILIEHHUYECTBA
HAHOCHT BPE] HE TOJILKO OTJEIbHBIM UTPOKAM, IIOTEPSIBILIMM CBOU IIEPCOHAKU
1 BJIO’KEHHBIE B HUX PECYPCHI, HO U UTPOBBIM COOOLIECTBAM B LIETIOM,
MOCKOJIbKY MOJIPBIBAET JOBEPHE K O€30I1aCHOCTH UTPOBBIX IIATPOPM.
KubeprpecTynHUKY 4acTo HalleMBAIOTCS Ha MOMYJISIPHBIE UTPOBbIE

TIATGOPMBI U CEPBUCHI, BEJIb OHH MIPEJCTABIISIOT COOO0M OOraThlii HCTOUHHUK JIMYHBIX

JIAHHBIX, YYETHBIX 3anuced u (GPUHAHCOBOW MH(POPMAITUH.

Kak 3a1MTUTh CBOIl HTPOBOM AKKAYHT OT aTaK
YToObI 3aIUTUTH CBOM UI'POBOM aKKAayHT OT aTak, Hy>KHO HE TOJIbKO

MMPCAIIPUHUMATD TCXHUYCCKUC MCPLI, HO U ITOBLIIIATH YPOBCHDb OCBGI[OMJIéHHOCTI/I

0 MOTEHIIMAIBHBIX yIpo3ax. BOT OCHOBHBIE CITOCOOBI 3alUTHI:

Hcnonp3yiiTe HaA&KHBIE Tapoiv JUT KaKI0M ya&THOM 3amucu. M3beraiite
HOBTOPHOT'O MCIOJIb30BaHUS Maposiel Ha pa3HbIX I1aT(opmax.
AxTuBUpYTE 1BYX(DAKTOPHYIO ayTEHTU(DUKAIINIO TaM, TJE€ 3TO BO3SMOKHO.

TpeboBaHre MOATBEPKACHUS BX0/Ia HA APYTOM YCTPOMCTBE — ATO
JIOTIOJIHUTEIILHBIN ypOBEHBL 0€30ITaCHOCTH.

BynbTe 0CTOpOXKHBI C 3JIEKTPOHHBIMU MHUCbMaMU, COOOIIEHUSIMU U BEO-
caliTamu, KOTOpbI€ TPEOYIOT BAIlUX YUETHBIX TAHHBIX.

Hukorna He BBoAMTE CBOU JaHHBIE HA TTOJIO3PUTEITLHBIX CalTaX U HE KIIMKauTe
110 COMHUTEJIHHBIM CCHLIIKaM.


https://www.sberbank.ru/ru/person/kibrary/articles/desyat-sposobov-sozdat-nadyozhnyj-parol
https://www.sberbank.ru/ru/person/kibrary/articles/dvuhfaktornaya-autentifikaciya
https://www.sberbank.ru/ru/person/kibrary/articles/kak_opredelit_fishingovyy_sayt
https://www.sberbank.ru/ru/person/kibrary/articles/kak_opredelit_fishingovyy_sayt

o PerymspHo oOHOBIISIIITE ONIEPAIIMOHHYIO CHCTEMY U MPUIIOKEHHUS.

« He ckauuBaiite HeopUIMATBHBIE TPUIIOKEHHS U MOAU(PUKALMY, TUTATMHBI WX
IPOrpamMMBbl, KOTOPBIE MOT'YT coAepkarb BpenoHocHoe 110.

o U30eraiite (uimnra, He AGIUTECH JIMYHOU HH(OPMALIUEH C APYTUMHU
UTPOKaMHU.

o Ilpu nokymnke urp, BHyTPUUTPOBBIX PEIMETOB WJIM UTPOBOM BATIOTHI
UCMOJIb3YUTE TOIBKO MPOBEPEHHBIC U HATEKHBIE MIaT(OPMBI.

o PerynspHo npoBepsiiiTe CBOU YUETHBIE 3aIIMCH HA MPEIMET HEOKHIAHHBIX
WU3MEHEHUI N1 aKTUBHOCTH.

o [loBbImanTe ocBeIOMIEHHOCTh O HOBBIX MOIIICHHUYECKUX CXEeMaX.
OcraBaiiTech B Kypce pacpOCTPaHEHHBIX U HOBBIX YTPO3.
« U30eraiite ncnosw3oBaHus oomecTBeHHbIX Wi-F1 ceteit 11 urp wiu
BBITNOJIHEHUSI BAKHBIX TPAH3AKIIUM.
3aiuTa UrpoBOro akKayHTa OT KHOEpyrpo3 TpeOyeT He TOJILKO MepeaoBbIX
TEXHUYECKUX PEIISHH, HO ¥ OCO3HAHHOI'0 TTO/IX0/1a K 0€30MacHOCTH B ITU(POBOM
mupe. PazpaboTunky Urp nmpritararoT 3HaYUTEIbHbBIC YCUITUS J1JIs1 3aITUThl CBOUX
cepBepoB U TUI1aT(OPM, HO HAJIO IIOMHHUTH, YTO OCHOBHASI OTBETCTBEHHOCTD JIOXKHUTCS
Ha caMUX UT'POKOB. BIUTEIBHOCTD M TIPOAKTUBHBIN MOIX0] — KJIH0Y K 0€30macHOM
Y IIPUSATHOM OHJIAMH-UTPE.


https://www.sberbank.ru/ru/person/kibrary/articles/fishing-v-socialnykh-setyakh-i-messendzherakh
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