AKTyaJIbHbIE YTPo3bl KHOepoe3onacHocTu B Telegram

Telegram — omuH ©3 caMbIX TOMYJSIPHBIX ~ MECCEHpKepoB B Poccum.
OH ucnonb3yercs sl OOLIEHUs], BEACHUS OM3HECA, SIBISIETCS HICTOYHUKOM HOBOCTEH.
Ha done pocra konmmaecTBa mosp3oBaTeliei miatopMbl YBETHUUBACTCS U aKTUBHOCTD
MOIIICHHUKOB

KommuaecTBo poccuiickux nonbzoBateneit Telegram nocturio 85 miH. B anperne
2024 r. coocHoBatens MecceHkepa [lasen JlypoB cooOui, 4to oOmias ayuTopus
Telegram cocrasset okoso 900 miiH rosib3oBareseid. Pa3paboTynku MO3UIIMOHUPYIOT

MECCEH/DKEp KaK OJWH U3 CaMblX 3alllMIIEHHBIX, MO3TOMY YPOBEHb JIOBEPHUS
MOJIb30BaTelie K HEMY OYEHb BBICOK. OJTUM TOJIL3YIOTCS U MOUIICHHUKH. OHH
MPUIyMBIBAIOT BCE 0OO0J€€ M3OILIPEHHBIE CXEMbl OOMaHa W MPUMEHSIIOT METO/IbI
COLMAJIbHOW MHXKEHEPUH, HAIIPaBJICHHbIC HAa KPAXy JACHET U JAaHHBIX.
Ho naymume B Meccenmkepe QpyHKIMA 0€30IacHOCTH (HarpuMep, IMHQppoBaHus) HE
JAET rapaHTU 3allIUThl OT MOIIEHHUKOB. [103TOMY Mob30BaTeny 1OKHBI TOHUMATD,
YTO IPU UCIOJIb30BAHUU JAKE TEXHUYECKHU 3AIIMILEHHOTO MECCEHKEpPA BO3MOKHBI
kuOepyrpo3el. Kpome Toro, yacte (hyHkimii 6e3onacHoctd B Telegram oTkitoueHa no
YMOJTYaHHUIO, UX HAJ0 aKTUBUPOBATH JIJIsI 3AIUIIEHHON paOOTHI.

OcCHOBHBIE 11€JTM aTaK Yepe3 MECCEHIKED:

MomeHH4€eCTBO:

[Tonmp30Barenst yOexnaroT MEpeBECTH JIEHEKHBIE CPEICTBA, MOANUCATHCS Ha
TUTaTHBIN CEPBHUC, B3Th KPEIUT, NIEPEaTh JINIHYIO HHPOpMAITHUIO.

MOIIIEHHUYECTBO C UCIOJIb30BAHUEM BUPYCOB:

[Tonb3oBatenst yoexKaar0T yCTAaHOBUTh OMAcHYI0 Iporpammy (BUPYC, IKCIUIONT
U T.J.), KOTOpasi MOKET YKPacTh JEHbIM U3 UHTEPHET-0aHKa, KPUIITOKOIIEIHKOB MU
JPYTHX IUIATEKHBIX CEPBUCOB. BO3MOXKHO Tak)Ke UCTIOIB30BAaHUE YCTPOMCTBA KIIMEHTA
1u1st DDoS-araku, 4TeHust WM OTIIPaBKK COOOIIEHUN OT UMEHH MOJIb30BaTEIIs;

Kpaka aBTOpH3alIMOHHBIX TaHHBIX (HECAHKITMOHUPOBAHHBIN JTOCTYTI):

[Tomyuenne maHHBIX Ui cOpoca Mapojsi C IEeNbI0 3aBIaJIETh JOCTYIIOM K
aKKayHTY I0JIb30BaTENsl, B TOM YHMCIIE K €ro KOHTakTaMm W rpymmnaMm. Caenarb 31O
MIPOCTO, €CJIM Y MOJIb30BaTeNsl HE aKTUBUPOBaHa JBYX(aKTOpHAs UACHTU(PHUKALIHS.

MoIIIeHHUKY JTOCTaTOYHO MEPEXBATUTh COOOIIEHUE C KOJOM cOpoca maposs,
UCIOJIB3YST OOTHI-ABOMHUKU, TPUIIOKEHUS, CAUThI-AyOJUKAaThl WM AyOJMKAT CUM-
KapThI;

[Tonmyuenne koHpHUAESHITMATHHON HHGOPMAITHN (YTEUKH ):

OT KapTOYHBIX JAHHBIX JO MAPOJIEH K CUCTEMaM U APYTrOil KOMIPOMETHPYIOIIEH
uH(OPMAIIUH, B TOM YMCIIe COCTABIISIONICH KOMMEPUECKYTO TalHy.

[ToapoOHee paccMOTpUM ClieHapUU peanr3aluu atak yepes Telegram.


https://www.vedomosti.ru/technology/articles/2024/04/17/1032323-durov-ozhidaet-rosta-auditorii-telegram

dasbIMBbIE COOPBI CPEICTB

370yMBIIUIEHHUKN UCTIONB3YIOT HOBOCTHOM (pOH J1si cOOpa CpeiCTB OT UMEHU
MPaBO3ALIUTHBIX WM 0JarOTBOPUTENBHBIX Opranu3aiiii. OHU MOTYT POCUTH JICHBIH
WIM KPUNTOBATIOTY HAa IOPUAMYECKYIO 3alIUTy TMOJUT3aKIIOUYEHHBIX, TOMOIIb
OeXeHIaM WM KUBOTHBIM B IPUIOTaX. B Takux cxemax MOIIEHHUKU 4acToO JaBsT Ha
OMOIMHK, 4YTOOBI BBI3BaTh Y JKEPTBBI JKEJIAHWE CPOYHO MOMOYb. /i uMuTanmu
IPaBA0NoA00HOCTH MOTYT UCIIOJIb30BATHCS peabHble (POTOrpaduu 1 HCTOPUN.
BecnuiaTHas npeMuyM-IOANKMCKA

MOIIIEHHUKH TIpeJIaraloT IOJIb30BATENSIM  SIKOOBI OECIIaTHBIA JIOCTYIN K
npemuyM-(QyHkuusm  Telegram, mpUCHUTAIOT CCBUIKY JUIS aKTUBALMU TOATMKCKH.
Onnaxo oHa Be€T Ha (herikoBbIit Telegram-60T, 3aMacKUpOBaHHBIN 10T O(DUITHATIBHBIN
@PremiumBot. /{na nomyuyeHus nojgapka 00T 3alpaivBaeT y MOJIb30BATENs HOMED
TeneoHa M aBTOPU3ALMOHHBIA KOJ. Kak TOJBKO 3JI0yMBIIUIEHHUKH €r0 MOJydaT —
cOpOCSIT MapoJib U MOIy4YaT AOCTYI K YUETHOM 3aIUCH.
DeiikoBoE roJI0COBAHNE

MOIIIEHHUKH CO3Aa0T MOICTbHBIC OMPOCHI WA TOJIOCOBAHMS, UCTIONB3YS JUTS
NPUBJICYCHUS] BHUMAHUS AaKTyaJbHYI0O HOBOCTHYIO WM COIMAIBHO 3HAYUMYIO
MOBECTKy. UYTOOBI «IIPOTOJIOCOBATH», MOIB30BATEII0 HEOOXOAUMO TEpedTH Ha
CTpaHully (UILUHTOBOIO CaiiTa, BBECTU CBOW HOMeEp Tele(oHa U aBTOPU3ALMOHHBIN
KoJl. Tak JaHHBIE OKA3bIBAIOTCS B PyKaX MOLLICHHUKOB, KOTOPBIE MOT'YT UCIOJIb30BaTh
uX 1711 cOpoca maposist ¥ MOJy4YeHUs! JOCTyNa K Y4ETHOM 3anucu.
IHonnesbHBIE JIOTEpPer U PO3bITPHILIH

370yMBIIUIEHHUKHA 3aIlyCKalOT PO3BITPHIINIM C TPHUBICKATEIBHBIMU TPU3aMU
(cMapT(oHbI, aBTOMOOWIIM WJIM KPYITHBIE JCHEXHbIE BbILIATHI). Js mpuBieyeHus
BHUMaHUs TIOJb30BaTelell MOIICHHUKHA WHOTJA CO3JA0T (DEHKOBBIE aKKAyHTBI
3HAMEHUTHIX JIMYHOCTEH M WMHUTHUPYIOT PO3BITPHIII MPU30B OT UMEHHU 3Be3/bl. J[is
yyacTUsi HYXXHO 3aIUIaTHUTh HEOOJIBIION «PErHCTPAllMOHHBIM B3HOC», CKaydaTh
«CHenrabHOE MPUIIOKEHUE)» WITH BBECTHU HOMEP Tesle(poHa 1 aBTOPU3ALIMOHHBIN KO —
TaK 3JI0YMBIIUICHHUKY MOJTy4aroT JOCTYH K Y4E€THOM 3anucu. Yacto i pacimpeHust
OXBaTa MOTEHIMAIBHBIX )KEPTB 3JIOYMBIIUICHHUKH MPOCST YYaCTHUKOB PO3BITPHIIICH
PETIOCTUTH COOOIIIEHNE UM TIPUTIIACUTD OMPEICTIEHHOE KOJIMIECTBO JIPY3CH.
MoueHHHYeCKHe MHBECTHUIIHOHHBIE MPOEKThI

3M0yMBIIUIEHHUKA CO3JAal0T (hallbIIMBbIE HHBECTUIIMOHHBIC MPOCKTHI WIH
umuTHpytoT pasmenienue TokeHoB (Initial Coin Offerings wimm 1CO), xotopsie
BBINVISAAT KakK MEPCHEKTUBHBIE CTapTambl B cepe KPUNTOBAIIOTH WK OJOKYEHHA.
MoI1eHHUKH aKTUBHO PEKJIAMHUPYIOT CBOM MPOEKTHI B Telegram, obemras yyacTHUKaM
OBICTpBI ¥ BBICOKUHN JJOXOM. A TOCJE MPHUBICUCHNS 3HAYUTEIHHBIX IEHEKHBIX CyMM
(dhoHT IPOCTO UCUe3aeT.



WNHorna MOIIEHHUKHM CO3/IAI0T TPYIIIOBBIE YaThl C MPEJIOKEHUEM OBICTPOro
3apab0TKa — HaJ0 TOJBKO BIOXHUTH JAeHbH. C MOACTaBHBIX aKKAyHTOB B TPYIITY
NUIIYT JPYTHE JIOAU U JCATCS TeM, KaK OHH SIKOOBI MOTYYHIH OOJBIIYI0 TPUOBLIE,
NPUKIIAIBIBAIOT «I0KA3aTeIbCTBA» B BUEC CKPUHIIOTOB OAHKOBCKUX MPHIOKEHUH. A
KOTJ]a EepTBa IMEPEBOJAUT CBOM JCHHIM — MOIICHHUKH OJOKUPYIOT €€ aKKayHT U
YAQISIIOT TPYIIITY.

HekoTopble MOIIIEHHUYECKWE WHBECTUIIMOHHBIE MPOEKThl paboTaloT o
NPUHIUITY THUPAMUJIbI, TA€ BBILIATH MEPBBIM HWHBECTOpPAaM MPOU3BOIATCA 3a CUET
CPEACTB, BIIOKEHHBIX Hocieayromumu. Takas cxema MOXeT paboTarh, MOKa MOTOK
HOBBIX HMHBECTOPOB HE HCCAKHET. [locie 3Toro opraHm3aTopbl WCYE3AIOT BMECTE C
COOpaHHBIMU CPEJICTBAMH.
danblIUBbIE PACPOAAKH M CEPBUCHI

Momennuku co3nator Telegram-kaHanbl WM TPYMIBL, TAE PEKIaMHUPYIOT
HOMYJISIPHBIE TOBAphl MO MPUBJIEKATEIBHBIM IIEHaM. JTO MOTYT OBbITh 3JIEKTPOHHKA,
OJIe’K/1a, MOJNUCKNA Ha CEPBHUCHI U JIakKe aBUaOWJIEThl. Bu3yallbHO Takue Mara3uHbl
MOTYT BBITJISIIETh KaK HACTOSIIUE, TaM MOTYT HCIIOJB30BATHCS MPO(ECCHOHATBHO
oopmiieHHbIE OaHHEpPHI, (HOTO TOBAPOB W «OT3BIBBI JIOBOJBHBIX KIHEHTOBY.
[Tonp30Bareneli mpocAT BHECTH NPEAOIUIATY 3a TOBAP WM YCIYTY, 4acTO ¢ OOCIaHueM
OBICTPOI JOCTaBKK MJIM MOMEHTAJIBHOTO TpeiocTaBiieHus cepBuca. [locie nomyuenus
OIUIaThl MOIIEHHUKU MCYE3aI0T, 3aKpbIBast KaHAJ WK OJOKUPYsI OIb30BaTEs.
Iuparckuii koHTeHT M 11O

Hexortopble kaHaibl HapsAy C JETMTUMHBIM KOHTEHTOM ITyOJIMKYIOT CCBUIKU
Ha OecriaTHoe  ckauMBaHue PUiIbMOB, KHUr, My3blkn w [10. Jlroburenu

OeCIJIaTHOrO KOHTEHTAa HE TOJBKO HApyIIalOT aBTOPCKUE IpaBa, HO U MOTYT
3arpy3uTh BpegoHocHoe  [[OwHa  cBoé  ycrpoiictBo.  Takas  mporpamma

MOKET YKPACTh (PUHAHCOBYIO M JIMYHYI0 MH(POPMALMIO, 3alr(poBaTh JaHHbIE WK
cliesath Mmoyib3oBaTensi yyactHukoMm DDoS-araku.
MomeHHNYeCTBO ¢ KPUNITOBATIOTAMH

MoriieHHUKM CO37al0T (asblvBbIe cepBUCHl B Telegram, rae mpemiararoT
BBITOJIHBIE Kypchl 0OMeHa KpunToBaitoT. [Tonb30BaTen OTHPaBIIAIOT CBOU CPEACTBA

Ha YKa3aHHbIN KOIIEIEK, HO OOMEH HE MPOUCXOIUT, U CPEICTBA UCUE3AIOT.
[lon BUIOM  JICTUTUMHBIX  MPWIOKEHUM WM  OOTOB  3JI0YMBIIUICHHUKH
pacTpoCTPaHSIOT KPUIITOJAPEHHEPhl — crieluaibHoe BpefgoHocHoe 1O mns kpaxu
JICHET U3 KPUMNTOKOIIIEbKA.

MOIIIEHHUKHA MOTYT IPOABUTaTh HECYIIECTBYIOIINE KPUIITOBAIOTHBIE IPOEKTHI
U TpeajaraTh y4acTBOBaTh B repBuyHOM pasMeniennu TokeHoB (ICO). Bkiaguuku
TEPSIFOT CBOM CPECTBA, TAK KaK MPOEKT OKa3bIBACTCS (PUKITUCH.



https://www.sberbank.ru/ru/person/kibrary/articles/piratskie-versii-ehkonomite-ili-teryaete
https://www.sberbank.ru/ru/person/kibrary/vocabulary/vredonosnoe_po
https://www.sberbank.ru/ru/person/kibrary/vocabulary/spyware
https://www.sberbank.ru/ru/person/kibrary/vocabulary/ddos
https://www.sberbank.ru/ru/person/kibrary/vocabulary/kriptovalyuta
https://www.sberbank.ru/ru/person/kibrary/articles/igry-v-telegram-o-kakikh-riskakh-nado-znat

MoleHHIY€eCTBO ¢ HCI0JIL30BAHMEM MOAIEIbHBIX AKKayHTOB

370yMBIUIEHHUKH CO3/1ar0T npodui, MMUTHPYIOLIUE AKKAYHTHI
COTPYJIHUKOB IPABOOXPAHUTENIBHBIX,  HAJIOTOBBIX ~ OPraHoB  WIA  JPYyIuX

TOCYAApCTBEHHBIX yupexaeHnid. OHHM HUCMONB3YIOT O(UIMATbHYIO CHMBOJIUKY
OpraHu3alvy ¥ MUILIYT 3a4acTyI0 MOJ| MPEIIOroM KakoW-1u00 MPOBEpPKU. 3aryruBas
CBOMX JKEPTB, OHM IMPOCST [IEPEBECTU JICHBI'M Ha «0e30MacHbIN CUYET», KOTOPBIA Ha

caMOM JICJIC ABJEICTCA MOILICHHUYCCKUM.
MoI1IeHHUKH MOI'YT MpCACTABIIATHCA PYKOBOAUTCIICM KOHK[}CTHOﬁ

OPraHu3aIy ¥ MPOCUTh COTPYIHUKA TIPEIOCTABUTH KOH(PHUICHITUATBHEIEC JAHHBIC WIN
MEPEeBECTH JCHBIM CO CcuéTa KOMIIaHWHM. B Takux ciaydasx st OoJbInei
yOeIMTENBHOCTH UCTIOIB3YIOTCS HE TOJBKO (hoTorpaduu moaaebHbIX JOKyMEHTOB, HO
U qund ek,

NHorpa MoleHHMKAM yIaeTcs B3J1aMbIBaTh AKKAYHTBI IIOJB30BATENCH U
pacceliaTh MO CIUCKY KOHTAKTOB MPOCHOY 3aHATH JeHer. [Ipu mojydeHuu Takoro
COOOIIEHHUS OT POJCTBECHHMKA, IPyTa WM KOJIJIETH HE CTOMT TOPOIUTHCS C OTHPAaBKOM
MePEeBO/Ia, HY>KHO CBSA3ATHCS C HUM aJIbTEPHATUBHBIM CIIOCOOOM M YTOUHUTH CUTYAIHIO.

Kak 3ammrutecs oT MomeHHnYecTBa B Telegram

o OcraBaiiTech CHOKOMHBIMHM M HE IIOJaBalTeCh TaBICHUIO. MOIIEHHUKHA YacTO
MIBITAIOTCS IyTaTh WM TOPOIIUTH KEPTBY, UTOOBI HE JaTh € BO3MOKHOCTH
KPUTHYECKU OILICHUTh cuTyanuro. He coBepiiaite HUKaKAX JCUCTBUM IIOL
JaBJICHUEM, JaiTe cebe BpemMs TOoAyMaTb W IIPOBEPHUTH IOTYYCHHYIO
uHOPMAIIHIO.

o bynbTe 0CTOpPOXKHBI ¢ MpeoIIaTaMUi U TPETIOKEHUSIMU OBICTPOTO 3apaboTKa.
Ecnu Bam mpenyaratroT Kyrnuth TOBap MO CIWILIKOM HU3KOW LIEHE WUJTU BJIOKHUTh
JEHbI'W C OOCIIaHMEM JI0XOJla BBIIIE PBIHOYHOIO — 3TO HaBEpHSKa
MOIICHHUYECTBO. BHUMATENIbHO NPOBEPSAUTE PEITYyTALIMIO MPOJAABIIA U HUKOTA

HE [IEPEBOIUTE JICHBIM 3apaHee.

« [IpoBepsiiTe MOTMHHOCTH AKKAYHTOB, COOOIIIEHUH 1 MPUCIAHHBIX TJOKYMEHTOB.
Ecim BaM muuiyT OT MMEHM OpPraHW3alMd WM W3BECTHOM JMYHOCTH, A BBI
COMHEBAETECh — CBSHKUTECh HANMPSAMYIO 4epe3 OPHUIMAIbHBIN CalT WM MO
Tenedony.

« He nepexoaure no nogo3pUTENBHBIM CChUIKAM M HE BBOJUTE JIMUHBIC JIAHHBIE,
napoyi wiv (GUHAHCOBYIO MH(GOPMAILMIO HA HE3HAKOMBIX CaiiTaX WM Yepe3
CTOPOHHHE MPUIIOKEHUSL.

o 3aumrture Bam akkayHT B Telegram. VYcraHoBuTe AByX(akTOpHYIO
ayTeHTHuUKaiuio. [[poBepbTe, HE B3JIOMaH JIM Balll aKKAyHT U 3aBEPIINTE BCE
CEaHChl Ha HE3HAKOMBIX ycTpoicTBax. Ecim ¢ TenmedoHa 31O chenath He
nojryyaercsi — nonpoOyiite ¢ kommnerorepa. [ lomuuTte, 4to nepseie 24 yaca nocie


https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/obman_-s_podmenoj_lichnosti
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/articles/ostorozhno-dipfejk-kak-uznat-moshennika-na-video
https://www.sberbank.ru/ru/person/kibrary/articles/desyat-sovetov-po-bezopasnym-pokupkam-v-internete
https://www.sberbank.ru/ru/person/kibrary/reminders/kak-zashchitit-svoj-akkaunt-v-telegram

C6pOC.':1 napoJrsi O4YCHb BAXKHBI. IIo IIpaBuJIaM MCCCCHKEPA, HOBBIN BJIaACIICIT HE
MOJKCT BaC UCKIIHOYNUTH U3 CCaHCA B TCUCHNC 3TOI'O BPCMCHMU.



