AKTyalibHbIE YTPO3bl Kubepoe3onacHoctu B Telegram

Telegram — oamH W3 caMmbIX TOMYJSPHBIX MecceHmKepoB B Poccum.
OH ucnonb3yeTcst A1 0OLLEHMs], BeIeHUs] OU3Heca, SIBISIETCS] HICTOYHUKOM HOBOCTEH.
Ha ¢one pocta xonmuuecTBa nosib3oBaTesneil miathopmMbl yBEIMUMBAETCS U aKTUBHOCTD
MOILIEHHUKOB

KonuuecTtBo poccuiickux nonws3zoBateneit Telegram nocturio 85 miH. B anpere
2024 r. coocHoBaTenb Meccenkepa [laen [lypoB cooOmimi, 4ro oOmas ayauTopus
Telegram coctapnsier okono 900 miiH noss3oBareneil. PazpaboTynky NO3ULMOHUPYIOT

MECCEH/DKEPp KAaK OJIMH W3 CaMbIX 3allMIIEHHBIX, MO3TOMY YpPOBEHb JOBEpPHUS
MOJIb30BaTENEl K HEMY OYEHb BBICOK. OJTUM MOJB3YIOTCA M MOIIEHHUKUA. OHH
NPUIYMBIBAIOT BCE OO0Jiee M3OILIPEHHBIE CXEMbl OOMaHa W MPUMEHSIOT METObI
COLIMAJIEHOM MH)KEHEPHUH, HAIPABJICHHBIE HA KPaXy JICHET U JJAHHBIX.
Ho nanmuune B Meccenmkepe GyHKIMA 0€30MacHOCTH (Hampumep, MuQpoBaHus) HE
JTAET rapaHTU 3alUThl OT MOIIIEHHUKOB. [103TOMY Mosib30BaTeNN JOMAKHBI IOHUMATD,
YTO MPHU KCIOJIb30BAHUM JaKE€ TEXHUYECKHU 3AIUIIEHHOTO MECCEHKEpa BO3MOKHBI
kubepyrpo3bl. Kpome Toro, yacts ¢yHkiuii 6e3onacHoctu B Telegram oTkiroueHa mo
YMOJTYaHUIO, X HAJI0 aKTUBUPOBATH JIsI 3AIUIIIEHHON paOOTHI.

OCHOBHBIE 1I€7TM aTaK Yepe3 MECCEHIKED:

Mo11eHHIYEeCTBO:

[Tonmb3oBaTens yOeKIarOT TMEPEBECTH JIEHEKHBIE CPEJCTBA, IMOJANUCATHCS Ha
TUTaTHBIA CEPBUC, B3ATh KPEIIUT, NIEpeIaTh JUIHYIO HHPOPMAIIHIO.

MOoI1eHHUY€ECTBO C UCTIOJIB30BAaHUEM BUPYCOB:

[Tonmb3oBaTens yoek1a0T yCTaHOBUTH OMACHYIO TPOrpamMmy (BUPYC, IKCIUIONT
U T.7.), KOTOpasi MOXKET YKPAcTh JCHBI'M U3 MHTEPHET-0aHKa, KPUIITOKOIICTLKOB WIIH
JIPYTHUX TUIATEKHBIX CEPBUCOB. BO3MOKHO TaKkKe UCIIOJIb30BAHUE YCTPOMCTBA KITMEHTA
st DDoS-araku, 9reHus Wiy OTHpaBKH COOOIICHHU OT MMEHH TT0JIh30BaTEls;

Kpaka aBTOpr3aliMOHHBIX JaHHBIX (HECAHKITMOHUPOBAHHBIN JTOCTYII):

[lonyyenne maHHBIX Ui cOpoca Mapojsi C IENbI0 3aBIaETh JOCTYIIOM K
aKKayHTy IIOJIb30BaTelsd, B TOM YHCJIE K €ro KOHTakTaMm W rpymnmaMm. Craenars 3To
IIPOCTO, €CITN Y TIOJIK30BaTEeN s He aKTUBUPOBaHA ABYX(haKTOpHAs UACHTH(UKAIINA.

MollieHHUKY JTOCTATOYHO TEPEXBAaTHTh COOOIIEHHWE C KOAOM cOpoca Mmapols,
WCIIOJIB3YSl OOTHI-IBOMHUKHY, TPUIOKEHUS, CAWTBHI-AyOJHMKAThl WA JTYOJIMKAT CUM-
KapThl;

[Tonyuyenne koHDUACHITMATEHOW HHPOPMAITH (YTECUKH ):

OT KapTOYHBIX JAHHBIX JI0 MAPOJICH K CUCTEMAaM U IPYyTroil KOMIIPOMETHUPYIOIIEH
nH(OpMaIH, B TOM YHCIIE COCTABIISIONICH KOMMEPUYECKYIO TalHYy.

[TonpobHEe paccMOTpUM ClIEHApUU peaau3aiuy aTtak depes Telegram.


https://www.vedomosti.ru/technology/articles/2024/04/17/1032323-durov-ozhidaet-rosta-auditorii-telegram

PanbmKMBbIE COOPBI CPEICTB

370yMBIIIJIEHHUKH UCTIONB3YIOT HOBOCTHOM (POH /17151 cOOpa CpeCcCTB OT UMEHU
MIPABO3AIIUTHBIX WA OJIATOTBOPHUTENBHBIX Opranu3arwii. OHE MOTYT IPOCUTH JICHBIU
WIA KPUNTOBAIIOTY HA FOPUAMYCCKYIO 3allUTy IMOJUT3AKIFOUCHHBIX, IOMOIIb
Oe)KEeHIIaM WJIH JKUBOTHBIM B TIPHUIOTaX. B TakMX cxeMax MOIIICHHUKH 4acToO JaBAT Ha
OMOITUM, YTOOBI BBI3BATH Y JKEPTBHI JKEJIAHWE CPOYHO TOMOYb. JIJIT WMHTAIH
MPaBIONOI00HOCTH MOTYT UCHOJIb30BaThCs peasibHble (hoTorpapuu U UICTOPHH.
BecniiaTHas npeMuyM-TIOAMUCKA

MOIIIEHHUKH TIPEIararoT IOJIb30BaTesIM  SIKOOBI  OSCIUIATHBIM JIOCTYIT K
npeMuyM-QyHKIusaM Telegram, NPUCHUTAIOT CCHUTKY Ui aKTUBAIlMKM TIOATHCKH.
Opnnaxo oHa BeAET Ha (eiikoBbii Telegram-60T, 3aMacKUpPOBaHHBIHM MO OPUITHMATHEHBIN
@PremiumBot. /Ing noxydenus nogapka OOT 3ampalivBaceT y MOJIb30BaTeNsl HOMEP
TeneOHAa W aBTOPU3AITMOHHBINA Ko, Kak TOJBKO 37I0yMBINIJICHHUKA €r0 IMoJTydaT —
cOpOCST TapoJIb U TOIYYAT JOCTYI K YUYETHON 3aITUCH.
DeiiKkoBOE roJIOCOBAHUE

MOIIIEHHUKH CO3Iaf0T TIOJICIBHBIC OIPOCHI MM TOJIOCOBAHHMS, UCTIOIB3YS IS
NPUBJICYCHNS BHUMAHMS aKTyaJlbHYI0 HOBOCTHYIO WM COIMAIbHO 3HAYUMYFO
noBeCTKy. YUTOOBI <«IIpOroJIocoBaTh», MOJIB30BATENI0 HEOOXOAMMO TMEpEedTH Ha
CTpaHMIly (PUIIMHTOBOIO CaiiTa, BBECTH CBOW HOMep Tele)OHa W aBTOPU3ALMOHHBIN
koJl. Tak maHHBIE OKAa3bIBAIOTCS B pyKaX MOIIIEHHUKOB, KOTOPhIE MOTYT UCIIOJIb30BATh
UX 17151 cOpoca mapoJisi ¥ MOTYYEHHUS T0CTYyIa K y4ETHOM 3aITUCH.
IomnenbHBIE JIOTEper M PO3BITPBILIN

3M0yMBIIIJICHHUKA 3aIlyCKAlOT PO3BITPHIIIN C TPUBJICKATEIbHBIMUA TPU3AMHU
(cMapThoHBI, aBTOMOOWIN WM KPYITHBIE JCHEXKHbIC BBIILIATHI). J{JIs1 mpuBIeYeHUS
BHUMAaHHUSI TIOJIb30BaTeNel MOIIEHHUKH WHOTZA CO3JAal0T (DEHKOBBIE aKKAYHTHI
3HAMEHHUTHIX JIMYHOCTEH M MMUTHUPYIOT PO3BITPHINI MPU30B OT MMEHU 3Be3bl. J[is
y4acTHs HYXXHO 3aIUIaTUTh HEOOJBIIOW «PETUCTPAIIMOHHBIN B3HOCY», CKaydaTh
«CreTManbHOE TIPUIIOKEHHE)» WM BBECTH HOMED Tenne(OoHa M aBTOPU3AIMOHHBIN KOJT —
TaK 3J0yMBINIICHHUKN TTOMYYar0T TOCTYI K YIETHOM 3amuch. YacTo i pacumpeHust
OXBaTa MOTCHIIUATBHBIX JKEPTB 37I0YMBIIIICHHUKA TPOCAT YYaCTHUKOB PO3BITPHIIICH
PETOCTUTH COOOIIEHUE WM TIPUTITIACUTD OTIPEIEIIEHHOE KOJTMUECTBO JIPY3€Eil.
MoleHHHYeCcKHe HHBECTHIIMOHHbIE MPOEKTHI

3M0yMBIIIJICHHUKA CO3/IAI0T (haJIBIIMBBIE WHBECTUIIMOHHBIC TPOSKTHI WIIH
umutupytotT pasmenienue TokeHOB (Initial Coin Offerings wmm 1CO), xotopsie
BBITJISA/IAT KaK TEPCIIEKTUBHBIE CTApTambl B cepe KPUMITOBATIOTHI MM OJIOKYEHHA.
MollieHHUKH aKTUBHO PEKJIAMHUPYIOT CBOM MPOEKTHI B Telegram, oberast yaacTHUKaM
OBICTPBIN W BHICOKHI JTOXOJ. A TOCTIC TIPUBJICUCHUS 3HAYUTEIILHBIX JCHEKHBIX CYMM
(G oHT MPOCTO MCUE3aeT.



MHorga MOIIEHHUKH CO3/AI0T TPYIIOBBIE YaThl C MPEIOKEHUEM OBICTPOTO
3apabo0TKa — HaJ0 TOJBKO BIOXKHTH JEHbIU. C TMOJCTAaBHBIX AKKAYHTOB B TPYIITY
MUIIYT JpYyrHUe JOAW U JIENATCS TeM, KaK OHU SIKOOBI TOTYYMIId OOJBIIYIO MTPUOBLIb,
MPUKITABIBAIOT «I0KA3aTeNbCTBA» B BUJEC CKPUHIIOTOB OAHKOBCKUX MPHIIOKEHUH. A
KOT/Ia JKepTBA MEPEBOAUT CBOM JIEHHIM — MOIICHHUKU OJIOKHPYIOT €€ aKKayHT U
YIAISIOT TPYIILY.

HekoTopble MOIIIEHHUYECKHE WMHBECTUIIMOHHBIE TPOEKTHl paboTalOT T
TIPUHIMITY TTHPAMHUIBI, TAC BBILIATHI TIEPBBIM HWHBECTOPAM IPOU3BOMSTCSA 3a CUET
CPE/ICTB, BIIOKCHHBIX MOCIEAYIOMMMH. Takas cxema MOXKET paboTaTh, MOKa MOTOK
HOBBIX MHBECTOPOB HE HCCSKHET. [locie 3TOro opraHm3aTopbl MCUE3aOT BMECTE C
COOpaHHBIMU CPE/ICTBAMH.

@ajibIIMBbIE PACTIPOIAKH H CEPBUCHI

Mormennnku co3matoT Telegram-kaHanbl WM TPYMIBL, TI€ PEKIAMUPYIOT
TIONYJISIPHBIE TOBAPHI 10 MPUBJIEKATEIBHBIM IIEHaM. JTO MOTYT OBITh JICKTPOHHKA,
OJIC)K/1a, TOJIMCKA Ha CEPBUCHI U JIaKe aBHAOWJICTHL. BH3yallbHO Takue Mara3uHbI
MOTYT BBITJISIIETh KaK HACTOSIIIIAE, TaM MOTYT HCIIONBh30BaThCS MPOGECCHOHAIBLHO
oopmiieHHbIE OaHHEpHI, (OTO TOBAPOB U «OT3BIBBI JOBOJBHBIX KIIHEHTOBY.
[Nonp3oBaterneii MpocsIT BHECTH MPEIOTUIATY 32 TOBAP HIIH YCIIYTY, YaCTO ¢ OOCIIaHueM
OBICTPOI JOCTABKH M MOMEHTAILHOTO TpeIocTaBlieHns ceppuca. [locie momyuenus
OILTAThl MOIIIEHHUKH MCYE3aI0T, 3aKPhIBast KaHAJ HITH OJIOKUPYS TIOJTb30BATEIIS.
IMuparckuii kourent u IO

HekoTopble KaHaIIbI HapsAy C JICTUTUMHBIM KOHTEHTOM ITyOJIMKYIOT CCBUIKH
Ha OecruiatHoe ckauuBaHue GWIbBMOB, KHHUT, My3blkn win [10. JloOutenu

OecIUTaTHOrO KOHTEHTa HE TOJIbKO HapyIIaloT aBTOPCKHE TpaBa, HO M MOTYT
3arpy3uthb BpeoHocHoe — [IOwa  cBo€é  ycrpoiictBo.  Takags  mporpamma

MOJKET YKPACTh (PMHAHCOBYIO M JIMYHYIO MH(pOpMAIIKIO, 3amudpoBaTh JaHHBIC WIN
clemnaTh Mmoyib30oBaTens yuacTHukoM DDoS-araku.
MoleHHHY€eCTBO ¢ KPUNITOBAIIOTAMMU

MorieHHUKH c031al0T (panbiuBeie cepBHCHl B Telegram, rae mpenararoT
BBITOJTHBIE KypChl 0OMeHa KpUNTOBAIOT. [lomb30BaTeNn OTHPaBIAIOT CBOU CPEICTBA

Ha yKa3aHHBIN KOMIENEK, HO 0OMEH He TIPOUCXO/IUT, U CPEICTBA UCUE3AIOT.
Ilon BHIOM  JIETUTUMHBIX  TNPWIOKEHUM WM  OOTOB  3J0YMBIIUICHHUKH
pachpoCTpaHstOT KPUNTOAPEHHEphl — crenualibHoe BpeaoHocHoe [1O0 g kpaxu
JIEHET U3 KPUNTOKOLIENbKA.

MonieHHUKH MOTYT IPOJIBUTaTh HECYIIECTBYIOIINE KPUITTOBATFOTHBIE TPOEKTHI
W Tpeajarath y4acTBOBaTh B repBuuHOM pasmeiiennn TokeHoB (ICO). Bxnagunku

TEPSIFOT CBOM CPECTBA, TAK KaK MPOEKT OKa3bIBACTCS (PUKIIUEH.


https://www.sberbank.ru/ru/person/kibrary/articles/piratskie-versii-ehkonomite-ili-teryaete
https://www.sberbank.ru/ru/person/kibrary/vocabulary/vredonosnoe_po
https://www.sberbank.ru/ru/person/kibrary/vocabulary/spyware
https://www.sberbank.ru/ru/person/kibrary/vocabulary/ddos
https://www.sberbank.ru/ru/person/kibrary/vocabulary/kriptovalyuta
https://www.sberbank.ru/ru/person/kibrary/articles/igry-v-telegram-o-kakikh-riskakh-nado-znat

MoneHHN4Y€eCTBO ¢ UCII0JIb30BAHNEM MOJAA€C/IbHBIX AKKAYHTOB

3I0yMBIIIJICHHUKA CO3/1a0T npoguiy, MMUTHPYIOIINE AKKAYHTHI
COTPYJHUKOB IMPABOOXPAHUTEIIbHBIX, HJIOTOBBIX ~ OPraHoB  WIH  JIPYIHX

rOCYJApCTBEHHBIX YyupexJaeHuiH. OHM HCHONB3YIOT O(UIMATBHYIO CHUMBOJMKY
OpraHu3alMy ¥ MHUIIYT 3a4acTyIO MOJ MPEATIOroM KakoM-muOo MpOBEpKU. 3amyrusas
CBOUX JKEPTB, OHM MPOCST IEPEBECTU JEHbIM Ha «0E30IacHbI CYET», KOTOPbIM Ha

caMOM ACJIC ABJIIACTCA MOIICHHUYCCKUM.
MolIE€HHUKU MOI'yT MpEACTaBIATBCA PYKOBOOUTCIIEM KOHK[}GTHOﬁ

OpraHu3alliy ¥ MPOCUTh COTPYIHHUKA MPEAOCTAaBUTh KOH(DUIEHITMATIbHBIC TaHHBIC WIIN
MEepeBecCTd JEHbIM €O cuéra KoMmMmaHuu. B Takux cioydasx s OoJibIIei
yOeIUTETLHOCTHU UCTIONB3YIOTCSI HE TOJIBKO (poTOorpaduu Mo IIeIbHBIX JIOKYMEHTOB, HO
u aundenky.

NHorna MollIEHHMKaM YAaeTcsl B3J1aMbIBaTh AKKAyHThI IOJIb30BATENEH W
pacchuIaTh MO CIUCKY KOHTAaKTOB IMPOCHOY 3aHAThH JACHEr. [Ipu moiydeHuu Takoro
COOOIIIEHHUST OT POJICTBEHHUKA, IPYTa UM KOJIJIETH HE CTOUT TOPOITUTHCS C OTIPABKOM
NIEPEBO/1a, HY>KHO CBSI3aThCS C HUM aJIbTEPHATUBHBIM CIIOCOOOM 1 YTOUHUTH CUTYAIIHIO.

Kak 3ammruthest oT MorieHHn4ecTBa B Telegram

o OcraBaiiTech CIOKOMHBIMU U HE TIOJIaBalTECh JaBICHUIO. MOIIIEHHUKN 9acTO
IBITAIOTCS ITyTaTh WM TOPOIUTH KEPTBY, UYTOOBI HE JaTh €l BO3MOXXHOCTH
KPUTUYECKU OLICHUTh CUTyaluto. He coBepmiaiite HUKAKUX JIEUCTBUM IO
JTaBJICHWEM, JaiTe cebe BpemMs TOAyMaTh M TPOBEPUTH TOTYyUYECHHYIO
uHGOpMAITHIO.

o bynpTe 0CTOPOXKHBI ¢ MpeAoIUIaTaMy U MPEIIOKEHUSIMH OBICTPOro 3apaboTKa.
Ecnu Bam mipeasiaratoT KynuTh TOBap MO CIMIIKOM HU3KOW IIEHE WU BIIOXKUTH
JEHBIM C oOOemaHMeM JI0XOJla BBIINIE PBIHOYHOTO — O3TO HaBEPHIKa
MOIIICHHUYECTBO. BHUMATEILHO MPOBEPSAUTE pEIyTAIMIO [IPOJIaBIld U HUKOTAA

HE NIEPEBOJUTE JICHBI'M 3apaHee.

« IIpoBepsiiiTe MOUIMHHOCTH AKKAYHTOB, COOOIIIEHUI 1 MMPUCIAHHBIX JOKYMEHTOB.
Eciu BamM muimryT OT MMEHM OpraHu3alud WM W3BECTHOW JIMYHOCTH, @ BbI
COMHEBAETECh — CBSIKUTECh HAMPSIMYIO 4epe3 OPHUIMATIbHBIA CAaNUT WU 10
TeneoHy.

o He nepexoaure 1o nmogo3prUTENBHBIM CCHUIKAM U HE BBOJUTE JIMYHBIE JIAHHBIE,
napoiy Wi (PUHAHCOBYIO MH(POPMAIMIO HA HE3HAKOMBIX CalTax WM Yepe3
CTOPOHHHE MPUIIOKEHUSL.

o 3ammurure Bam akkayHT B Telegram. VYcraHoBure ABYX(aKTOPHYIO
ayreHTH(pUKauio. [[poBepbTe, HE B3JIOMaH JIM Balll aKKayHT W 3aBEPILIUTE BCE
CeaHChl HAa HE3HAaKOMBIX ycTpoilctBax. Ecim ¢ tenedona 31O caenarb He
MOJTy4aeTcst — nonpoOyite ¢ komnbtotepa. [lomuaute, 4to nepsbie 24 yaca nociie


https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/obman_-s_podmenoj_lichnosti
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/articles/ostorozhno-dipfejk-kak-uznat-moshennika-na-video
https://www.sberbank.ru/ru/person/kibrary/articles/desyat-sovetov-po-bezopasnym-pokupkam-v-internete
https://www.sberbank.ru/ru/person/kibrary/reminders/kak-zashchitit-svoj-akkaunt-v-telegram

cOpoca maposst oueHb BaxxHbl. 110 mpaBuiiam MecceHakepa, HOBbIH BiiajieNel] He
MOJXKET BaC MCKIIFOUUTh U3 CEaHCa B TEUYCHHUE ATOI'0 BPEMEHHU.
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