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OnpenesneHus
B HacrosimeM 10KyMEHTE UCIIOIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX ONPEICIICHUS.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMa, COCTOSIAs M3 MepcoHalla W KOMILJIeKca
CPEICTB aBTOMATHU3AIlMM €r0 JEATEIILHOCTH, peanu3yromas HWHOOPMAIIMOHHYIO TEXHOJOTHIO
BBITMOJTHEHUS] YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTHQUKANUS OTNPABUTES] JAHHBIX — IOATBEPXKICHUE TOTO, 4YTO OTIPaBUTEIb
MOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTE MNMEPCOHANBHBIX JAHHBIX — COCTOSHHE 3allMIIEHHOCTH IE€PCOHAJIBHBIX
JAHHBIX, XapaKkTepU3yeMOe CHOCOOHOCTHIO  IOJb30BaTeNiel, TEXHUYECKUX CPEACTB U
MH(POPMALIMOHHBIX TEXHOJIOTUI 00ecrednTh KOH(PUICHIIUAIBHOCTD, [IEIOCTHOCTD U JIOCTYITHOCTb
MEPCOHATBHBIX JaHHBIX MPH HMX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMax MEePCOHAIbHBIX
JaHHBIX.

Buomerpuyeckne mepcoHaIbHbIE JaHHBIE — CBEJCHUS, KOTOPBIE XapaKTEPHU3YIOT
¢u3nomornuecKkre OCOOCHHOCTH YEJOBEKAa M HAa OCHOBE KOTOPBHIX MOYKHO YCTaHOBUTH €ro
JUYHOCTh U KOTOPBIE UCHONB3YIOTCS AIMUHHUCTpaLUEH sl YCTAaHOBICHUS JIUYHOCTH CyOBEKTa
MEPCOHATBHBIX JIAHHBIX, MOTYT 00padaThIBAThCS TOIHKO MPU HAIWYHH COTJIACHS B TTMCEMEHHOMN
¢dopme cyOBeKTa MepCOHANbHBIX JAaHHBIX (BKIOYas (oTorpaduu, OTIEYaTKU HaJbIEB, 0Opa3
CETYATKH TJ1a3a, 0COOCHHOCTH CTPOCHUS TeJIa U PYTYIO MOI00HYI0 HHPOPMAIIHIO).

BJ'[OKHPOBZIHI/IQ MEPCOHAJIBbHBIX JAHHBIX — BpPCMCHHOC IMPCKPALICHUEC 06pa6OTKI/I
NECPCOHAJIBHBIX JTdHHBIX (33 HCKIIIOYCHHUECM CJIy4acB, CCJIA 06pa60TKa HGO6XOI[I/IM3 JJIA
YTOUHCHUA MEPCOHAJIIBHBIX IIaHHBIX).

Bupyc (KoMIbIOTEpHBI, NPOrpaMMHBINH) — HCHOJIHAEMBIH NPOIPaMMHBIM KOJA WU
UHTEPIPETUPYEMbI HaOOp MHCTPYKLMH, oONafaroluil CBOWCTBAMU HECAHKIIMOHMPOBAHHOI'O
pacrpocTpaHeHust U camoBocnpomsBeneHus. Co3aanHble JyOJIuKaThl KOMIIBIOTEPHOTO BUpYca He
BCerJa COBNAJAIOT C OPUTMHAJIOM, HO COXPaHAIT CIOCOOHOCTh K JalbHEHIIeMy
PacIpOCTPaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

Bpenonocnas mporpamma — 1porpamma, IpeJHa3Hauy€HHas Uil OCYLICCTBIICHHUS
HECaHKUMOHUPOBAHHOTO JIOCTYMAa U (WJIK) BO3JCHCTBHS Ha MEPCOHAJIbHBIE JaHHbIE WU PECyPChI
MH(POPMALIMOHHOW CHCTEMBI MIEPCOHATIBHBIX TaHHBIX.

BcecnomorarejibHble TeXHHYECKHE cpeactBa U CHCTEMbI — TEXHUYCCKHE CpPEIACTBA U
CHUCTEMbI, HC MPCAHA3SHAYCHHBIC JIA IICPCaadu, 06pa60T1<1/1 N XpaHCHUA NCPCOHAIBHBIX HAHHBIX,
YCTaHAaBJIMBACMBIC COBMCCTHO C TCXHUYCCKUMU CPCACTBAMU U CUCTEMAMU, IMPECAHAZHAYCHHBIMHA
JIA 06pa6OTKI/I NEPCOHAJIBHBIX JAHHBIX WIM B IIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/IH(I)OpMaLII/IOHHLIC CHUCTCMBI IICPCOHAJIbHBIX JAHHBIX.

HocTyn B onepanuoHHyr0 cpeay KoMIbloTepa (MH(GOPMAIMOHHOH CHCTEMbI MEPCOHAIBHBIX
JAHHBIX) — TIOJTyYEHHE BOZMOXKHOCTH 3aITyCKa Ha BBHITIOTHEHUE IITATHBIX KOMaH]1, (DYHKIIUHA, TIPOLIETYP
OTEPAIMOHHON CHUCTEMBI (YHUUTOXKEHHS, KOITMPOBAHUSI, TIEPEMEIICHHs U T.I1.), UCTIONHAEMbIX (aiioB
TIPUKJIAIHBIX IIPOTPAMM.

Joctyn k mHgopManuu — BO3MOXKHOCTB TIOTTy4eHHUs HH(POPMALIMH U €€ UCTIOIb30BaHUSI.

3aki1a104HOe YCTPOHCTBO — SJIEMEHT CpEACTBA CheMa HH(OPMALMM, CKPBITHO BHEIPSEMBIH
(3aKymampIBacMblii WM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa uHGpOpMarmu (B TOM 4YHCIEe B
OrpaxaeHue, KOHCTPYKIIMIO, 000pyA0BaHKe, MPEAMEThI HHTEPhEpa, TPAHCTIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pa00TKH HH(POPMAIIHH ).
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Jammmaemass uHpopMammsi — UHPOPMALWS, SBISIOMIAACA TMPEIMETOM COOCTBEHHOCTH U
MOJIeKaIas 3allluTe B COOTBETCTBUM C TPeOOBAaHUSMU MPABOBBIX JOKYMEHTOB WM TpeOOBAHMSMY,
YCTaHABITMBAEMbIMU COOCTBEHHUKOM MH(OPMALIUH.

HNnentudukanusi — TPUCBOCHHE CYOBEKTaM M OOBEKTAM JOCTyNa HACHTH(UKATOpa U (WIH)
CpaBHEHUE MPETBSBISIEMOrO UICHTH()HUKATOPA C IIEPEIHEM ITPUCBOCHHBIX UACHTU(DHUKATOPOB.

NudopMaTUBHBII CHUTHA — DIICKTPUYECKUE CUTHATBI, aKYCTHYECKHE, 3JIEKTPOMArHUTHBIE U
npyrue (GU3UYecKre TIONs, MO TapamMeTpaM KOTOPhIX MOJKET OBbITh PacKpbITa KOH(HICHIHAIHLHAS
uapopMaIs (TIepCOHANTBHBIE JTaHHBIe) oOpadaThiBaeMas B MH(OPMAIMOHHON CHUCTEME TMEPCOHATBHBIX
JTaHHBIX.

Nudopmanuonnas cucrema mnepcoHaabHbIX AaHHbIX (UCIIIH) —cOBOKYNMHOCTD
cojepamuxcss B 0a3zax JaHHBIX MEPCOHATIBHBIX NAHHBIX U 00ECHEeuMBAIOMIMX UX 00pabOTKy
MH(GOPMALIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB.

HNudpopMmanmoHHble TEXHOJOTHH — TIPOLIECCHI, METOIbI IMOMCKA, cOOpa, XpaHeHWsl, OOpaOOTKH,
MPEIOCTABIICHHS, PACTIPOCTPAHEHUS MH(POPMAIMK U CHIOCOOBI OCYIIECTBICHUSI TaKUX MPOIECCOB U
METO/JIOB.

Hcnonb3oBanne mnepcoHANbHBIX MAHHBIX — JEWCTBHA (omepanuu) € NEPCOHAIBHBIMU
JAaHHBIMM, COBEpIIAEMbIE ONEPATOPOM B LEJSIX NMPHUHATUS PEIICHUH WIM COBEPLICHUS HMHBIX
JEUCTBUH, MOPOXKAAIOIINX IOPUINYECKUE TIOCTIEICTBUS B OTHOIIEHUU CYObEKTa MEPCOHAIBHBIX
JAHHBIX WM JPYTHX JUI JUO0 MHBIM 00pa3oM 3aTparuBaroIlMX IMpaBa U CBOOOJBI CyOBEKTa
NEPCOHAIBHBIX JAHHBIX WU APYTUX JIHII.

Hcrounuk yrpossl 6e30macHOCTH MHGOPMALMHU — CYOBEKT JIOCTYIA, MATEPUATBHBIA OOBEKT WIIH
(r3HyecKoe SIBJIEHHE, SIBIISIOIIIECS IPUUUHON BOSHUKHOBEHUS YTPO3bl 0€3011aCHOCTH MH(OPMAIUH.

KoHTposmpyemasi 30Ha — TIPOCTPAHCTBO (TEpPHUTOpHS, 3/IaHHE, YacTh 3IaHUs, IMOMEIICHHE), B
KOTOPOM HCKJIFOUCHO HEKOHTPOJIMpPYEMOe MpeObIBAaHKE MOCTOPOHHUX JIMI[, & TaKXKE TPAHCIOPTHBIX,
TEXHUYCCKUX 1 MHBIX MAaTCPUAIIbHBIX CPEACTB.

KoHpuaeHIMaILHOCTh MEPCOHATILHBIX JAHHBIX — O0S3aTEIBHOS [UTSI COOMIOCHUS OTepaTopoM
WIM WHBIM TIOJMYYHBIIHMM JIOCTYI K TIEPCOHAJBHBIM JIAHHBIM JIMIIOM TpeOOBaHHWE HE JIOIMYCKaTh HX
pacrpocTpaHeHue 0e3 corfiacusi CyOBheKTa TMEpCOHATBHBIX JTAHHBIX WM HAJIMYMS HHOTO 3aKOHHOTO
OCHOBAHWSI.

Me:xceTeBoil 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHATIBHO-PACTIPE/ICTICHHOE
nporpaMMHoOe  (TIporpaMMHO-aIIapaTHoe) CPeICTBO  (KOMIUIEKC), pealu3ylolee KOHTPOIb 3a
uHpOpMaIWel, MocTyrnaromeid B HHPOPMAIMOHHYIO CHUCTEMY TMEPCOHANBHBIX JIAHHBIX W (WJIN)
BBIXO/ISIIIEH U3 MH(POPMAIIMOHHOW CUCTEMBL.

Hapyumresb 0e30MaCHOCTH MNEPCOHANBHBIX JAHHBIX — (U3MYECKOE JIMLO, CIy4daiHO WK
NpeHAMEPEHHO COBEpIIAIOLIEE JEICTBUS, CIIECTBUEM KOTOPBIX SIBIETCS HApyIIEHHE O€30IacCHOCTH
MEPCOHATBHBIX JAHHBIX MPH X 00pabOTKe TEXHUYECKUMHU CPEICTBAMU B MH(OPMALIMOHHBIX CHUCTEMAax
NIEPCOHAIBHBIX JAHHBIX.

HeaBTomaTusupoBaHHasi o0padoTka MEePCOHAIbHBIX JAHHBIX — 00paboTka
NEPCOHAJIBHBIX HAHHBIX, COACPIKAIINXCS B HH(bOpMaLIHOHHOﬁ CUCTCMC NICPCOHAJBHBIX JaHHBIX
aM00 W3BJICUEHHBIX W3 TaKOH CHUCTEMBI, CUMTAETCS OCYILECTBICHHONW 0e3 HCIOJIb30BaHUS
CpPEACTB aBTOMAaTHU3alMu (HEABTOMATU3UPOBAHHOW), €CIIM TaKue JEUCTBHUS C TMEPCOHAIbHBIMU
JMAHHBIMU, KaK HMCIOJb30BaHUE, YTOUHEHHE, PACIpPOCTPAHEHUE, YHHUUTOKEHUE TMEePCOHATBHBIX
JAHHBIX B OTHOIICHUHN KaXKJ0T'0 U3 Cy6"b€KTOB NEPCOHAIBHBIX NAHHBIX, OCYHICCTBIAIOTCA IIPHU
HEMOCPEACTBEHHOM y4acTHU YeIIOBEKa.
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HenexnapupoBaHHble  BO3MOMKHOCTH —  (YHKIMOHAJIBHBIE ~ BO3MOXKHOCTH  CPEICTB
BBIYMCITUTEILHOM TEXHUKH, HE OMMCAHHBIC WM HE COOTBETCTBYIOIIIHE ONMCAHHBIM B JJOKYMEHTAIH, TIPH
UCTIOJIb30BaHUM  KOTOPBIX BO3MOXKHO —HApYIICHHE KOH(PUICHIMATIBHOCTH, JOCTYITHOCTH I
LETIOCTHOCTH 00padaThiBaeMoi HH(POPMAIIHH.

HecankumoHMpoBaHHBII T0CTYN (HECAHKIIMOHUPOBAHHBIE IeHCTBUS) — JIOCTYIT K HH(OpMAIN
WM JISUCTBUA ¢ MH(OpMaIWed, HapyIarolye MpaBuia pasrpaHUueHus] JOCTyIa C WCITIOIb30BaHUEM
IITATHBIX CPEJICTB, MPEIOCTABISIEMBIX HHPOPMAIIMOHHBIMUA CUCTEMAaMH ITEPCOHATBHBIX JIAHHBIX.

Hocutesis ungopmanuu — ¢Qusnueckoe W0 WIM MaTepuaibHbIi OOBEKT, B TOM YHCIE
(m3rdeckoe 1mojie, B KOTOPOM HMH(OpMAIIUS HAXOJUT CBOE OTPAXKEHHWE B BHJEC CHMBOJIOB, OOPa3oB,
CUTHAJIOB, TEXHWYECKHX PEIICHUH M TPOLECCOB, KOMMUECTBEHHBIX XapaKTEPUCTHK (HU3MYECKHX
BEJTUYHH.

Oo0e3InuuBaHue MNEPCOHAJTBHBIX JAHHBIX — }1€I>'ICTBI/I$I, B PE3YJILTATC KOTOPBIX CTAHOBUTCA
HEBO3MOJKHO 0€3 HCITOJIb30BaHUs ,Z[OHOJIHI/ITeHLHOﬁ I/IH(i)OpMaI_[I/II/I ONpeACINUTb IPUHANIICIKHOCTD
NEPCOHAJIIBHBIX JAaHHBIX KOHKPETHOMY Cy6T)€KTy NEPCOHAIBHBIX TaHHBIX.

O0paboTka nepcoHAJBbHBIX [JAHHBIX — JII00OE€ JeHCTBUE (Omepanusi) WIM COBOKYITHOCTh
nedcTBuil  (omepaiuii), COBEpIIAEMbIX C HCIOJIb30BAaHMEM CPEACTB aBTOMATW3aLMK Wid 0e3
WCTIONTE30BAaHMS TAKHX CPEJICTB C TIEPCOHATIBHBIMU JIAHHBIMH, BKITFOUasi COOp, 3aIiCh, CHCTEMATH3AIIHIO,
HAKOIUICHHE, XpaHEHHe, YTOUHEeHHe (OOHOBIIEHNE, U3MEHEHHUE), M3BIICUCHHE, UCTIONIb30BaHKE, Mepeiady
(pactipocTpaHeHye, TPEIOCTABICHHUE, JIOCTYI), OO€3IMYMBAHME, OJOKMPOBAHUE, YIAJICHUE,
YHUUTOKEHHE [IEPCOHANIBHBIX TaHHBIX.

OO0menocTynHple  NMepcOHATbHBIE  JAaHHBIE —  TIEPCOHANBHBIC  JTaHHBIE,  JOCTYII
HEOTPaHWYEHHOTO Kpyra JIMI] K KOTOPBIM IPEIOCTaBICH C COrjacHs CyOBheKTa MepCOHATBHBIX
JaHHBIX WJIM Ha KOTOPHIE B COOTBETCTBHH C (pelepaibHBIMU 3aKOHAMH HE PacHpOCTPaHIETCS
TpeOoBaHUE COOJIIOIEHUSI KOHPUACHIINAIbHOCTH.

Oneparop (MepPCOHANBHBIX JAAHHBIX) — TOCYIAPCTBEHHBI OpraH, MYHHUIMIAIBHBIA OpraH,
FOPUIIYECKOE WM (PU3MYECKOE JIUIIO, CAMOCTOSITEIIHHO WM COBMECTHO C JIPYTUMH OPTaHH3YIOIEe U
(wm) ocymecTBIstoIIee 00pabOTKY IMEPCOHATBHBIX JAHHBIX, a TAKXKE OIMPEIEIISIONINE TS 00pabOTKH
NIEPCOHANTBHBIX JIAHHBIX, COCTaB IIEPCOHAIBHBIX JAHHBIX, MOJISKANMX 00paboTKe, IeHCTBUS
(oneparun), coBepiaeMbie ¢ MEPCOHATBHBIMU JAHHBIMU.

Texunyeckue cpeacrBa UH(POPMALMOHHOWH CHCTEMbI NMEPCOHATBHBIX JAHHBIX — CpPEJCTBA
BBIYUCITUTEITEHON TEXHUKH, MH(POPMAITMOHHO-BBIYUCITUTEIBHBIE KOMILICKCHI U CETH, CPEZICTBA U CHCTEMBI
nepefaud, npuema u o0pabotku IIJIH (cpemcTtBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCTIDOM3BE/ICHUSI, TICPETOBOPHBIC W TEJICBU3HOHHBIC YCTPOWCTBA, CpEICTBA HM3TOTOBJICHWS,
TUPAKHPOBAHUS JTOKYMEHTOB M JIpyrMe TEXHUYECKHE CpelcTBa OOpabOTKM pedeBoil, rpadriecKoi,
BUIICO- U OyKBEHHO-ITM(POBOM MHPOpMaIWH), MPOrpaMMHBIC CPEACTBA (OMEPAIIOHHBIE CHUCTEMBI,
CHCTEMBI YNpaBJieHUsI 0azaMd JAHHBIX W T.IL), CPEACTBA 3alUTHI MH(OPMAIMH, MPUMEHSEMbIC B
MH(POPMALMOHHBIX CHCTEMAX.

IMepexBar (uH(OpMaNHM) — HETPABOMEPHOE MOJIYYCHHUE HMH(POPMALUH C UCIIOIb30BAHUEM
TEXHUYECKOTO  CpENCTBA, OCYLIECTBISIONIETO  OOHAapyXeHHWe, TMpHeM U  00paboTKy
MH(GOPMATHBHBIX CUTHAJIOB.

IlepconasibHble JaHHBIE — J100as MH(pOpPMALMsA, OTHOCALIAACA K IHPSIMO WIM KOCBEHHO
OTIpeICICHHOMY HJIU OpeiesieMoMy (pu3nueckoMy JHiy (CyObeKTy IepCOHANbHBIX JaHHbIX).

ITo0o4yHBIEe 3JIEKTPOMATHUTHBIC M3JIYYCHHS W HABOAKH — JJIEKTPOMATHUTHBIE M3ITy4EHUS
TEXHUYECKUX CPEJICTB O00pabOTKM 3alluIiaeMoil MH(pOpMaluy, BO3HUKAIOIIME KaK MOOO0YHOE
SIBJICHUE W BBI3BAaHHBIC MIEKTPUYECKUMHU CHUTHAIAMM, JEHCTBYIOUIMMH B MX 3JIEKTPUUYECKUX H
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MAaravuTHBIX HOCIAX, a TAKKC JJICKTPOMAIHUTHBIC HABOAKH 3THX CUTHAJIOB Ha TOKOIPOBOASAIINC
JIMHUHW, KOHCTPYKIWU U LCTIN ITUTAHUA.

[HonuTuka  «YMCTOrNO  CTOJA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEPOIPHUSATUH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMCHIBAaHUS HA OyMa)kKHbIE HOCHTENU KIIOYed U aTpuOyTOB
noctyma (aposiei) U XpaHeHHs UX BOJIM3H 00bEKTOB JOCTYIIA.

Ionb3oBaTenb HMHGPOPMALMOHHON CHCTEMBbI NEPCOHAJBHBIX [JaHHBIX —  JIHUIO,
y4yacTByollee B (YHKIMOHUPOBAHUHM MH(GOPMALMOHHON CHCTEMbI NMEPCOHAIBHBIX JaHHBIX WIIH
UCTIONIB3YIONIEE PE3YNIbTaThl €€ (DYHKIIMOHUPOBAHMUS.

I[IpaBuna pa3rpaHuyveHusi AOCTYNA — COBOKYITHOCTh MPABUJI, PETJIAMEHTHPYIOIINX IpaBa
JIOCTyTa CYOBEKTOB JI0CTyNa K 00bEKTaM J0CTyTIA.

IIporpamMuasi 3akJiaika — KOJl IPOTrpaMMbl, IIPEJHAMEPEHHO BHECEHHBI B MPOrpaMMy C
LEJIBI0  OCYILECTBUTh YTEUKY, H3MEHHUTb, OJOKUPOBaTb, YHUYTOXUTb HH(YOPMALHUIO HIH
YHUUYTOXXUTh U MOAM(ULUPOBATH MNPOrpaMMHOE oOecredeHne HHPOPMALMOHHON CHUCTEMBI
HEePCOHABHBIX JAHHBIX U (MJIM) OJIOKUPOBATh alapaTHbIE CPEJICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YeCKOe) BO3JeiicTBHE — HECAHKIMOHUPOBAHHOE
BO3/ICHCTBUE HA PECYPCHl aBTOMATU3HUPOBAHHOW HH()OPMAIIMOHHONW CUCTEMBI, OCYIIIECTRIIIEMOE C
WCIIOJIb30BaHMEM BPEIOHOCHBIX MPOTrPaMM.

PackpbiTHEe TNEePCOHAJBHBIX JAHHBIX — YMBIIJICHHOE WM CIy4yallHOe HapylleHue
KOH(QUICHIINATLHOCTH MIEPCOHATBHBIX JTAaHHBIX.

PacnpocTpaHeHne NepCOHAJBHBIX JAAHHBIX — [EHCTBHs, HAIPABICHHBIE HAa PACKPBITHE
MIEPCOHAJIBHBIX JTAHHBIX HEOIIPEIACICHHOMY KPYTY JIUIL

Pecypc undopManiuoHHONH CHCTEMbl — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPUKJIAIHOTO
WM ammnapaTHoro odecnedeHus: (yHKIIMOHUPOBAHUS UH(OPMAIIMOHHOMN CUCTEMBL.

CrnenuajbHble KATeropud TEPCOHAIBHBIX JIAHHBIX —  [IEPCOHAJIBHBIC  JTaHHBIC,
Kacaloluecss pacoBOM, HAI[MOHAJILHOW  MNPUHAIJICIKHOCTH, IMOJUTHYCCKUX  B3IJISIOB,
PEIMTHO3HBIX WK (QUIOCOPCKUX YOSIKIACHUI, COCTOSIHHUS 310POBbS M HHTUMHOW >KHU3HH
CyOBEKTa ePCOHAIBHBIX JaHHBIX.

CpencrBa BbIMHCIMTETbHOI TEXHHUKH — COBOKYITHOCTh TIPOTPAMMHBIX Y TEXHUUECKUX JIEMEHTOB
cUCTeM 00paOOTKH JTAHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH CAMOCTOSITEIIBHO WM B COCTaBE JPYTUX
CHUCTEM.

Cy0bekT nocrynma (Cy0beKT)— JIMLIO WIM IPOLECC, ACHCTBUSI KOTOPOIO PErIaMEHTUPYIOTCS
IpaBWJIaMU pa3rpaHUYEHUs JOCTYIIA.

Texnuuyeckuii KaHa1 yTedkd WH(OPMAIIMHM — COBOKYITHOCTh HOCHTEISI MH(OpMAIK (CperncTsa
00palboTKN), (PU3HUECKOM Cpebl paclipocTpaHeHusI HH(POPMATUBHOIO CUTHAIA M CPEJICTB, KOTOPBIMU
J0ObIBaeTCs 3aluiaeMast tHpopmarus.

TpancrpannyHasi nepeaada nepcoHaJbHbIX JaHHBIX — MEepeaadya NEPCOHAIBHBIX TAHHBIX
onepatopoMm uepe3 [ocymapcrBeHHyro rpanuny Poccuiickonn ®exepauuu opraHy BiacTH
WHOCTPAHHOTO TOCYJapcTBa, (U3UYECKOMY WM IOPUAMYECKOMY JIUIy HWHOCTPAHHOTO
roCy1apcTBa.

Yrpo3bl 0e30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX — COBOKYITHOCTh YCJIOBUH U (DaKTOpOB,
CO3/IAIOIIMX OMACHOCTh HECAHKLIMOHMPOBAHHOTO, B TOM YHMCJIE CIIy4aifHOTo, IOCTYNa K MEPCOHATBHBIM
JAHHBIM, PE3YJBTATOM KOTOPOTO MOYKET CTaTh YHUYTOKEHUE, N3MEHEHHE, OJIOKUPOBAHHE, KOITMPOBAHKE,
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pacrpocTpaHeHHe MePCOHATBHBIX JAaHHBIX, & TAKKe WHBIX HECAHKIIMOHWPOBAHHBIX JEHCTBUIN MPH HX
00paboTKe B MH(POPMAITMOHHON CUCTEME TIEPCOHATIBHBIX JIAHHBIX.

YHuuToKeHHue NMEPCOHAIbHBIX MAHHBIX — I[GﬁCTBPISI, B PE3YIbTAaTC KOTOPLIX HEBO3MOKHO
BOCCTaAaHOBHUTBb COJACPKAHWEC IICPCOHAJIBHBIX JaHHBIX B HH(bOpMaLH/IOHHOﬁ CHUCTEME TICPCOHAJIBHBIX
JAHHBIX WM B PE3YJIbTATC KOTOPBIX YHUYTOXAIOTCA MATCPUAJIBHBIC HOCHUTCIN IICPCOHAJIBHBIX
JaHHBbIX.

Yreuka (GammiuaeMoil) MHPOpPMAIMH 10 TEXHHYECKMM KAHAJIAM — HEKOHTPOIMPYEMOE
pactpocTpaHeHre MHPOPMAILMK OT HOCUTES 3alliIaeMoi MHpopMaLiy 4epe3 PU3HIECKyI0 Cpemdy 110
TEXHUUYECKOTO CPEICTBA, OCYILECTRIISIOIIETO epexBaT HHPOPMAIUH.

VYsI3BUMOCTB — C1a00CTh B CPEJICTBAX 3aIUThI, KOTOPYIO MOXKHO HCIOJIB30BATh IS HAPYIICHHS
CHCTEMbI WJIH CONICPIKAIIICHCS B HEH MH(OPMAIIHH.

LenoctHocTh  uMH(pOPMAIUM —  CIIOCOOHOCTH ~ CPEJICTBA  BBIUKMCIMTEIIBHONH TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMBI O0CCIICUMBATh HEM3MEHHOCTh MH(OPMAIMK B YCIIOBHSIX CITYyYaiHOTO
W/WIY TIpeTHAMEPEHHOTO NCKaYKEHUSI (Pa3pyILCHHUS ).
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ABC

BTCC

WCII/H

K3

MD
HCJT

oC

IIMB

I10

I[IOMHWH

CA3
c3u
C3M/1n
COB

TKYU

VBII/In

OBO3HAYEHUA U COKPALLIEHUSA

— aHTHBUPYCHBIE CPE/ICTBA
— aBTOMATU3UPOBAHHOE pabovee MECTO

— BCIIOMOI'aTCJIbHBIC TCXHUYCCKUC CPCACTBA U CUCTCMbI

— MH(OPMAIMOHHAS CHCTEMA NIEPCOHAIBHBIX JIAHHBIX

— KOHTpOJIMpyeMasi 30Ha

— JIOKAJIbHASI BEIYUCITUTEIbHAS CETh

— MEKCETEBOM dKpaH

— HECAaHKIIMOHUPOBAHHBIHA JOCTYIT

— OIIepaIOHHAs CHCTEMa

— IIEPCOHAIIBHBIC TAHHBIC

— IIPOr PAMMHO-MaTEeMaTHYECKOE BO3/ICHCTBHE

— porpaMMHoOe o0ecTieyeHne

— TIOOOYHBIE AIEKTPOMATHUTHBIC M3ITYUCHHS M HABOJIKU

— CHCTEeMa aHaJln3a 3aIIUIIeHHOCTH

— CcpeJIcTBa 3aIIUTHl HHpOpManuu

— cucreMa (IoICuCTeMa) 3aIIUTHI TEPCOHABHBIX TaHHBIX
— cucteMa oOHapyKeHUsI BTOPKEHUH

— TEXHUYECKHE KaHATbI yTEUKN HH(OPMAIHH

— YI'pO3bI 0e30MacHOCTH IMEPCOHATIbHBIX TaHHBIX
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BBEJIEHME

Hacrosimas Ilonmutuka wunopmanumonHoir Oe3omacHoctu (manee Ilommrtuka) MBJIOY
«erckmit cag Ne 47y (nanee — YupexaeHue) SBisieTCs: OQUITHaTBHBIM TOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBHH C TpeOoBaHUsIMU DeepaibHOTO 3aKOHA OT 27 MO
2006 r. Ne 152-03 «O nepcoHallbHBIX JaHHBIX» M HocTaHoBiIeHus [IpaBurensctBa Poccuiickoit
Oeneparunn ot 1HoAOps 2012 1. Ne 1119 «O6 yrBepkaeHun TpeOOBaHUI K 3aliuTe
MEPCOHATBHBIX JAHHBIX IMPHU UX 00paboTke B HMH(POPMALMOHHBIX CHUCTEMax MNEPCOHATBbHBIX
JAHHBIX», HA OCHOBAHHH:

- «Pexomengauunii o obecneueHn0 0€30MaCHOCTH NEPCOHANBHBIX AaHHBIX NPU UX 00paboTKe B
NHQOPMALIMOHHBIX ~ CHCTEeMaX MEePCOHANBHBIX JAaHHBIX», YTBEP)KACHHBIX 3aMECTUTENEM
mupexkropa @CTIK Poccun ot 15.02.2008 1.,

- «TunoBbIX TpeOOBaHMIA MO0 OPraHU3aAUH U 00ecTedeHNI0 ()YHKIIMOHUPOBAHUS MU(PPOBATHHBIX
(xpunrorpadguyeckux) CpeAcTB, MpeJHa3HAYCHHBIX IS 3aIlUThl MHQOpPMALKMKU, HE COoAeprKallei
CBE/ICHNH, COCTaBISIONIMX TOCYAAPCTBEHHYIO TalHy B CIlyda€ W3 WCHOJB30BaHHUA IS
obecriedeHust 6€30MaCHOCTH MEPCOHATBHBIX NAHHBIX NpU UX 00paboTke B MH(POPMAIIMOHHBIX
CHUCTEMax IEPCOHAIbHBIX JaHHBIX», YTBEPXkAEHHBIX pykoBoacTBoM 8 llentpa ®CB Poccun
21.02.2008 . Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeboBanus k mepconany MCIIJIH, cTeneHb OTBETCTBEHHOCTH
MepcoHaia, CTPYKTypa U HEOOXOIUMBIM YpOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOHKHOCTHBIE
00S13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHue Oe30MaCHOCTH MEePCOHATbHBIX
nanubix B UCIIH YupexaeHus.
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1 O01me no0KeHus

]_[CJ'IBIO Hacrosmel [lonmutuku saBiaseTcs obOecrieueHre 0€30IaCHOCTH 00BEKTOB 3alllUThI

VYupexxaeHuss OT BceX BHAOB YyIpo3, BHEUIHUX U BHYTPEHHUX, YMBIIUICHHBIX U
HEeIpeJIHAaMEPEHHbIX, MUHUMHU3alLUs yiiepda OT BO3MOXKHOHM peanus3alnuu yrpo3 0e30MacHOCTH

[TIn (YBIIdn).

bezomacHOCTH MECPCOHAJIbHBIX JaHHBIX JOCTHUIaCTCA IMyTEM HUCKIIIOYCHUA
HCCAHKIIUOHUPOBAHHOI'O, B TOM YHUCIIC cnyqap”lHoro, A0CTyMna K IEPCOHAJIbBHBIM JaHHBIM,
PE3YJIbTAaTOM KOTOPOI'O MOXKET CTATb YHUYTOKCHHUC, U3SMCHCHUC, 6J'IOKI/Ip0B8.HI/Ie, KOIIMPOBAHUC,
PacupoCTpaHCHUEC NICPCOHAIBHBIX JAaHHBIX, @ TAKKC MHBIX HCCAHKIINOHUPOBAHHBIX I[GflCTBHfI.

WNudopmanus u cBA3aHHBIE C HEH pecypchl TOKHBI OBITh JOCTYIHBI JJIi aBTOPH30BAHHBIX
nojb3oBarenel. J{oMKHO OCYyLIECTBISATHCS CBOEBPEMEHHOE OOHApyKEHHE U PearnpoBaHUE Ha

VBI/Ix.

I[OJ'DKHO OCYHICCTBIIAATHECA NPCAOTBPALICHNC NMPECAHAMCPCHHBIX WA CJ'Iy‘-IB.fIHBIX, YaCTHYHBIX
HJIN IMOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(i)I/IKaHI/Iﬁ WM YHUYTOXCHUA IICPCOHAIBHBIX JaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpeCcTaBieH B [lepedne nepcoHaNbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 06pabOTKe MEPCOHAIBHBIX JTAHHBIX.

Cocras UCII/IH, moanmexamnux 3aliuTe, NPEJICTaBIeH B AKTe O0OCIeTOBaHUS TEKYIIETO
COCTOSIHUSI TEXHHUECKOU 3aIMThl IEPCOHATBHBIX JaHHBIX.
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2 Ob6aacrtb NelcCTBUA

TpeboBanus HacTosel [ToMUTHKN pacipoCTpaHAIOTCS HAa BCEX COTPYIHUKOB YUpPEKACHUS
(IWITAaTHBIX, BPEMEHHBIX, pPAaOOTAIOIIUX IO KOHTPAKTy M T.I.), @ TaKXe BCEX MPOYUX JIHII
(moapsiIYuKY, ayAUTOPHI U T.I1.).
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3 Cucrema 3amursl MEePCOHAIBHBIX JAHHbBIX
Cucrema 3amuThl nepcoHanbHbIx AaHHbIX (C3I1/IH), cTpouTCS HA OCHOBAHUU:
- AKTa 06CJ'IC]IOBaHI/I$I TEKYyHIEro COCTOAHUA TEeXHUYECKOM 3alIUThI IEPCOHAJIBHBIX JaHHBIX,
- HepeqH;{ TMEPCOHAJIIBHBIX JaHHBIX, IMMOMJICKAIINX 3aUTE;
- AKTOB KiIaccuuKanuyi HHHOPMAIMOHHBIX CUCTEM IEPCOHATBHBIX TaHHBIX;
- YacTHBIX MOZeTIeH akTyalIbHBIX YIpo3 U BepositHoro Hapymmrens MCITH;
- ITomoxxeHnus o pasrpaHUYC€HUU IIpaB JOCTYyIIa K IEPCOHAIBHBIM JaHHBIM,
- PykoBomsmux moxkymerToB @CTOK u @Ch Poccun.

Hns  obecniedenus 3amutel  MCIIJIH HeoOXxoxumo coONIOJICHHE OpPraHU3al[OHHO-
TEXHUYECKUX Mep. AIMHHHUCTpAIei obecreunBaeTcst 0€30MacHOCTh MEPCOHANBHBIX JTaHHBIX B
COOTBETCTBUM C HEOOXOJMMBIM YPOBHEM 3allMIIEHHOCTH, KOTOpas omucaHa B TeXHHYECKOM
3aJlaHuM Ha co3anue cucteMsl 3amuThl s UCII/IH. B Yupexxaenuu ornpeneneHsl akTyalbHble
yrpo3bl Oe3omacHocTH I1JIH, koTopble omucaHbl B YacTHOM MoJeNu aKTyaJbHBIX yrpo3 H
BeposaTHoro Hapymutenst UCITIH.

[Toxg axTyasbHBIMH yrpo3amMu O€30MAaCHOCTH TEPCOHAIBHBIX JaHHBIX MOHUMAETCS
COBOKYITHOCTb yCIOBUH | bakTopoB, CO3/IAI0IINX aKTyaJIbHYIO OIAaCHOCTh
HECaHKI[MOHUPOBAHHOT'O, B TOM YHCJI€ CIy4aillHOTO, JOCTYIa K MEPCOHAILHBIM JAaHHBIM MPH UX
00paboTke B MHPOPMAIMOHHON cHUCTEME, Pe3ylbTaTOM KOTOPOTO MOTYT CTaTh YHHUUYTOKEHUE,
W3MEHEHHUE, OJOKUPOBAHHUE, KOMMUPOBAHUE, MPEIOCTABICHUE, PACTIPOCTPAHEHUE MEPCOHATBHBIX
JAHHBIX, a TAK)KE MHbIC HETIPABOMEPHBIE ICHCTBUSI.

prOSBI 1-ro Thma AKTyaJIbHbI OJI HH(bOpMaHHOHHOﬁ CHCTEMBI, €CJIN AJId HEC B TOM YUCJIC
AKTyaJIbHbl YI'pO3bl, CBA3AaHHLIC C HAJIUMYHUCM HCAOKYMCHTHUPOBAHHBLIX (HGI[GKJI&pPIpOBaHHBIX)
BO3MO’KHOCTEH B CHCTEMHOM MMporpaMMHOM O6CCHCLI€HI/II/I, HCII0JIB3YyEMOM B I/IH(l)OpMaLIPIOHHOfI
CHCTCMC.

Yrpo3sl 2-T0 THUIA aKTyallbHBI 11 HTHPOPMAIMOHHON CHCTEMBI, €CIH JJIsl He€ B TOM YHUCIIe
aKTyaJbHBI YIPO3bl, CBS3aHHBIC C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEICKIApUPOBAHHBIX)
BO3MOXKHOCTEH B TPUKIAJHOM  IPOTPAMMHOM  OOECHEYEeHUH,  HUCIOIB3YyeMOM B
WH()OPMAITMOHHOW CHCTEME.

erosm 3-ro tumna AKTYyaJIbHbI JJI HH(l)OpMaHPIOHHOI;'I CUCTEMBI, €CJIM TJII HEC aKTYyaJIbHbI
yrpo3bl, HE CBfA3aHHbIE C HaJU4YMEM HEJAOKYMEHTHUPOBAHHBIX (HEAEKJIApPUPOBAHHbIX)
BO3MOXXHOCTEH B CHUCTEMHOM M MPHUKJIAJHOM IMPOrpaMMHOM OOECIEUYEHUHU, HMCIIOJIb3YEMOM B
UH(POPMALIMOHHOM CUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeiensieTcs HEeOoOXOIUMBIH YPOBEHb 3allUIIEHHOCTH
[TIa xaxmoit UCIIdn Yupexnaenus. Ha ocHOBaHMM aHalIM3a aKTyaJlbHBIX YIpo3 0€30MacHOCTH
IT/1H, onucanHoro B YacTHON MOZENN aKTyaJIbHbIX Yrpo3 u BepositTHoro Hapymmurens UCIT/IH u
Otuera 0 pe3yibTaTax IMPOBEACHUS BHYTPEHHEW NpOBEpKe, JeNaeTcsl 3akKIoYeHHe O
HEOO0XO/IMMOCTH HUCIIOJIB30BAHUS TEXHUUYECKUX CPEICTB M OPraHU3AIMOHHBIX MEPONPHUATHH IS
oOecrieuenust OezonacHoctu [1/lH. BpiOpaHHble HEOOXOAMMBIE MEPOIPHUATHS OTpa)kaloTcs B
ITnane MepoONpUATHIA IO 3aIIUTE NEPCOHAIBHBIX JaHHbIX.

Jnst xaxxnout ICIIJIH nomkeH ObITh COCTaBJICH CIIMCOK MCIOJIb3YeMbIX TEXHUUECKHX CPEICTB
3alllUThl, @ TAaK K€ MPOrpaMMHOro o0ecnedeHus, ydacTBymolero B oopadorke [1/1H, Ha Bcex
sanementax UCII/IH:
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- APM nomns3oBareneii;
- CepBepa MPWIOKEHUIA;
-CYB/;

- I'pannna JIBC;

- KananoB nepenadym B ceTu 00IIEro MOMB30BaHUS U (MJIH) MEXKIyHAPOIHOTO OOMEHA, €CJIU T10
HuM nepenarores I1J1H.

B 3aBucumoctu ot ypoBHs 3amuuieHHoctd VICITJIH u aktyanbHbix yrpos, C3I1n moxer
BKJIIOUYATH CJIEAYIOINE TEXHUYECKUE CPEACTBA:

- AaHTUBUPYCHBIEC CPEICTBA IJIS pa0OYHX CTAHIIMHA ITOJIH30BATENICH U CEPBEPOB;
- CpencTBa MEKCETEBOT'O SKPAHUPOBAHUS;

- cpeacTBa KpuITorpaduueckod 3ammThl WHGOpMAIWHU, TNPH Meperade 3amuiacMol WH- -
(hopmanuy Mo KaHajam CBS3H.

Tak ke B CIIUCOK JOHKHBI OBITh BKIIOYEHBI (DYHKIIMH 3aITUTHI, 00ECIIEUNBAEMbIC IITATHHIMHU
cpenctBamu obpabotku [I/ln omepauuonusiMu cuctemamu (OC), npuximagaeiM [I0 wu
CIEUATLHBIMU KOMIUICKCAMH, PEATH3YIOMIMMH CpecTBa 3amuThl. CIUCOK (DYHKIIUNA 3aIUThI
MOXET BKJIFOUYATh:

YIPaBICHHUE U Pa3rPaHUYCHUE TOCTYyIIA IT0JIb30BATENECH;
PETUCTpAIUIO U YUeT JEUCTBHUH ¢ HHpOpMAIIUEii;

- 00ecreYnBaTh MEJIOCTHOCTh JITAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUI BTOPIKEHUH.

Crucok HMCHoJb3yeMbIX TEXHHYECKHUX CpPEICTB oOTpaxaercs B Ilmane meponpuatuil 1o
3allUTE MEPCOHAIBHBIX JAaHHBIX. CIHMCOK MCIOJB3YEMBIX CPEACTB JOJIKEH IMOAJIEPKUBATHCS B
aKTyaJIbHOM COCTOAHMH. [Ipy H3MEHEHMM cOCTaBa TEXHHYECKUX CPEACTB 3allUThl HIIHU
anemenToB MCIIJ/IH, COOTBETCTBYIOLIME H3MEHEHHs JOKHBI OBITh BHeCeHb B CHHCOK U

YTBEPKACHBI 3aBEAYIOIUM Y UpEKICHUS WU JIMIIOM, OTBETCTBEHHBIM 3a 00€CTIeYeHHEe 3alUThI
I/H.
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4 TpeéoBanus k nogcucremam C3I1n

C3I1/Ix BKIItOUAET B ceOsl CIEAYIOIINE MTOACHCTEMBI:

- YIIpaBJCHHUA JOCTYIIOM, pETUCTpallui U YUCTA,

- oOecrieueHus 1eJIOCTHOCTH U IOCTYITHOCTH;

- aHTUBUPYCHOM 3aILUTHI;

- MEXCETEBOT0 SKPaHUPOBAHMUSI,;

- aHaJIM3a 3alUIIEHHOCTH;

- 00HapyKeHHS BTOPKEHUH;

- KpUnTOrpaMIecKOn 3aIuTHhI.

[Monpcucremsr C3IIJIH wmeroT pa3nuuHbli (GyHKIIMOHANT B 3aBHCUMOCTH oT kiacca MCII/H,
OTIpe/ICIEHHOTr0 B AKTe KiacCH(UKAIMKA WHPOPMAITMOHHBIX CHCTEM TEPCOHAIBHBIX JaHHBIX.
Crucok cootBerctBust pyHkiuii mogacucrem C3II/[H kiaccy 3alMIIEHHOCTH TPEICTABIICH B
[Ipunoxennn Ne 1.

41 HOI{CHCTEMBI yYHupaBJICHUA JOCTYIIOM, PErUCTPAllMI U YU€Ta

[Moncucrema yrpaBiieHUs] JOCTYIIOM, PETUCTPALIMN M ydeTa TMpeHa3HaYCHA ISl peaTn3aiui
CIIEIYIOIIMX (PYHKIMI:

- WeHTH(UKAH U TIPOBEPKa MOUIMHHOCTH CYOBEKTOB jgoctymna npu Bxoae B UCIIT/IH;

- I/IIIeHTI/I(i)I/IKaHI/II/I TCPMHUHAJIOB, Y3JIOB CCTHU, KaHAJIOB CBsA3HM, BHCIIHUX yCTpOﬁCTB 10
JIOTUYCCKHNM NMCHAaM,

- uAeHTU(UKAIMY IPOTPaMM, TOMOB, KaTajoros, (aiioB, 3anucei, moJie 3anucei Mo NMeHaM;

- perucTpanuu BXoja (Bbxoja) CyObeKTOB IOCTyIa B CUCTEMY (M3 CUCTEMBI), JIMOO PErucTpanus
3arpy3Kd ¥ MHHUITUATU3AIMN ONIEPAllHOHHON CHCTEMBI U €€ OCTaHOBA.

- pEerHcTpalyy TONBITOK JOCTyNa MPOrPAaMMHBIX CpPEACTB (IPOrpaMM, MPOIECCOB, 3ajad,
3aJIaHMii) K 3alAIacMbIM (aiisiam;

- perucTpanuu TOMBITOK JOCTyHa MPOTPAMMHBIX CPEACTB K TEpMHHAJIaM, KaHAJIaM CBSI3H, -
mporpaMmmam, ToMaM, KaTtaiuoram, Qaiiaam, 3ammucsM, TOoIsIM 3aruceil.

[loncucrema ympaBieHHs TOCTYIIOM MOXET OBITh peain30BaHa C IMOMOINBIO IITATHBIX
cpenctB obpabotku [1/1x (oneparuronnsix cuctem, npuioxeHuit 1 CYB/). Tak sxe MoxeT ObITh
BHE/IPEHO CIEHUAIBHOE TEXHHUYECKOE CPEJICTBO WM HUX KOMIUIEKC, OCYIIECTBISIFOIINE
JOTIOTHUTEIbHBIE MEphl M0 ayTEeHTHU(HUKALUKU U KOHTpouo. Hampumep, nmpuMeHeHHE €IUHBIX
XpaHWIMIL  y4YeTHBIX 3amucell  mojb3oBaTeNedl M perucTpalioHHOM  MH(pOpManuu,
UCTOJIb30BaHUE OMOMETPUUYECKUX U TEXHHMUYECKUX (C TOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEp
ayTeHTU(UKAIIUHN U APYTHX.

42 IMoacucrema o0ecneyeHus HEJOCTHOCTH U JOCTYITHOCTH

Iloncucrema obecniedyeHUst LEIOCTHOCTU U JOCTYIMHOCTH IpeJHAa3Ha4YeHa AJII 00eCIeueHHsI
nenoctHoctd - pocrynHoctd ITJ[H, mnporpammueix u  anmapatHelx cpencts  MCIIIH
VYupexnenus, a Tak k€ CpeJICTB 3alUThI, IPU CIIy4allHON UM HAMEPEHHOW MOAU(PUKALIUY.
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Iloncucrema peanusyeTcss ¢ IMOMOIIBIO  OpPTraHM3allMM  PE3EPBHOTO  KOINMPOBAHUSA
o0OpabaTbhIBaeMbIX JIaHHBIX, a TaK K€ pe3epBUPOBaHNEM KIt0UeBBIX 351eMeHToB MCIT/IH.

43 HOZ[CI/ICTeMa aHTHBI/IpyCHOﬁ 3alMUThI

[ToxcucTtemMa aHTUBUPYCHOW 3allMTHl MpeJHA3HAYCHA I OOCCIEUYCHHsS] aHTHUBUPYCHOM
3amuThl cepBepoB U1 APM nonw3oBareneit UCIIIn Yupexnenus.

CpencTBa aHTUBUPYCHOM 3aIIMTHI MTPEeIHA3HAUCHBI JIsI peau3aliy CIAeIYIOMUX (yHKITHH:
- PE€3UIECHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
- AHTUBUPYCHOE CKaHUPOBAHHUE;
- CKpUNT-0JIOKHPOBAHUE;

- UCHTPAIM30BaHHYIO/YIAJICHHYI0 YCTAHOBKY/IEHMHCTALIALUIO aHTUBUPYCHOI'O TIPOJYKTa,
HACTPOWKY, aIMUHUCTPUPOBAHUE, TPOCMOTP OTYETOB M CTATHCTUIECKON MH(OpMAaIUK 1o padboTe
MIPOIYKTA;

- aBTOMaTH3MPOBAaHHOE OOHOBJICHHE aHTHBHPYCHBIX 0a3;

- OTpaHWYEHHE TPaB IIOJIb30BATENS HA OCTAHOBKY MCIIONHSIEMBIX 33/1a4 U M3MEHEHHUS - HACTPOEK
AHTHBHUPYCHOTO IPOTrPAMMHOTO 00CCIICUCHUS;

- aBTOMAaTHYECKHH 3aIyCK cpa3y MOCJIe 3arpy3KH ONEePallMOHHON CUCTEMBI.

IMoacucrema peanusyercst IyTeM BHEIPEHUS CIIEIHAIBHOTO aHTHBUPYCHOT'O IMPOTPAMMHOTO
obecnieuenus Ha Bce 3eMeHThl MCIT/IH.

4.4 ToacuceremMa MeKceTeBOro SKpaHHPOBAHUS

[loncucrema MeXCETEBOTO SKPAaHWPOBAHUS IpelHa3HAuYeHa IS peau3ally CIIEAYIOIINX
b yHKIMIA:

- (uiapTpamuu OTKpHITOro M 3ammugpoBaHHOro (3akpeiToro) IP-tpaduka mo ciegyrommm
napamerpam;

- (uKcaluu BO BHYTPEHHHX XKYypHAIAX HHOOPMAIMK O TMPOXOJIAIIEM OTKPBITOM M 3aKpbiToM [P-
Tpaduke;

- uACHTUUKAUN W ayTeHTU(HUKAIUIO aIMHUHHCTPATOpa MEXKCETEBOTO J3KpaHa NpPHU €ro -
JIOKaJIBHBIX 3aIIpOCax Ha JOCTYIL;

- perucTpanuu Bxoaa (BLIXOZ[&) AIMUHUCTpATOpa MEKCETECBOI'O 3KpaHa B CUCTEMY (I/I3 CI/ICTCMI)I)
hi1;(e%0) 3arpys3Ku 1 HHUIIUAJIU3aluu CUCTEMbI U €€ IPOrpaMMHOI'0 OCTAHOBA,

- KOHTPOJISI IIETIOCTHOCTH CBOEH MpOTrpaMMHON 1 WH(OPMAITMOHHOM YacTu;

- (UIBTpAIK MAKETOB CIYKEOHBIX MPOTOKOJIOB, CIY)KAIIUX Ul JHArHOCTHKHA M YIPaBIICHUSA
paboToii CEeTEBBIX YCTPONCTB;

- (bpMIIBTpaIMK C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOTO MHTepdeiica Kak cpefcTBO MPOBEPKU
MOJJIMHHOCTH CETEBBIX aJPECOB;

- PErucCTpanuu 1 y4eTa 3arpanruBacMbIX CEPBUCOB MIPUKIATHOIO YPOBHS,

- ONOKMpOBaHHSA IOCTyNa HEUIACHTU(UIIMPOBAHHOTO O0BEKTa WM CYOBEKTa, MOIMHHOCTH
KOTOPOTO TIPH ayTEHTU(PHUKAINH HE TOATBEPANIACH, METOIaMH, YCTOHYNBBIMHE K ITEPEXBaTYy;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO MPHUIIOKEHUH M OOHAPYKEHUS CETEBBIX aTak.
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[Toacucrema peanusyercs BHEAPEHUEM IIPOrPAMMHO-ANIAPATHBIX KOMIUIEKCOB MEKCETEBOIO
sKkpaHupoBaHus Ha rpanuue JICB, kinaccom He Huxe 4.

45 IMoacucTeMa aHaIU3a 3aIUIIIEHHOCTH

[loncucrema aHanM3a 3alUIIEHHOCTH, JOJDKHA OOECIEYMBATH BBIABICHUS YS3BHMOCTEH,
CBsi3aHHBIX ¢ omuOkamu B KoH(urypauuu [10 UCIIIH, KoTOphle MOTYT OBITH MCIIOJIB30BaHbI
HapYIIUTEJIEM JUTS Peai3aliy aTaki Ha CHCTEMY.

OYHKIMOHAI MOJCUCTEMbl MOXET OBITh pPEaJTU30BaH MPOTPAMMHBIMU U MPOrpaMMHO-
alrnapaTHbIMU CPEICTBAMM.

4.6 Moxcucrema 06HAPY:KeHHsI BTOPKEHHMI

[Moncucrema oOHApYKEHHSI BTOPKEHHIA, TOJDKHA 00ECTIEYNBATH BBISBICHHUE CETEBBIX aTaK Ha
anemenTsl UCIIJIH, moakmroYeHHBIE K CETSM OOIIEro MoJib30BaHUs M (WJIM) MEXTyHAPOIHOTO
oOmeHa.

OyHKIIMOHAI TOJCUCTEMBl MOXET OBITh PEaJTU30BaH MNPOTPAMMHBIMU M IPOrPaMMHO-
almnapaTHbIMU CPEICTBAMM.

4.7 Moacucrema kpunTorpadu4ecKoil 3aIHTHI

[Toncucrema kpunrorpaduyeckol 3ammThl npeaHasHavyeHa it uckmodeHus HCJI k
samuiaemor uapopmanuu B UCTIH Yupexnaenus, mpu ee rnepeiayu mo KaHaiaaM CBSI3U ceTei
00111ero MoIK30BaHMs U (M) MEXKITYHApPOIHOTO OOMEHa.

[Toncuctema peanusyercs BHEAPEHUEM KpHUNTOTpadUUYECKUX MPOrpaMMHO-aNNapaTHbIX
KOMILIEKCOB.
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5 IoassoBarenn UCnan

B UCIIIlH VYwupexacHuss MOXKHO BBIACINUTh CIEAYIOIIAE TIPYNIbl I0Jb30BATENEH,
Y4acTBYIOIIMX B 00paboTke u xpanenuu [1/{H:

- Anmunuctparopa UCI1/1x;

- AamunucTparopa 6e3onacunoctu MCI/IH;

- Oneparopa APM;

- AIMUHHCTpATOpa CETH;

- TexHHYECKOTO CrieqHUaIncTa Mo 00CIyKUBaHUIO IepUPEPHITHOTO 000PYIOBAHHMS;
- [Iporpammuct-pazpadorunk UCIIAH.

JlaHHBIe O Tpymmax IOJh30BATEINAX, YPOBHE HMX JOCTYyNa U WHOOPMUPOBAHHOCTH JIOJKCH
ObITh OTpaskeH B [lomokeHnu o pa3rpaHUYeHUH MPaB IOCTYIA K NEPCOHAIBHBIM JTAHHBIM.

5.1 Aamunucrparop UCIIn

Anmunuctpatop MCII[IH, coTpyaHuk VY4pexaeHHs, OTBETCTBEHHBI 3a HACTPOMKY,
BHenpenue u compoBoxiaeHue MCII[AH, obOecrneunBaeT (QYHKIMOHUPOBAHUE IOJICUCTEMBI
ynpasiaenust jpoctynoM MCIIJIH u  ymoaHOMOUYEH OCYIIECTBIATh IPEAOCTABICHUE U
pasrpaHuyeHue A0CTyIa KOHeYHoro nojb3oBateins (Onepatopa APM) k anemeHTaM, XpaHsILuM
[IEPCOHAJIbHBIE JAHHBIE.

Anmunuctpatop UCII/IH obnagaet caenyrommM ypoBHEM JAOCTYIA U 3HAHUMN:

- obnajmaer MOJHON MH(pOpMaNUed O CHCTEMHOM M NPUKJIATHOM MPOTrPaMMHOM OOeCreueHUU
UCIIdx;

- 06nagaet nmosnHOW MHGOpPMAIMEH 0 TEXHUYECKUX cpeacTBax U KoHpurypauuu MCI1/Ix;
HUMeEeT IOCTYT KO BCEM TEXHHYECKUM CpeAcTBaM 00padboTku nHpopmaru 1 qaaaeiM UCITH;

- oOnamaer mpaBaMM KOH(QUTYPUPOBAHHS M AJIMHUHHCTPATHBHON HACTPOWKH TEXHHUYECKHX
cpencts UCIIdn.

5.2 Aamunucrparop 6e3onacioctu UCIIIn

Anmunuctpatop ©Oe3omacHoct MCII[IH, corpynHuk VYupexkaeHus, OTBETCTBEHHBIH 3a
¢byaxkunonupoBanne C3I1/IH, BrIrOYas OOCTY)XKMBaHME W HACTPOHKY aJIMHHHCTPATHBHOM,
CEpPBEPHON U KIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6e3omacuocta UCI1/IH o6namaer cieayronumM ypoBHEM JOCTYTIA U 3HAHHIA:
- obmamaet npaBamu AnmuaECcTpaTopa UCII/IH;
- ob0mamaet nonHOM mHMOpMarmeit 06 UCII/IH;

- IMeeT JOCTYI K CPEACTBaM 3aIIXTHl HHPOPMAIMH U TTPOTOKOJIMPOBAHUS U K YaCTH KIFOUEBBIX
snementoB UCIIH;

- HE MMEET IMpaB JIOCTyNa K KOH(QUIYPUPOBAHUIO TEXHHUYECKUX CPEJCTB CETH 3a UCKIIOYCHUEM
KOHTPOJIbHBIX (HHCIICKITHOHHBIX ).

Anmunuctpatop 6e3omacnoctu MICI1/IH ynonHomoueH:

MonuTtnka nHdopmaunoHHom besonacHocTn. CtpaHmua 17 us 33



- peaTn30BLIBAThH MOJIMTHKY Oe3omacHOCTH B yacTu HAacTpoiiku CK3M, MEXCETeBBIX IKPaHOB H
CHUCTeM OOHapy>KeHHs aTak, B COOTBETCTBMM C KOTOpPbIMH TNojib3oBarenb (Omeparop APM)
MoJTy4aeT BO3MOXXHOCTh paboTath ¢ anementamu MCII/H;

- OCYILICCTBJIATH ayAUT CPCACTB 3aIlIUTHI;

- YCTaHABIMBATh JIOBEPHUTEIBHBIC OTHOIICHUS CBOCH 3aIUIICHHON CETH C CETSAMH JAPYTHX
Opranuzanwii.

5.3 Onepatop APM

Omneparop APM, cotpyaauk YupexaeHus, ocymiecTBisomui oopadotky [11n. O6pabdoTka
[I/Ia BkrouaeT: BO3MOXHOCTh TpocMmoTpa I[I/Ix, pyunoir BBox II/In B cucremy HWCII/IH,
¢dopmMHpoBaHUE CIIPaBOK M OTYETOB Mo HH(popmaruu, noxydenHod u3 MCII/In. Onepatop He
MMeeT MTOJTHOMOYHH JIJIs1 yIpaBlIeHUs MmojicucTeMaMu 00padoTku nanubix u C3I1/1H.

Omnepatop UCII/IH o6mamaeT cneayommuM YPOBHEM JIOCTyIa U 3HAHUN:

- obmamaer BceMH HEOOXOOMMBIMH aTpuOyTamMu (HampuMep, MaposieM), 00ecleunBaroIIUMH
JIOCTYT K HEKOTOpOMY NoAMHOkecTBY [1]1H;

- pacmojiaracTt I(OH(bI/IZ[eHI_II/IaJIBHBIMI/I JaHHBIMHU, K KOTOPBIM UMECT NOCTYII.

5.4 Aamunucrparop cern

AJIMUHHCTPATOP CETH, COTPYAHUK YUpPEKIEHHUsS, OTBETCTBEHHBIM 3a ()YHKIIMOHUPOBAHHE
TeseKoOMMYHUKaMoHHOW noacucteMmbl UCITIH. AIMUHUCTpATOP CETH HE MMEET MOJTHOMOYMI
JUTS yIIPaBIEHUS MOJICUCTEMaMHU 00paObOTKH JTaHHBIX U 0€30TacHOCTH.

AZMHUHUCTpATOP CeTH 00Ja/1aeT CAeIyIONIUM YPOBHEM JOCTYIIA M 3HAHUI:

- oOyagaeT 4acThi0 MH(OPMAITMM O CHCTEMHOM M TPHKIAJTHOM IPOTPAMMHOM OOECIICUCHHH
NCTIx;

- o0nagaeT yacThio HHQOPMAIMK O TEXHHYECKHX cpencTBax u KoHdurypanuu UCI/IH;

uMmeeT (U3NYECKUIM JOCTYN K TEXHUYECKHM CpeACTBaM 00paOOTKU MH(GOpPMAIMM U CPEACTBAM
3aIHTHL;

- 3HaAcCT, 110 MECHBIIIECH MEpEC, OAHO JICTAJIbHOC UM NOCTYIIA.

5.5 Texunueckuii crieqUaIHCT M0 06CTYKHBAHMUIO TIePHpEPHITHOro 0GOPYIOBAHHS

TexHU4YeCKUi CHENUaIuCT MO OOCTYy)KHBAHUIO, COTPYIHHUK YUPEKIACHUS, OCYIICCTBISET
oOciyxuBaHHe U HacTpoilky nepudepuitnoro o6opynosanus HWCIIJJH. Texuudeckuii
CIIEIUATIUCT MO OOCTy)XMBaHUI0O HEe uMeeT noctyna kK [I/IH, HE WMeeT MOTHOMOUYWU ISt
yIIpaBJIEHUs MOACUCTEMaMH 00pabOTKU JAHHBIX U O€30MaCHOCTH.

TexHuyeckuil cnenuagnucT Mo OOCHyXKHUBaHWIO 00JalaeT CIEAYIOIUM YPOBHEM JOCTYyMa U
3HAHUM:

- 06naz[aeT YaCTbHO I/IH(l)OpMaI_II/II/I 0O CUCTCMHOM H HpI/IKJ'IaI[HOM HpOFpaMMHOM O6CCHC‘I€HHI/I
WCTI/Tx;

- o0nagaeT yacThio MHQOPMAIMK O TEXHUYECKHUX cpeacTBax u kKoHpurypamun UCIIIH;

3HACT, I10 MCHBIIICH MEpPE, OAHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Iporpammucr-paspadorunk UCII/In

[TporpamMMHCTBI-pa3pabOTYMKK  (TIOCTABIIMKK) MNPUKIAJHOTO MPOrPAaMMHOTO  oOecIieueHus,
oOecreunBaroIMe ero CONPOBOXKICHUE HA 3aIluInaeMoM o0bekTe. K 1aHHOM rpymnie MOTyT OTHOCUTBCS
KaK COTPYAHUKH YUPEXKICHUS, TaK U COTPYTHUKU CTOPOHHHUX OpPTraHU3aIUil.

dusnyeckoe JULO STONH KaTerOpHH:
- obnagaet nadopMmanueit 06 anroputMax u nporpammax oopadotku uadopmarmu va UCI1/IH;

- o0namaer BO3MOXHOCTSAMH BHECEHHS OIIMOOK, HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH,
NPOrpaMMHBIX 3aKJIQJIOK, BPEJOHOCHBIX mporpamMMm B mporpammuoe obecneyenue MCIIIH Ha
CTaJuu ee pa3paboTKH, BHEIPEHUS U CONPOBOXKIICHHUS;

- MOXeT pacnojarate Ji0ObiMH (parmMeHTamu uHpopMmauuu o Tomosornn WCII[AH wu
TEXHHUUYECKHX cpelcTBax o0padoTku u 3amutsl [1/1H, oOpabaTteiBaembix B MCIIAH.
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6 TpeGoBanus k nepcoHany no odecrnedennio 3ammTol [1H

Bce corpyanuku VYupexnaenus, sistomuecs mnonb3zoBarensiMu WCIIIH, TOMmKHBI 4eTKO
3HaTh W CTPOTO BBHITIOJIHATH YCTAHOBIICHHBIE TMpaBUjia MU OOS3aHHOCTH TIO JIOCTYIY K
3alUIIAEMBIM 00BbEKTaM M COOTIOIEHUIO IPUHATOrO peskuma Oe3zomnacHoctu [1/1H.

[Ipy BecTymeHMM B JOJDKHOCTH HOBOIO COTPYIHMKA HEMOCPEACTBEHHBIM HAavaJIbHUK
Mo/pa3ielieHnsi, B KOTOPOE OH TMOCTyIaeT, 00sS3aH OpraHW30BaTh €ro O3HAKOMIICHHE C
JTOJKHOCTHOM ~ WHCTPYKLIHMEH ¥ HEOOXOAMMBIMU JOKYMEHTAMH, PErIaMEHTUPYIOIIUMU
TpeboBanust mo 3ammte [IJIH, a Takke oOydeHHWE HaBbIKaM BBIIOJTHEHHUS TMPOIEAYD,
HEOOXOUMBIX JIJISl CAHKIIMOHUPOBAHHOTO ucnoib3oBanus UCIIH.

CoTpynHUK JTOJDKEH OBITh O3HAKOMJIEH CO CBEICHHUSAMHU Hactosmiel [lomuTuku, MpUHSATHIX
npouenyp padotsl ¢ anementamu UCIIIu u C3I11H.

CoTpynHukH YUpexIeHUs,, HCIOJb3YIOINE TEXHHUUECKHUE CpEeACTBAa ayTeHTU(UKALNH,
JIOJDKHBI  00€CIIeYnBaTh COXPAHHOCTh HWIACHTU(UKATOPOB (DJICKTPOHHBIX KIIOYEH) HW HE
JA0IMYyCKAaTh HCI[ K HHM, a TaK K€ BO3MOXHOCTb HUX YTCPU HJIM HCIIOJIB30BAHHA TPCTbUMU
munamu.  [lomp3oBaTteny  HECYT  TNMEPCOHANBHYIHO  OTBETCTBEHHOCTh 32  COXPAHHOCTb
UACHTH()UKATOPOB.

COTPYI[HI/IKI/I quemeHHﬁ AOJIKHBI CJIICA0BATHL YCTAHOBJICHHBIM IIPpOLICAYpaAM NOAACPIKAHUA
pexuma O6e3omacHocty [1/{H mpu BeIOOpE M WCTIOIB30BaHUM TAPOJIeH (€ClId HE MCIOJIb3YIOTCS
TEXHUYECKHUE CPEACTBA ayTCHTU(UKAIIIH).

CoTtpynHuku YdpexaeHus IOJKHBI 00eCleurBaTh HAJJICKAIYI0 3allUTy OO0OpYAOBaHUS,
OCTaBJISIEMOTO 0€3 MPUCMOTpPA, OCOOCHHO B TeX CIyYasx, KOTJa B IMOMENICHHE WMEIOT JOCTYII
MOCTOpOHHUE NuIla. Bece monb3oBaTeny MOJKHBI 3HATH TpeboBaHus mo Oe3zomacHoctu [1J[H u
MPOIIEYPHI 3alUTH 000PYI0BAHHUS, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KEe CBOM O0SI3aHHOCTHU
10 00ECTIeUCHUIO TAKOM 3aIUTHI.

CoTpynHHUKaM 3ampemiaeTcs YyCTaHaBIMBaTh MOCTOPOHHEE MPOrpaMMHOE oObOecreyeHue,
MOAKJIIOYATh JIMYHBIE MOOUJIBHBIE YCTPOMCTBA U HOCUTEIN MH(POPMAIIUU, a TaK K€ 3alUChIBATh
Ha HUX 3al[UIIaeMyr0 HHPOPMAIIHIO.

CoTpynHuKaM 3ampelniaercss pasriamaTh 3allyIaeMylo MH(pOpMaluio, KOTopas cTaja UM
M3BECTHA MPH padoTe ¢ HHPOPMAIIMOHHBIMH CUCTEMaMHU Y UPEKICHUS, TPETHUM JIUIIAM.

[Ipu pa6ore ¢ I1[n B UCIIAH coTpyaHuKH YUpexkIeHUs 00s13aHbl 00eCTIeYUTh OTCYTCTBHE
BO3MOKHOCTH TTpocMoTpa [1/IH TpeTbumu nuiamMu ¢ MOHUTOpoB APM uinu TepMHHANIOB.

[Ipu 3aBepmiennn padotel ¢ UCII/IH coTpynHuku o0s3aHbl 3aiiuTuTh APM uinu tepMuHabl
C TOMOIIBIO OJOKMPOBKH KIIOYOM WJIM 3KBUBAJIEHTHOIO CpEJICTBAa KOHTPOJS, Hamlpumep,
JIOCTYIIOM IO MapOJIt0, €CJIN HE UCTIONB3YIOTCS 00JIe€ CUIIbHBIE CPEJICTBA 3ALUTHI.

CoTtpynHuKH YUpexXIEeHUS NOJKHBI ObITh MPOHMH(OPMHUPOBaHBI 00 yrpo3ax HapylIEHUS
pexxuma Oe3omnacHocTd [I/[H M OTBeTCTBEHHOCTH 3a ero HapymeHue. OHU JTOJKHBI OBITh
O03HAKOMJICHBI C YTBEPXKJIEHHON (OopMaNbHON MPONEAYyPON HAJOXKEHHUSI TUCHUTLTHHAPHBIX
B3bICKaHUI Ha COTPYJHHUKOB, KOTOpble Hapymwin [lonutuky naopmanmoHHoN 6€30MacHOCTH U
npoienypsl 6ezonacuoctu [1J1H.

CotpynHuku 00s3aHBI  0€3 TIpOMEJICHUsT CooO0maTh 000 BCeX HAONIOMAEMbIX WU
MO03pUTENBHBIX cinydasx padotel UCIIIH, Morymux moBieub 3a cO00H yrpo3bl 0€30MacHOCTH
[TIH, a Takxke O BBIABICHHBIX WMH COOBITHSX, 3aTparuBarommx OezomacHocTs [1/1H,
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PYKOBOJICTBY TOJIpa3/IeieHHs | JIMILy, OTBEYAIOIIEMY 32 HEMEAJICHHOE pearupoBaHue Ha YrPoO3bl
6ezonacunoctu [1/]H.

MonuTtnka nHdopmaunoHHom besonacHocTn. CtpaHmua 21 us 33



7 JonxuHocTHbIe 00s13aHHOCTH Mosb30BaTesaeid UCIIAn
JlomxHoCcTHBIE 00s13aHHOCTH Tob30BaTeneit UCII/{H onucanbl B ClIeyIOMUX TOKYMEHTAX:
- Unctpyxmms agmunauctparopa UCI/1x;
- Unctpykms agmunuctparopa 6e3onacHocty MCITTH;
- Uuactpykmms nomszoBarens UCITH.
OtBerctBeHHOCTH coTpyaunkoB UCIIIn Yupexnenus.

B cootBerctBUU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX)» JHUIA, BUHOBHbIE B HAPYILIEHUU TPeOOBAaHUI JaHHOTO
QenepalbHOTO  3aKOHA,  HECYT  TPaXKIAHCKYI0,  YIOJOBHYI,  aIMUHUCTPAaTUBHYIO,
JUCIHUIUIMHAPHYI0 M HHYK MPEIYCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickon Penepanuu
OTBETCTBEHHOCTb.

JleiicTByromee  3aKOHOJATENBCTBO P®  mo3BonsieT MPeabsIBIATH TPEOOBAaHUS IO
oOecrnieueHnio Oe3zomacHO paboThl ¢ 3ammmiaeMoil MH(pOpMamuel u mpexycMaTpuBaeT
OTBETCTBCHHOCTh 3a HapyIICHWE YCTAaHOBJICHHBIX NpaBWI JKciulyaTanmn OBM u cuctem,
HETPAaBOMEPHBII JOCTYl K HH(pOpPMAaluM, €Ccad 3TH ACWCTBUS NPUBEIM K YHHUTOXKCHHIO,
OJIOKMPOBAaHMIO, MOAM(PUKAIIMKI MHGOPMAIIMKA WK HapylmeHuto padbotel DBM minu cereii (ctaTthu
272,273 u 274 YK PO).

Anmunuctpatop UCIIn u agmuauctparop 6e3onacHoctd UCII/IH HECYT OTBETCTBEHHOCTD
3a BCE JEWCTBUS, COBEPILIEHHBIE OT MMEHM MX YYETHBIX 3allUCel WJIM CHCTEMHBIX YYETHBIX
3amucei, eciy He Joka3aH (PaKT HECAaHKIIMOHUPOBAHHOTO MCIIOJIb30BaHMS YUETHBIX 3aITUCEH.

[Ipu HapymeHusx coTpyaHukamu YupexacHus — nonb3oBareneit WCII/In npasui,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JEHCTBYIOIUM 3aKoHOAaTeIbcTBOM Poccutickoit denepanuu.

[IpuBeneHHble BbIIe TpeOOBaHHS HOPMATHUBHBIX JIOKYMEHTOB IO 3alUTe HH(POpPMAaLUU
JOJIKHBI OBITH OTpakeHbl B IlonokeHusx o moapas3aeneHusIX YUpexxIeHUs, OCYIIECTBISIONIX
o6pabotky I1/1a B UCII/IH 1 1OIKHOCTHBIX HHCTPYKIUAX COTPYIHUKOB YupexneHum.

HeoG6xomumo BHectu B [lonoxeHuss 0 moapa3ieneHUsX YUpexJAeHHs, OCYIIECTBISIONUX
o0pabotky I1/In B UCIIJIH cBeneHust 00 OTBETCTBEHHOCTH UX PYKOBOJUTENEN U COTPYAHHMKOB
3a pasrialieHue U HECAaHKIMOHMPOBAHHYIO MOAM(UKALUIO (MCKakeHUe, (aabcu(HUKAIHIO)
[T/In, a Taxxke 3a HEMPAaBOMEPHOE BMEIIATEILCTBO B MPOIECCHl MX aBTOMAaTU3WPOBAHHOMN
00paboTKH.
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8 CHnucox HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBLIMH M METOJUYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6a3upyetcs Hacrosuiee [lonoxkeHnue SBISIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mepcoHaldbHBIX TaHHBIX» (lajee —
@3 «O mnepcoHaNbHBIX [IaHHBIX»), YCTAHABIMBAIOIMIUNA OCHOBHBIE NPHUHIMUIBI M YCIOBUS
o6pabotku I1]IH, mpaBa, 0053aHHOCTH U OTBETCTBEHHOCTh YYACTHHUKOB OTHOIICHUM, CBA3aHHBIX
¢ obpadotkoii [T/1H.

2 Tlocranosnenue IlpaBurensctBa Poccutickoit @eneparun ot 1HO0s10ps 2012 1. Ne 1119 «O6
YTBEpXKACHUH TPEOOBaHUN K 3al[UTe TEPCOHANBHBIX JaHHBIX MpH HX 00paboTke B
WH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX).

3 «lIlonoxenue 06 0coOEHHOCTIX 00paObOTKU MEPCOHATBHBIX TaHHBIX, OCYIIECTBISIEMON 0e3
HCIIOB30BaHUs CPEJICTB ABTOMATHU3aun», yTBepxkaeHHoe [loctanoBnenuem IIpaBurenscTtra PO
ot 15.09.2008 r. Ne 687.

4 «TpebGoBaHusl K MaTepuaIbHBIM HOCHUTENSIM OMOMETPUYECKHX IMEPCOHATIbHBIX JAHHBIX U
TEXHOJOTHSIM XPaHEHUS TaKUX JIaHHBIX BHE WH(POPMAIMOHHBIX CHCTEM TEPCOHAIBHBIX
JIaHHBIX», yTBepkIeHHbIe [locTanoBnenneM [IpaButensctBa PO ot 06.07.2008 r. No 512.

5 HopmaTtuBHO-MeTOIMUECKHE JTOKYMEHTH DenepanbHON CIYyKObl 10 TEXHHYECKOMY W
skcniepTHOMY KOHTposto Poccuiickoit denepanuu (nanee - ®CTOK Poccun) mo obecneueHuto
6e3onacHoctu [1/IH npu nx o6padorke B UCII/IH:

6 Pekxomennamnmu 1mo obecrnedeHno 6€30MacHOCTH MTEPCOHABHBIX TAHHBIX MPU UX 00pabOoTKe
B MH(POPMAIIMOHHBIX CUCTEMaxX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupektopa ®CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOIIPHATHS [0 OPTaHU3AIMU U TEXHUYECKOMY 00eCHeueHnI0 0e301macHOCTH
MEePCOHAIBHBIX JIaHHBIX, 00pa0aThiBa€MbIX B HH(OPMALMOHHBIX CHCTEMAaX IEePCOHAIBHBIX
naHHbIX, yTB. 3am. qupektopa @CTOK Poccun 15.02.08 r. (ICII)

8 bazoBass Mozenb yrpo3 0O€30MacHOCTH IEPCOHATBHBIX JAHHBIX MPU HX 00paboTke B
MH(POPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JAAaHHBIX, YTB. 3aM. aupektopa @CTIK Poccun
15.02.08 r.

9 MeToauKa orpeieieHus] aKTyalbHBIX YTrpo3 0€30MacHOCTH NePCOHANBHBIX JAHHBIX PU UX
o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX JAHHBIX, yTB. 3aM. JHpEKTOpa
OCTIK Poccum 15.02.08 .
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Hpuaoxenue 1

Ne [Tnan - nepeyeHb TEXHUUECKUX MeponpusaTHii mo odecneuennn 6e3onacHoctr UCII K3 K2 K1
| B noxacucreme yripaBiieHUsI JOCTYIIOM:
PeanuzoBaTh nACHTH(PUKALMIO U TPOBEPKY MOIJIMHHOCTH CYOBEKTOB JIOCTYIIA MPHU
1 BXoJi¢ B onepannonHyto cuctemy MCII/IH no napoiito ycaoBHO-IIOCTOSSHHOTO + + +
NEeNUCTBUSI, ITTHHON HE MEHEE MIeCTH OYKBEHHO-ITU(POBBIX CHMBOJIOB;
PeanuzoBaTh HACHTH(PUKAIMIO TEPMUHAIOB, TEXHHUECKUX cpeacTB 00padoTku [1/1H,
2 y310B UCII/IH, KOMIIbIOTEPOB, KaHAJIOB CBsI3H, BHEIIHUX ycTpoiicTB MCII/IH no ux - + +
JIOTUYECKUM UMEHaM (azipecam, HoMepam);
3 PeanuzoBaTh naeHTH(PUKAIMIO TPOTrPaMM, TOMOB, KaTajioroB, (hailjioB, 3armmucei, i + +
MOJIEN 3amrcel 1o UMEHaM;
4 Peann3oBaTh KOHTPOJB TOCTYIA CYOBEKTOB K 3aIUIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHUIIEH JOCTYIIA;
nipu Hamuuu noakoueHus UCIIIH k ceTssM 00111ero mojib30BaHus JOHKHO He umxe 5-ro He umxe 4-ro He umxe 3-ro
5) MIPUMEHATHCS] MEXKCETEBOE IKPAHUPOBAHUE. YPOBHS YPOBHS YPOBHs
3aIUIIIEHHOCTH 3aIIAIIIEHHOCTH 3aIUIIIEHHOCTH
Jlns oGecrieueHnst 6€30macHOTO MexceTeBoro B3aumoaeicteus B UCITIH ms He nuxe 5-ro He numxe 4-ro He Hmxe 3-ro
6 Pa3HBIX KJIACCOB HEOOXOAMMO HCIOIB30BaTh MO YpOBHS YPOBHSA YPOBHS
3AITUIIIEHHOCTH | 3aIMIIEHHOCTH | 3alIUIIECHHOCTH

CpeacTBo 3a1uThl OT IPOrpaMMHO MaTeMaTuieckux BozaerncTeuil (IIMB):
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PeanuzoBaTh HICHTU(UKALIUIO U ayTEHTU(PUKALINIO CYOBEKTOB TOCTYTIa IPU BXO/IE B
CPEJICTBO 3allIUTHI OT MPOrpaMMHO MaTeMaTuueckux Bozaeicteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIIOOBIX ONepaluii o yIpaBIeHHIO (QYHKIUSIMH CPEeICTBa
3ammThl oT [IMB 1o mapostto (Wi ¢ UCroyib30BaHWEM WHOTO MEXaHU3Ma
ayTeHTU(UKAIUH) YCIOBHO-TIOCTOSIHHOTO JIEHCTBHS JUIMHOW HE MEHee IIeCTH
OyKBEHHO-ITU(POBBIX CHMBOJIOB;

OcymecTBIATh KOHTPOJIb JIFOOBIX TEUCTBUI CyOBEKTOB JOCTYIIA MO YIIPABICHUIO
¢byHKIMAMEU cpeacTBa 3amuThl 0T [IMB TosbKO 1MOcIie IpoBeIeH s ero yCHeHo
ayTeHTH(UKAIIH;

[IpenycmMoTpeTh MexaHU3MbI OJIOKHPOBaHUS IOCTyIa K cpeacTBaM 3auuTsl oT [IMB
MIPU BBIMOJHEHNUN YCTAaHABIMBAEMOI'0 YHCIIa HEYJAUHBIX MOMBITOK BBOJIA MAPOJIS;

Heo6xonumMo mpoBouTh HACHTU(UKALMIO (PaiiyioB, KaTalIOroB, MPOrPAMMHBIX
MO/TyJIEH, BHEIIHUX YCTPOMCTB, UCMOJb3YEMbBIX CPEACTB 3auuThl 0T [IMB;

B noacucreme perucTpanmu 1 y4dera:

Ocy1ecTBIATh pErucTpalnio BXoAa (BbIXo/a) CyObeKTa JOCTyNa B cUcTeMy (U3
CUCTEMBI), TUOO0 PETUCTPALIMIO 3arpy3KH U MHULHMAIN3AIMN ONIEPALlMOHHON CUCTEMBbI
U €€ IPOrpaMMHOI0 OCTaHOBA. Perncrpanys BbIX0AA U3 CUCTEMBI MM OCTAHOBA HE
MIPOBOAMTCS B MOMEHTHI annapatypHoro otkiatouenust UCII/IH. B napamerpax
perucTpaluy yKa3blBaloTCs J1aTa U BpeMsl BXoJia (BbIXoJa) CyObeKTa JOCTyIa B
CUCTEMY (M3 CUCTEMbI) WIH 3arpy3Ku (OCTaHOBA) CUCTEMBIL;

[IpoBoaNTH y4eT Bcex 3alIUIaeMbIX HOCUTENIEH HH(OPMALIUU C ITOMOIIBIO UX JIF000i
MapKHPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B )KypHaJ (YUE€THYIO KapTOUKY);
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[TpoBOANTH perucTpanmio BXoAa/BbIX0a CyOBEKTOB JOCTYIA B CPEACTBO 3aLUTHI OT
[IMB, peructparuto 3arpy3ku 1 HHUIHAAINA3aUU 3TOTO CPEICTBA U €€
MPOrPaMMHOTO OCTaHOBA. B mapameTpax peructpaiuu yKa3blBaeTCs BpeMs U JaTa
BXO/1a/BbIX0/a CyOBEKTA TOCTYIA B CPeACTBO 3anuuThl oT [IMB nnun
3arpy3Ku/0CTaHOBa 3TOTO CPECTBA, a TAKKE UICHTU(DUKATOP CYyOBEKTa OCTYIIA,
WHUITUUPOBABIIIETO JIAHHBIC JICHCTBUS;

[IpoBoauTh perucTpanmio coObITHI IpoBepkH 1 0OHapyxeHuss [IMB. B mapameTpax
pEerucTpaIiy yKa3blBalOTCS BpEeMs U JlaTa MPpoBepkH win oOHapyxeHus [IMB,
UICHTUPUKATOP CYObEKTa JOCTYyMa, MHUIIMUPOBABIIETO JaHHbIE IEHCTBUS, XapaKTep
BBITIOJIHAEMBIX JICHCTBUM 1O POBEPKE, TUTT OOHAPY>KEHHOU BPEJIOHOCHOM
nporpammsl (BII), pe3yiasTaT neiicTBUi cpeacTBa 3anuThl 1o 6JokupoBanuto [IMB;

[TpoBONUTH perucTpanuio COOBITHI TT0 BHEAPESHUIO B CpencTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3bBalOTCsl BpeMsi U JaTa
0OHOBJIEHHUS, UICHTU(DHUKATOP CYyOBEKTa TOCTYIa, MHUIIUUPOBABILIETO TAHHOE
NEeUCTBHUE BEpCHS U KOHTPOJIbHASI CyMMa IaKeTa OOHOBIICHUS,

[IpoBOIUTH perucTpaIiio COOBITHI 3aIycKa/3aBepIieHus] paboThl MOAYIIEH CpecTBa
3anmTel oT [IMB. B napamerpax peructpaiuu yka3plBatoTCsi BpeMs U JlaTa
3aIrycKa/3aBepieHus] PadOThI, HICHTH(PHUKATOP MOIYIIS, UACHTHPHUKATOP CyOHEKTa
J0CTyIa, MHUIIMMPOBABLIETO JJAaHHOE JIEHCTBUE, Pe3yJIbTaT 3aIlyCKa/3aBepLICHUs
paboTsl;

JIOJI’KHA MTPOBOAUTHCS pErUCTpaliysi COOBITHI yIpaBlieHUs: CyOBEKTOM J0CTyIa
¢byHkuusamMu cpeactsa 3amutel oT [IMB. B napameTpax peructpanuu yka3blBatOTCs
BpeMS U J1aTa COOBITUS YIIpaBIeHUs KXo QyHKIUEH, HIEHTUPUKATOP U
cneuupukanus GyHKIUHN, UACHTUPHUKATOP CYOBEKTa JOCTYIa, UHUIIMMPOBABIIETO
JaHHOE JieficTBHE, PEe3yIbTaT ACHCTBUS;
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[IpoBOIUTH perucTpaIio COOBITUI MOMBITOK JOCTYIA MPOTPAMMHBIX CPEICTB K
MOJYJISIM cpeacTBa 3amuThl OT [IMB wnm cnienmansHbIM JoBymikaM. B mapamerpax
PEerucTpaIiy yKa3bIBAIOTCS BpeMs U JIaTa MOIMBITKU JOCTYIA, HICHTU(DUKATOD
MoayIis, uAeHTU(GUKaTOp U crenuuKanus MoayIs cpeacTBa 3amutel o [IMB
(cmenManbHOM JOBYIIKH), PE3YJIbTAaT MIONBITKH JOCTYIIA;

[IpoBoauTh perucTpainio coObITUI OTKaTa AJis cpeacTBa 3amuTel oT [IMB. B
napaMeTpax perucTpaiuy yKa3blBaroTCs BpeMsl U JjaTa COOBITHSI OTKaTa,
cnenuduKanus AeHCTBUIA 0TKaTa, UASHTU(PUKATOP CYOBEKTa IOCTYIIA,
VHULIMMPOBABIIETrO JAHHOE JAEHUCTBUE, PE3YyJIbTaT ACHCTBNUS;

10

OOecneunTs 3aIIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS MU MOAU(DUKALIUH
HapyLIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALMU B CIIy4ae COKPAILCHUs
OTBEJECHHBIX IIOJI HUX PECYPCOB;

12

PeanuzoBaTh MEXaHU3MBI IPOCMOTpPA U aHAJIM3A TAHHBIX PETUCTPAIIUU U X
(bunbTpanuu Mo 3aJaHHOMY Ha0Opy MapaMeTpoB;

13

[IpoBOaUTH aBTOMAaTHUECKUI HETIPEPHIBHBIM MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
SIBIIATHCA NpUunHON peanuszanuu [IMB (co3nanue, penaktupoBaHue, 3aMuch,
KOMIMJISLUS 0OBEKTOB, KOTOpble MOTYT coaepxkath BII).

14

Peanu3oBaTh MEXaHM3M aBTOMAaTUYECKOIO aHAJIN3A JAHHBIX PErUCTPALIUU 110
mabgoHaM TunoBbIX nposiieHuit [IMB ¢ aBTomMaTnueckum ux 6J1I0KUpOBaHUEM U
YBEJIOMJICHHEM aIMUHUCTPATOpa 6€30aCHOCTH;

15

[TpoBOANTH HECKOIBKO BUIOB y4eTa (AyOIHPYIOIINX) C PETUCTpALIUe BbIIaul
(mpuema) HocuTesel nHGOPMALIHH;

16

OcymIecTBIATh PETUCTPALIMIO BXO/1a (BBIX0/1a) CYOBEKTOB JOCTYIA B cUCTEMY (U3
CHUCTEMBI), THOO PErUCTpalMs 3aTPy3KH U MHUITHAIM3AIIMN OTICPAIITHOHHON CUCTEMBI.
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17

Ocy1ecTBIATh PErUCTPALMIO BbIJaUX eUaTHBIX (TpaduyuecKux) TOKYMEHTOB Ha
«TBEpAYIO» KOMHI0. B mapameTrpax peructpaiuu yka3bplBaloTcs (1aTa U Bpems
BbIJ1auM (0OpaleHus K MOACUCTEME BbIBOA), Crielu(pUKaIMs YCTPOICTBA BbIIaUM —
Joru4eckoe uMs (HoMep) BHELIHETO YCTPOICTBA, KPaTKOE COJIepiKaHue
(HauMeHOBaHue, BU, IH(}p, KOI) U ypOBEHb KOH(PUACHIIUAIBHOCTH TIOKYMEHTA,
uAeHTUGUKATOP CyOBEKTa JOCTYIA, 3alPOCUBIIETO JOKYMEHT;

18

Ocy1mecTBIATh PErMCTPALMIO 3aITyCKa (3aBEPLICHHUs) IPOrPaMM U ITPOLIECCOB
(3amanuii, 3a1a4), MpegHa3HAuYCHHBIX JJI1 00pabOTKH 3amuiaemMsix (aiinos. B
napaMeTpax perucTpalvy yKa3bIBalOTCs JlaTa U BpeMs 3aIlycKa, UMs
(unenTH(dUKaTOp) MPOrpaMMBl (TIporecca, 3aaHus ), HACHTUPUKATOP CYOBEKTa
JI0CTYyIa, 3alIPOCUBILEr0 IporpaMMy (Ipolrece, 3alaHue), pe3yabTaT 3alycKa
(ycremHblIi, HeYCIEeIHbIN — HECAHKITMOHUPOBAHHBIN),

19

OCyIIeCTBIIATh PErHCTPALINIO TOIBITOK JTOCTYIA IPOTPAMMHBIX CPEACTB (MPOrpamm,
MPOIIECCOB, 3a/1a4, 3aJaHNi ) K 3allUIIacMbIM (aiiiaM. B mapameTpax perucrpanuu
yKa3bIBAIOTCS J1aTa ¥ BPeMs MOTBITKH JOCTYIIA K 3alluInaeMoMy (aiily ¢ ykazaHueM
ee pesynbTara (yCHeliHas, HeyCenHas — HeCAaHKIIMOHUPOBaHHas ), UACHTH()UKATOD
CyOBeKTa JIOCTYyIA, crienu(uKaIus 3anumaeMoro gaiiia;

20

OcyIecTBIATh PErUCTPAIMIO TTOTIBITOK JJOCTYIA TPOTPAMMHBIX CPEJICTB K
CJIEIYIOIIUM JOTOHUTENBHBIM 3aIIUIIAEMbIM 00bEKTaM JOCTYIA: TEPMHUHATIAM,
KommbioTepam, y3nam cetu UCII/IH, muausm (kaHagam) CBSI3HM, BHEIIIHUM
yCTPOICTBaM KOMITBIOTEPOB, IPOrpaMMaM, TOMaM, Katanoram, (aiaam, 3arucsm,
MOJISIM 3amucei. B mapameTpax peructpaiyivl yKa3pIBalOTCS 1aTa U BPEMS MOIBITKA
JIOCTYTIA K 3aIlUIIaeMOMYy OOBEKTY C YKa3aHUEM ee pe3yabTaTa (ycrelHas,
HEYyCIENTHas — HECAaHKIIMOHUPOBaHHAs ), HICHTU(PUKATOP CYOBEKTa JOCTYIIA,
crenuguKaus 3auiaeMoro 00beKTa — JIOTHIecKoe uMsi (HoMmep);

21

[IpoBOIUTH yueT BcexX 3allMIIAEMbIX HOCUTEIECH HH(POPMALIUHU C TOMOIIBIO UX
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHa (yUETHYIO KapTOUKY);
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22

OcymiecTBIATh OUUCTKY (0OHYJIeHHE, 00e3InYNBaHIe) OCBOO0XKIaEMbIX o0MacTei
ONEPaTUBHON MaMATH KOMITBIOTEPOB U BHEITHUX HakonuTenen. OuncTka
OCYIIECTBISIETCS. OTHOKPATHOM MPOU3BOJILHOM 3aMHICHhI0 B OCBOOOXKTaeMYyIO 001aCTh
MaMsTH, paHee UCTIONH30BAHHYIO /IS XPAHEHUS 3alTUIIaeMbIX JTaHHBIX ((aiisios,
uHpOpMaInN);

B noacucreme obecnieueHUs OECJIOCTHOCTH!

O0becneunTh MEeTOCTHOCTH MPOTPAMMHBIX CpeIcTB 3amuThl B coctaBe C3I1/1H, a
TaK)Ke HEM3MEHHOCTh IPOrPaMMHOI1 cpeibl. [Ipu 3TOM 11eTOCTHOCTH CPEACTB 3aIIUTHI
MIPOBEPSAETCS TPH 3arpy3Ke CUCTEMBI IO HAINYMIO UMEH (MACHTUPHUKATOPOB)
kommoHeHT C3I1/[H, 11eT0CTHOCTS IPOTrPAMMHOM Cpe/ibl 00eCIIeYnBaeTCs
orcyrctBueM B ICIT/IH cpencTB pa3pabOTKH U OTIAAKU IPOrpaMM;

OcymectBisath pusznueckyro oxpany UCIIH (ycTpoilcTB 1 HOCHTENEH
nH(popMalun), MpeaycMaTprBaronias KOHTpob qoctyna B nometienus UCII/x
MMOCTOPOHHUX JIMII, HATMYKUE HAJIEKHBIX MPENSATCTBUM JIJI1 HECAHKIIMOHUPOBAHHOTO
nponukHoBeHus B nomenieHus MCII/n u xpanunuiie Hocutene nadopmanmu;

[IpoBoauTh nepuoguueckoe TectupoBanue pynkuuii C3I1H npu n3meHeHUN
nporpaMMHo# cpenbl U iepconana MUCIIH ¢ momotibo TecT-nporpamm,
nmuTupyronux nonsitku HC/I;

JIOJKHBI OBITH B HAIMYMHU cpeficTBa BocctaHoBneHus C3I1/IH, mpenycMaTtpuBatomiye
BEJICHUE JIBYX KOIIUI MPOrpaMMHBIX CPECTB 3aIlUThl UH(pOpMALUH, UX
HEPUOANYECKOE OOHOBJIEHUE U KOHTPOJIb PAOOTOCIOCOOHOCTY;

[IpoBOaUTH POBEPKY LIETOCTHOCTH MOAYJIEN cpencTBa 3auuTel oT [IMB,
HEOOXOIUMBIX JIJIsl €70 KOPPEKTHOTO (PYHKITMOHUPOBAHMUS, TIPU €0 3aTPy3Ke C
HCMOJIb30BAHUEM KOHTPOJIBHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBJICHHUS CPEACTBA 3auThl oT [IMB,
IIPENyCMAaTPUBAIOIIAs BEACHHUE JBYX KOIMMI IIPOrPaMMHOIO CPEJICTB 3alUThI, €T0
MEePUONYECKOe OOHOBIICHHE U KOHTPOJb pad0TOCIIOCOOHOCTH;
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- Peann3oBaTh MEXaHU3MBbI IPOBEPKH LIEJTOCTHOCTH MTAKETOB OOHOBJICHU Cpe/ICTBA . N
+
3amuThl 0T [IMB ¢ ncnonp30BaHMEM KOHTPOJIBHBIX CYMM;
3 [IpoBoauTsh pesepBHOe konupoBaHue I1/H Ha oTuykaeMble HOCUTENU UH(OPMALIH; N N
\Y B noacucreme aHTHBUPYCHOM 3aIUTHI:
[TpoBoaWTH aBTOMATHYECKYIO MPOBEPKY Ha Hanuuue BII wiu nocneacteuii [IMB
1 npu umnopre B UCII/IH Bcex mporpaMMHbIX Moy el (IPUKIIaJHBIX IPOTPaMM), + + +
KOTOpbIE MOT'yT cofeprkath BII, mo ux TMoBsIM mabjJ0HaM M ¢ IOMOIIBIO
3BPUCTUYECKOIO aHAIIN3A;
5 Peanu3oBaTh MEXaHU3MbI ABTOMATHYECKOT0 OJIOKHpOBaHUs 0OHapykeHHBIX BII N N N
IIyTE€M UX YAAJIEHUS U3 IPOrPAMMHBIX MOJYJIEH WM YHHUYTOXKCHUS;
3 PerynspHo BeInonHATSH (ipu nepBoM 3ammycke cpencts 3amuThl [1IJH ot [IMB u ¢ N N N
yCTaHaBJIMBA€MON NIEPUOJUYHOCTHIO) MPOBEPKA HA peMeT Hamuuus B Hux BII;
JlomxHa nHUIMUpoBaThCs aBToMartndeckas nposepka UCII/IH Ha npenMeT Hamn4ust
4 + + +
BII npu BeisiBnennu ¢akra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JJIsl YCTaHABIMBAEMOI'O YHACIIA ONIEPALIMN yIAJICHUS
5 BII u3 onepatuBHOM WM MOCTOAHHOW MaMSTH, U3 MPOrPAMMHBIX MOAYJIEH U + + +
MPUKJIAHBIX ITPOrpaMM MM IPOrPAMMHBIX CPEJICTB, coaepkamux BIL
6 Hononuurtensao B UCII/IH noskeH NpoBOAUTHCS HENPEPHIBHBIN aBTOMaTUUECKHI + + +
MOHUTOPHUHT MH()OPMAIIMOHHOTO 0OMEHa ¢ BHEIIHEH CeThI0 C LeNblo BbisiBIeHUs BIL
VI Kontpons orcyrcreus H/B B 110 C31
Jliist mporpaMMHOro 00ecrieueH s, UCTIOJIb3YEMOT0 MPH 3aluTe nHpopMaluu B
1 NCTI/H (cpeacts 3amutsl nHpopmanmu — C3V, B TOM yuciie U BCTPOCHHBIX B + + +
00I11eCUCTEMHOE U MPUKIaIHOE IporpaMMHoe obecnieuerue — [10), nomkeH ObITh
o0ecIeyeH COOTBETCTBYIOIINN ypOBEHb KOHTPOJIsl oTcyTcTBUs B HeM HJIB (ne
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JIeKJIapUPOBAHHBIX BO3MOKHOCTEN).

Vil

Oo6napyxenue Bropxkennii B UCI1/{H

OOHapyxeHue BTOPKCHHI JOJHKHO 00ECIICUNBATHCS ITyTEM HUCIIOJL30BAHUS B
coctaBe CI1/In mporpaMMHBIX HIIM IPOTPAMMHO-AINAPATHBIX CPEACTB (CUCTEM)
obnapyxenus Bropxkenuit (COB).

HeoOxonumo 00s13aTeIbHOE UCTIONB30BAHIE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
HCHOJIb3YIOLINE CUTHATYpPHbIE METO/Ibl aHAIN3a

HCO6XOI[I/IMO 00s3aTeNIbHOE HCITOIb30BaAHHE CUCTEMBI O6Hﬂpy>I(CHI/I$I CCTCBBIX aTak,
HCIIOJIB3YIOIIUEC CUTHATYPHBIC MCTOAbI aHaJIn3a U MCTO/bI BLISABJIICHUSA aHOMAJIUH

VIl

3ammra UCI1dx ot IIDMUH

Jiist 06paboTku nHpopManuu HeoOXoauMo ucnois3oBath CBT, ynoBieTBopsroime
TpeboBaHUsIM cTaHAapToB Poccuiickoii @enepariuu mo 1eKTPOMarHUTHON
COBMECTHMOCTH, 110 0€30IIaCHOCTU U 3PrOHOMUYECKUM TPEeOOBaHUSIM K CpeACTBaM
oTtoOpakeHHst UH(POPMAIIMHU, 10 CAHUTAPHBIM HOPMaM, NPEAbABISEMbIM K
BuaeonucIvieiinbiM Tepmunanam [I19BM (nanpumep, 'OCT 29216 91, TOCT P
50948-2001, T'OCT P 50949-2001, I'OCT P 50923 96, CaunlluH 2.2.2.542 96).

Onenka cootBerctBus MCII/{H TpeboBanusm 6e3onacuoctu [1/10

[IpoBectu 00s3aTENBEHYIO CEPTUPHUKAIIMIO (ATTECTALIMIO) TIO TPEOOBAHUIM
0e30macHOCTH HHPOPMAIIIH;

JlexnapupoBaTh COOTBETCTBUE WU 00S3aTENBHYIO cepTU(HUKAIINIO (aTTECTAINIO) 110
TpeboBaHusAM Oe3omacHOCTH HH(OpMaIUH (TI0 PEIISHUIO OIIepaTopa);

MNonntuKa nHpopmaumnoHHol 6esonacHocT. CtpaHuua 31 ns 33




[Tpumeuanue: J{ns UCIIIn 4 xnacca nepeueHb MeponpusTrii mo 3amute [1JIH onpenensercs B 3aBUCHUMOCTH OT yiiepoa KOTOPBIA MOXKET OBITh

HAaHECCH B CJICACTBUH HCCAHKIMOHUPOBAHHOI'O MJIW HCIIPEAHAMCPEHHOT'O JOCTYIIAa K HJIH

CormacoBaHoO:
IIemaror-ncuxoJor Xparnora Enena BuktopoBHa
3aMeCTUTENb 3aBeayroniero no BMP Manbuesa Hatanbst AnexceeBHa
JEIIONIPOU3BOIUTEND Kamrranosa Cetnana BuktopoBHa

MNonntuKa nHpopmaumoHHol 6esonacHocT. CTpaHuua 32 ns 33



JIuct o3HakomieHus ¢ [loauTukoi nHpoOpMaAIHOHHOI 0€30MACHOCTH

Ne dUO Jo/kHOCTH Hara Hoanuch
n/n
1 | KamrranoBa Csetnana BukropoBHa JIEJIONTPOU3BOIUTEND
2 | Mansuesa Hartanes AnekceeBHa 3aMECTHUTEINb 3aBEAYIOIIETO 110
BMP
3 | Xpanmosa Enena BuktopoBHa Ilemaror-ncuxoJor

Monutuka nubopmaumoHHoi 6esonacHocTn. CtpaHmua 33 us 33
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